ﬁ””“"“’“

3
Windows API
Windows
3.1
Windows
110
CreateFileMapping
ID
Microsoft
Microsoft
Windows
Windows
3.3 “ ” 3

3.1.1
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3.1.2

Windows 98 Windows 98
Microsoft Windows 98 Windows 98

Windows 2000

SECURITY_ATTRIBUTES
CreateFileMapping
HANDLE CreateFileMapping(
HANDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD f1Protect,
DWORD dwMaximumSizeHigh,
DWORD dwMaximumSizelow,
PCTSTR pszName):

NULL

SECURITY_ATTRIBUTES

SECURITY_ATTRIBUTES

typedef struct _SECURITY_ATTRIBUTES {
DWORD nLength;
LPVOID 1pSecurityDescriptor;
BOOL bInheritHandle;

} SECURITY_ATTRIBUTES;

SECURITY_ATTRIBUTES
[pSecurityDescriptor
SECURITY_ATTRIBUTES
SECURITY_ATTRIBUTES sa;

sa.nlength = sizeof(sa); // Used for versioning
sa.1pSecurityDescriptor = pSD; // Address of an initialized SD
sa.bInheritHandle = FALSE; // Discussed later

HANDLE hFileMapping = CreateFileMapping(INVALID_HANDLE_VALUE, &sa,
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SR g eI LA YW LA _TALUL, O3d,

PAGE_READWRITE, @, 1024, "MyFileMapping");

blnheritHandle
blnheritHandle

OpenfileMapping

HANDLE hFileMapping = 0penF1'1eMabp1’ng(FILE_MAP_READ. FALSE,
"MyFileMapping™); .

FILE_ MAP_READ OpenFileMapping
OpenFileMapping

OpenFile
Mapping OpenFileMapping
NULL GetL astError 5 ERROR_ACCESS DENIED
Windows 98 Windows
Windows 98 Windows 2000
RegOpenK eyEx KEY_QUERY _
VALUE
Windows 98 Windows
2000 Windows 98
RegOpenK eyEx KEY_AIl_ACCESS
Windows 2000 KEY_ALL_ACCESS
RegOpenK eyEx

KEY_ALL_ACCESS  KEY_QUERY_VALUE,

Windows 98 Windows 2000

GDI
Windows GDI

CreateFileMapping
GDI PSECURITY_ATTRIBUTES ,
Createl con :
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HICON Createlcon(
HINSTANCE hinst,
int nWidth,
int nHeight,
BYTE cPlanes,
BYTE cBitsPixel,
CONST BYTE *pbANDbits,
CONST BYTE *pbXORbits);

3.2
GDI
Windows
Windows 2000 Windows 98 Windows CE
3-1
3-1
DWORD DWORD
0x?7727227?? 0x?777227?? 0x??777777?
0x??7777277? 0X??7777277? OX??7?77777?
3.2.1

CreateFileMapping

HANDLE CreateThread(
PSECURITY_ATTRIBUTES psa,
DWORD dwStackSize,
LPTHREAD_START_ROUTINE pfnStartAddr,
PVOID pvParam,
DWORD dwCreationFlags,
PDWORD pdwThreadId);

HANDLE CreateFile(
PCTSTR pszFileName,
DWORD dwDesiredAccess,
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DWORD dwShareMode,
PSECURITY_ATTRIBUTES psa,
DWORD dwCreationDistribution,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile):

HANDLE CreateFileMapping(
HANDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD f1Protect,

DWORD dwMaximumSizeHigh,
DWORD dwMaximumSizelow,
PCTSTR pszName);

HANDLE CreateSemaphore(
PSECURITY_ATTRIBUTES psa,
LONG 1InitialCount,

LONG TMaximumCount,
PCTSTR pszName);

1 2
Windows 2000

Create* &

GetLastError
ERROR_INVALID_HANDLE

NULL

-1 INVALID_HANDLE_VALUE CreateFile

INVALID HANDLE VALUE NULL
CreateFile
INVALID_HANDLE VALUE

HANDLE hMutex = CreateMutex(m);

if (hMutex == INVALID_HANDLE_VALUE) {
// We will never execute this code because
// CreateMutex returns NULL if it fails.

}

HANDLE hFile = CreateFile(..);
if (hFile == NULL) {
// We will never execute this code because CreateFile

// returns INVALID_HANDLE_VALUE(-1) if it fails.
. :
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3.2.2
CloseHandle
BOOL CloseHandle(HANDLE hobj);
0
CloseHandle
CloseHandle FALSE GetL astError ERROR_INVALID HANDLE
CloseHandle
CloseHandle
0
CloseHandle
CloseHandle
0
3.3
Microsoft
3

3.3.1
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SECURITY_ATTRIBUTES
Create

SECURITY_ATTRIBUTES sa;

sa.nLength = sizeof(sa);

sa.lpSecurityDescriptor = NULL;

sa.bInheritHandle = TRUE; /1 Make the returned handle inheritable.

HANDLE hMutex = CreateMutex(&sa, FALSE, NULL);

SECURITY_ATTRIBUTES

Windows 98
Windows 98 Windows 98
Windows 98 blnheritHandle
NULL PSECURITY_ATTRIBUTES
0 blnheritHandle
TRUE 1
3-2
3-2
DWORD DWORD
0xF0000000 0x??7777277? 0x00000000
0x00000000 ()
3 0xF0000010 0x??7777277? 0x00000001
3-2 1 3 1
3
Create
Process

BOOL CreateProcess(
PCTSTR pszApplicationName,
PTSTR pszCommandLine,
PSECURITY_ATTRIBUTES psaProcess,
PSECURITY_ATTRIBUTES pszThread,
BOOL bInheritHandles,
DWORD dwCreationFlags,
PVOID pvEnvironment,
PCTSTR pszCurrentDirectory,
LPSTARTUPINFO pStartupInfo,
PPROCESS_INFORMATION pProcessInformation);
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blnheritHandle
FALSE
TRUE
TRUE
TRUE CreateProcess blnheritHandles
CloseHandle
CreateProcess
3-3 1 2
3
0xF0000010
3-3
DWORD DWORD
1 0x00000000
0x00000000
3 0xF0000010 0x??777277? 0x00000001

sscanf
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9 WaitForlnpuldle

GetEnvironmentVariable

3.3.2

SetHandl el nformation

BOOL SetHandleInformation(
HANDLE hObject,
DWORD dwMask,
DWORD dwFlags);

3 hObject
dwMask

ffdefine HANDLE_FLAG_INHERIT 0x00000001
fidefine HANDLE_FLAG_PROTECT_FROM_CLOSE 0x00000002

OR SetHandle
Information dwFlags

SetHandleInformation(hobj, HANDLE_FLAG_INHERIT, HANDLE_FLAG_INHERIT);

SetHandleInformation(hobj. HANDLE_FLAG_INHERIT, 0):
HANDLE_FLAG_PROTECT_FROM_CLOSE

SetHandleInformation(hobj, HANDLE_FLAG_PROTECT_FROM_CLOSE,
HANDLE_FLAG_PROTECT_FROM_CLOSE):
CloseHandle(hobj); // Exception is raised

CloseHandle

HANDLE_FLAG_
PROTECT_FROM_CLOSE

SetHandleInformation(hobj, HANDLE_FLAG_PROTECT_FROM_CLOSE, 8):
CloseHandle(hobj);
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GetHandl el nformation

BOOL GetHandlelInformation(
HANDLE hObj,
PDWORD pdwFlags);

pdwFlags DWORD

DWORD dwFlags:
GetHandlelInformation(hObj, &dwFlags);
BOOL fHandleIsInheritable = (@ != (dwFlags & HANDLE_FLAG_INHERIT));

3.3.3

HANDLE CreateMutex(
PSECURITY_ATTRIBUTES psa,
BOOL bInitialOwner,
PCTSTR pszName);

HANDLE CreateEvent(
PSECURITY_ATTRIBUTES psa,
BOOL bManualReset,

BOOL bInitialState,
PCTSTR pszName);

HANDLE CreateSemaphore(
PSECURITY_ATTRIBUTES psa,
LONG 1InitialCount,

LONG TMaximumCount,
PCTSTR pszName);

HANDLE CreateWaitableTimer(
PSECURITY_ATTRIBUTES psa,
BOOL bManualReset,

PCTSTR pszName);

HANDLE CreateFileMapping(
HANDLE hFile,
PSECURITY_ATTRIBUTES psa,
DWORD f1Protect,

DWORD dwMaximumSizeHigh,
DWORD dwMaximumSizeLow,
PCTSTR pszName);

HANDLE CreatedobObject(
PSECURITY_ATTRIBUTES psa,
PCTSTR pszName);

pszName NULL
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3
DuplicateHandlg( )
pszName MULL 0
MAX_PATH 260 Microsoft
“ JeffObj”
“ JeffObj”
CreateSemaphore NULL
HANDLE hMutex = CreateMutex(NULL, FALSE, "JeffObj");
HANDLE hSem = CreateSemaphore(NULL, 1, 1, "JeffObj");
DWORD dwErrorCode = GetlLastError();
dwErrorcode 6 ERROR_
INVALID_HANDLE)
Process A
HANDLE hMutexProcessA = CreateMutex(NULL, FALSE, "JeffMutex"):
“ JeffMutex” Process
A hMutexProcessA
Process B Process B Process A
Explorer Process B Process A
Process B
HANDLE hMutexProcessB = CreateMutex(NULL, FALSE, "JeffMutex"):;
Process B CreateM utex ¢ JeffMutex”
¢ JeffMutex”
Process B
CreateMutex NULL
Process B CreateM utex
Process B
Process B Process A
Process B
Process A Process B
Process B CreateMutex
Create*

GetL astError

if (GetLastError() == ERROR_ALREADY_EXISTS) {
// Opened a handle to an existing object.
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-// sa.lpSecurityDescriptor and the second parameter
// (FALSE) are ignored.

} else {
// Created a brand new object.
// sa.lpSecurityDescriptor and the second parameter
// (FALSE) are used to construct the object.

Create*

HANDLE OpenMutex(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

HANDLE OpenEvent(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

HANDLE OpenSemaphore(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

HANDLE OpenWaitableTimer(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

HANDLE OpenFileMapping(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

HANDLE OpendobObject(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);

Open*

pszName

NULL 0

2 ERROR_FILE_NOT_FOUND

blnheritHandle TRUE
Create* Open*
Open*
Microsoft

GUID

NULL GetLastError

dwDesiredAccess

Create*

MyObject”
GUID
main
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WinMain Create*
Create* GetLastError GetLastError
ERROR_ALREADY_EXISTS

int WINAPI WinMain(HINSTANCE hinstExe, HINSTANCE, PSTR pszCmdLine,

int nCmdShow) {

HANDLE h = CreateMutex(NULL, FALSE,
"{FA531CC1-0497-11d3-A180-00105A276C3E}");

if (GetLastError() == ERROR_ALREADY_EXISTS) {
// There is already an instance of this application running.
return(@);

}

// This is the first instance of this application running.

// Before exiting, close the object.
CloseHandle(h);
return(0);

}
3.3.4
“  Global\”
HANDLE h = CreateEvent(NULL, FALSE, FALSE, "Global\\MyName"”);
“ Local\”
HANDLE h = CreateEvent(NULL, FALSE, FALSE, "“Local\\MyName"):

Microsoft Global Local
Microsoft Session

3.3.5

DuplicateHandle

BOOL DuplicateHandle(
HANDLE hSourceProcessHandle,
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HANDLE hSourceHandle,
HANDLE hTargetProcessHandle,
PHANDLE phTargetHandle,
DWORD dwDesiredAccess,

BOOL bInheritHandle,

DWORD dwOptions);

DuplicateHandle DuplicateHandle
3
DuplicateHandle hSourceProcessHandle hTarget
ProcessHandle DuplicateHandle
4
hSourceHandle Duplicate
Handle hSourceProcessHandle

phTargetHandle HANDLE
hTargetProcessHandle

DuplicateHandle 3
dwOptions 0
DUPLICATE_SAME_ACCESS DUPLICATE_CLOSE_SOURCE
DUPLICATE_SAME_ACCESS DuplicateHandle
DuplicateHandle
dwDesiredAccess

DUPLICATE_CLOSE_SOURCE

DuplicateHandle Process S
Process T
Process C DuplicateHandle
Process C 34 1 2 1 Process S
2 Process T

3-4 Process C

DWORD DWORD
1 0xF0000000 0x??22?2777? 0x00000000
(Process S
2 0xF0000010 0x?2?22?227?7? 0x00000000
(Process T

3-5 Process S 2
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3
3-5 Process S
DWORD DWORD
1 0x00000000 ()
0xF0000020 Ox?727777? 0x00000000
( )
3-6 Process C DuplicateHandle Process T
Process T 2 1
3-6 DuplicateHandle Process T
DWORD DWORD
1 0x00000000 ()
2 0xF0000030 Ox?727777? 0x00000000
( )
Process C DuplicateHandle Process T
3-7
3-7 DuplicateHandle Process T
DWORD DWORD
1 0xF00000020 Ox?7227777? 0x00000001
0xF00000030 Ox 22277772 0x00000000
( )
Process S Process T Duplicate
Handle 1 Process C  hObj 1 ProcessT
DUPLICATE_SAME_ACCESS DuplicateHandle Process T
Process S
DUPLICATE_SAME_ACCESS DuplicateHandle DesiredAccess
DuplicateHandle blnheritHandle TRUE
DuplicateHandle
DuplicateHandle
Process C Process T,
hObj
Process T Process T
IPC

DuplicateHandle
3 Process C Process



China=pubecom

DuplicateHandle

Process S Process T
DuplicateHandle:

// A11 of the following code is executed by Process S.

// Create a mutex object accessible by Process S.
HANDLE hObjProcessS = CreateMutex(NULL, FALSE, NULL);

// Open a handle to Process T's kernel object.
HANDLE hProcessT = OpenProcess(PROCESS_ALL_ACCESS, FALSE,
dwProcessIdT);

HANDLE hObjProcessT; // An uninitialized handle relative to Process T.
// Give Process T access to our mutex object.
DuplicateHandle(GetCurrentProcess(), hObjProcessS, hProcessT,

&h0bjProcessT, @, FALSE, DUPLICATE_SAME_ACCESS);

// Use some IPC mechanism to get the handle
// value in hObjProcessS into Process T.

// We no longer need to communicate with Process T.
CtoseHandle(hProcessT);

// When Process S no longer needs to use the mutex, it should close it.
CloseHandle(hObjProcessS);

GetCurrentProcess
Process S DuplicateHandle hObjProcessT Process T
Process S hObjProcessS Process S

// Process S should never attempt to close the
// duplicated handle.
CloseHandle(hObjProcessT);

Process S Process
hObjProcessT
Process S

DuplicateHandle

DuplicateHandle

int WINAPI WinMain(HINSTANCE hinstExe, HINSTANCE,
LPSTR szCmdLine, int nCmdShow) {
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// Create a file-mapping object; the handle has read/write access.
HANDLE hFileMapRW = CreateFileMapping(INVALID_HANDLE_VALUE,
NULL, PAGE_READWRITE, @, 10240, NULL);

// Create another handle to the file-mapping object;

// the handle has read-only access.

HANDLE hFileMapRO;

DuplicateHandle(GetCurrentProcess(), hFileMapRW, GetCurrentProcess(),
&hFileMapRO, FILE_MAP_READ, FALSE, @);

// Call the function that should only read from the file mapping.
ReadFromTheFileMapping(hFileMapRO);

// Close the read-only file-mapping object.
CloseHandle(hFileMapR0);

// We can still read/write the file-mapping object using hFileMapRW.

// When the main code doesn't access the file mapping anymore,
// close it.
CloseHandle(hFileMapRW);



	第3 章内核对象
	3.1 什么是内核对象
	3.1.1 内核对象的使用计数
	3.1.2 安全性

	3.2 进程的内核对象句柄表
	3.2.1 创建内核对象
	3.2.2 关闭内核对象

	3.3 跨越进程边界共享内核对象
	3.3.1 对象句柄的继承性
	3.3.2 改变句柄的标志
	3.3.3 命名对象
	3.3.4 终端服务器的名字空间
	3.3.5 复制对象句柄



