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5-1 StartRestrictedProcess

Microsoft Developer Studio

Developer Studio

void StartRestrictedProcess() {
// Create a job kernel object.
HANDLE hjob = CreatedobObject(NULL, NULL);

// Place some restrictions on processes in the Jjob.

// First, set some basic restrictions.

JOBOBJECT_BASIC_LIMIT_INFORMATION jobli = { @ };

// The process always runs in the idle priority class.

Jjobli.PriorityClass =

IDLE_PRIORITY_CLASS;

// The job cannot use more than 1 second of CPU time.
Jobli.PerdobUserTimeLimit.QuadPart = 10006000; // 1 sec in 108-ns intervals

// These are the only 2 restrictions I want placed on the job (process).

jobli.LimitFlags = JOB_OBJECT_LIMIT_PRIORITY_CLASS

| JOB_OBJECT_LIMIT_JOB_TIME:
SetInformationJobObject(hjob, JobObjectBasicLimitInformation, &jobli,

sizeof(jobli));
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// Second, set some UI restrictions.
JOBOBJECT_BASIC_UI_RESTRICTIONS jobuir;
jobuir.UIRestrictionsClass = JOB_OBJECT_UILIMIT_NONE; // A fancy zero

// The process can't log off the'system.
jobuir.UIRestrictionsClass |= JOB_OBJECT_UILIMIT_EXITWINDOWS;

// The process can't access USER objects (such as other windows)
// in the system.
Jobuir.UIRestrictionsClass |= JOB_OBJECT_UILIMIT_HANDLES;

SetInformationdobObject(hjob, JobObjectBasicUIRestrictions, &jobuir,
sizeof(jobuir));

// Spawn the process that is to be in the job.
// Note: You must first spawn the process and then place the process in

// the job. This means that the process's thread must be initially
// suspended so that it can't execute any code outside of the Job's
/1l restrictions. i

STARTUPINFO si = { sizeof(si) };

PROCESS_INFORMATION pi;

CreateProcess(NULL, "CMD", NULL, NULL, FALSE,
CREATE_SUSPENDED, NULL, NULL, &si, &pi);

// Place the process in the job.

// Note: If this process spawns any children, the children are

/7 automatically part of the same job.

AssignProcessToJobObject(hjob, pi.hProcess);

// Now we can allow the child process's thread to execute code.
ResumeThread(pi.hThread); ’
CloseHandle(pi.hThread);

// Wait for the process to terminate or
// for all the job's allotted CPU time to be used.
HANDLE h[2]3;
h[@] = pi.hProcess;
h[1] = hjob;
DWORD dw = WaitForMultipleObjects(2, h, FALSE, INFINITE);
switch (dw - WAIT_OBJECT_O) {
case 0:
// The process has terminated...
break;
case 1: ‘
//7 A11 of the job's allotted CPU time was used...
break:

// Clean up properly.
CloseHandle(pi.hProcess);
CloseHandle(hjob);

StartRestrictedProcess
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HANDLE CreatedobObject(
PSECURITY_ATTRIBUTES psa,
PCTSTR pszName);

OpenJobObject
HANDLE OpendobObject(
DWORD dwDesiredAccess,
BOOL bInheritHandle,
PCTSTR pszName);
CloseHandle StartRestrictedProcess

// Create a named job object.
HANDLE hjob = CreatedobObject(NULL, TEXT("Jeff"));

// Put our own process in the job.
AssignProcessTodobObject(hjob, GetCurrentProcess());

// Closing the job does not kill our process or the job.
// But the name ("Jeff") is immediately disassociated with the job.
CloseHandle(hjob);

// Try to open the existing job.

hjob = OpenJobObject(JOB_OBJECT_ALL_ACCESS, FALSE, TEXT("Jeff™));

// OpenJobObject fails and returns NULL here because the name ("Jeff")
// was disassociated from the job when CloseHandle was called.

// There is no way to get a handle to this job now.

5.1

BOOL SetInformationdobObject(
HANDLE hdob,
JOBOBJECTINFOCLASS JobObjectInformationClass,
PVOID pJdobObjectInformation,
DWORD cbdobObjectInformationlLength);

5-1
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5-1

JobObjectBasicLimitInformation JOBOBJECT_BASIC_
LIMIT_INFORMATION

JobObjectExtendedLimitlnformation JOBOBJECT_EXTENDED_
LIMIT_INFORMATION

ul JobObjectBasicUlRestrictions JOBOBJECT_BASIC_

UI_RESTRICTIONS

JobObjectSecurityLimitlnformation JOBOBJECT_SECURITY _

LIMIT_INFORMATION

StartRestrictedProcess
JOB_OBJECT _BASIC _LIMIT_INFORMATION
SetlnformationJobObject JOB_OBJECT_BASIC LIMIT_INFORMATION

typedef struct _JOBOBJECT_BASIC_LIMIT_INFORMATION {
LARGE_INTEGER PerProcessUserTimeLimit:
LARGE_INTEGER PerJdobUserTimeLimit;

DWORD LimitFlags;
DWORD MinimumﬂorkingSetSize:
DWORD MaximumWorkingSetSize;
DWORD ActiveProcesslLimit;
DWORD_PTR Affinity;
DWORD PriorityClass;
DWORD SchedulingClass;
} JOBOBJECT_BASIC_LIMIT_INFORMATION, *PJOBOBJECT_BASIC_LIMIT_INFORMATION;
5-2

5-2 JOB_OBJECT_BASIC_LIMIT_INFORMATION

PerProcessUser
TimeLimit 100ns
LimitFlags JOB_OBJECT_LIMIT_
PROCESS TIME
PerJobUser
TimeLimit ( 100ns
LimitFlags
JOB_OBJECT_ LIMIT_JOB_TIME
LimitFlags
Minimum
WorkingSetSize/ MaximumWorkingSetSize
Maximum
Working SetSize SetProcessWorking-
SetSize
LimitFlags
JOB_OBJECT_LIMIT_WORKINGSET
ActiveProcessLimit
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5
LimitFlags JOB_
OBJECT_LIMIT_ACTIVE_PROCESS
Affinity CPU
LimitFlags JOB _
OBJECT_LIMIT_AFFINITY
PriorityClass SetPriorityClass
GetPriorityClass
SetThreadPriority
LimitFlags
JOB_OBJECT_LIMIT_PRIORITY_CLASS
SchedulingClass 0 9 0 9 5
LimitFlags JOB_OBJECT_
LIMIT_SCHEDULING_CLASS
Platform SDK
LimitFlags
JOB_OBJECT_LIMIT_PRIORITY_CLASS JOB_OBJECT_LIMIT_JOB_TIME
CPU
CPU
CPU
JOB_OBJECT_LIMIT_JOB_TIME
CPU CPU
CPU CPU
JOB_OBJECT_LIMIT_AFFINITY
JOB_OBJECT _LIMIT_JOB_TIME , ,
CPU
CPU CPU
CPU
JOB_OBJECT _LIMIT_PRESERVE_JOB_TIME JOB_OBJECT _LIMIT_JOB_TIME
JOB_OBJECT_LIMIT_PRESERVE _JOB_TIME
CPU
JOBOBJECT_BASIC_LIMIT_INFORMATION SchedulingClass
NORMAL_PRIORITY _
CLASS CPU
SchedulingClass 0 9
0 9 5 Windows 2000

CPU CPU
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CPU SchedulingClass 3
CPU
SchedulingClass
Windows 2000
Microsoft Windows

JOB_OBJECT_LIMIT_DIE_ON_UNHANDLED_
EXCEPTION “ ”
SetErrorMode SEM_NOGPFAUL TERRORBOX

JOBOBJECT_EXTENDED_LIMIT_INFORMATION

typedef struct _JOBOBJECT_EXTENDED_LIMIT_INFORMATION {
JOBOBJECT_BASIC_LIMIT_INFORMATION BasicLimitInformation;
I0_COUNTERS IolInfo;
SIZE_T ProcessMemoryLimit;
SIZE_T JobMemorylLimit;
SIZE_T PeakProcessMemoryUsed;
SIZE_T PeakJobMemoryUsed;
} JOBOBJECT_EXTENDED_LIMIT_INFORMATION, *PJOBOBJECT_EXTENDED_LIMIT_INFORMATION;

JOBOBJECT_BASIC_LIMIT_INFORMATION

lolnfo 1/10
PackProcessMemoryUsed PackJobMemoryUsed

ProcessMemoryLimit JobMemoryLimit
LimitFlags
JOB_OBJECT_LIMIT_JOB_MEMORY JOB_OBJECT_LIMIT_PROCESS MEMORY

JOBOBJECT_BASIC_UI_RESTRICTIONS

typedef struct _JOBOBJECT_BASIC_UI_RESTRICTIONS {
DWORD UIRestrictionsClass;
} JOBOBJECT_BASIC_UI_RESTRICTIONS, *PJOBOBJECT_BASIC_UI_RESTRICTIONS;

Ul RestrictionsClass 5-3

JOB_OBJECT _UILIMIT_HANDLES
USER
Microsoft Spy++ Spy++ 5-1
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5
Spy++ MDI Threads 1
000006AC SPY XX
Spy++ Ul MSDEV
EXPLORER
Spy++ Windows 3
Spy++ 00000000
Spy++
5-3
JOB_OBJECT_UILIMIT_EXITWINDOWS ExitWindowsEx

JOB_OBJECT_UILIMIT_READCLIPBOARD
JOB_OBJECT_UILIMIT_WRITECLIPBOARD
JOB_OBJECT_UILIMIT_SYSTEMPARAMETERS
JOB_OBJECT_UILIMIT_DISPLAYSETTINGS
JOB_OBJECT_UILIMIT_GLOBALATOMS

JOB_OBJECT_UILIMIT_DESKTOP

JOB_OBJECT_UILIMIT_HANDLES

SystemParametersl nfor
ChangeDisplay Settings

CreateDesktop SwitchDesktop

USER

HWND

USDR

4 Microsoft Spy++ - Threads 1
Spy Tree Search Yiew Meszage: Window Help
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¢ 00000BAD MAPISF32 ‘l
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- D00FOA5E ™' Toolbartwindaow32
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5-1 Microsoft Spy++

ul
Notepad

Spy++
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Notepad JOB_OBJECT_UILIMIT_HANDLES Spy++
Notepad Spy++ Notepad
JOB_OBJECT_UILIMIT_HANDLES
Ul
Ul
BOOL UserHandleGrantAccess(
HANDLE hUser0Obj,
HANDLE hjob,
BOOL fGrant);
hUserObj USER
USER
hjob fGrant
hjob S

JOBOBJECT_SECURITY_LIMIT_INFORMATION

typedef struct _JOBOBJECT_SECURITY_LIMIT_INFORMATION {
DWORD SecurityLimitFlags;
HANDLE JobToken;
PTOKEN_GROUPS SidsToDisable;
PTOKEN_PRIVILEGES PrivilegesToDelete;
PTOKEN_GROUPS RestrictedSids; :
} JOBOBJECT_SECURITY_LIMIT_INFORMATION, *PJOBOBJECT_SECURITY_LIMIT_INFORMATION;

5-4
5-4 JOBOBJECT_SECURITY_LIMIT_INFORMATIDN

SecurityLimitFlags

JobToken

SidsToDisable SID

PrivilegesToDelete

RestrictedSids (deny only) SID

BOOL QueryInformationdobObject(
HANDLE hdob,
JOBOBJECTINFOCLASS JobObjectInformationClass,
PVOID pvJobObjectInformation,
DWORD cbJobObjectInformationlLength,
PDWORD pdwReturnLength):

SetlnformationJobObject



China=pubecom

5
pdwReturnLength DWORD
NULL
Queryl nformationJobObject
NULL
NULL
Setl nformationJobObject
52
StartRestrictedProcess
CreateProcess
CreateProcess CREATE_SUSPENDED
Start-ReatrictedProcess
BOOL AssignProcessTodobObject(
HANDLE hdob,
HANDLE hProcess);
hProcess hJob
. JOBOBJECT_BASIC LIMIT_INFORMATION LimitFlags JOB_OBJECT _
BREAKAWAY OK
CREATE_BREAKAWAY_FROM _JOB CreateProcess
CREATE_BREAKAWAY FROM JOB CreateProcess
CREATE_BREAKAWAY_ FROM _JOB CreateProcess
. JOBOBJECT_BASIC_LIMIT_INFORMATION LimitFlags JOB_OBJECT _
SILENT_BREAKAWAY_OK
CreateProcess
StartRestrictedProcess AssignProcessToJobObject
ResumeThread

5.3

Developer
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Studio
Microsoft Systems Journal 1998 9 Win32

Developer Studio Developer Studio

BOOL TerminatedobObject(
HANDLE hdJob,
UINT uExitCode);

TerminateProcess

uExitCode
54
QuerylnformationJobObject
QuerylnformationJobODbject JobObjectBasicAccountinglnformation,

JOBOBJECT_BASIC_ACCOUNTING_INFORMATION

typedef struct _JOBOBJECT_BASIC_ACCOUNTING_INFORMATION {
LARGE_INTEGER TotalUserTime;
LARGE_INTEGER TotalKernelTime;
LARGE_INTEGER ThisPeriodTotalUserTime;
LARGE_INTEGER ThisPeriodTotalKerneiTime;
DWORD TotalPageFaultCount;
DWORD TotalProcesses;
DWORD ActiveProcesses;
DWORD TotalTerminatedProcesses;

} JOBOBJECT_BASIC_ACCOUNTING_INFORMATION,
*PJOBOBJECT_BASIC_ACCOUNTING_INFORMATION;

5-5
5-5 JOBOBJECT_BASIC_ACCOUNTING_INFORMATION

TotalUserTime CPU

TotalKernel Time CPU

ThisPeriodTotalUserTime TotalUserTime SetInformation-
JobObject JOB_OBJECT_LIMIT_
PRESERVE_JOB_TIME 0

ThisPeriodTotalKernel Time ThisPeriodTotalUserTime

Total PageFaultCount

Total Processes

ActiveProcesses

Total TerminatedProcesses CPU

110

JobObjectBasicAndl oA ccountingl nformation,

JOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION

typedef struct JOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION {
JOBOBJECT_BASIC_ACCOUNTING_INFORMATION BasicInfo;
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I0_COUNTERS IoInfo;
} JOBOBJECT_BASIC_AND_TO_ACCOUNTING_INFORMATION;

JOBOBJECT _BASIC_ACCOUNTING_INFORMATION
|0_COUNTERS

typedef struct _IO_COUNTERS {
ULONGLONG ReadOperationCount;
ULONGLONG WriteOperationCount;
ULONGLONG OtherOperationCount;
ULONGLONG ReadTransferCount;
ULONGLONG WriteTransferCount;
ULONGLONG OtherTransferCount;

} I0_COUNTERS; '

/
GetProcessloCounters

BOOL GetProcessIoCounters(
HANDLE hProcess,
PIO_COUNTERS ploCounters);

QuerylnformationJobObject
ID
ID JOBOBJECT_BASIC_PROCESS ID_LIST

typedef struct _JOBOBJECT_BASIC_PROCESS_ID_LIST {
DWORD NumberOfAssignedProcesses;
DWORD NumberOfProcessldsInlList;
DWORD ProcessIdList[1];
} JOBOBJECT_BASIC_PROCESS_ID_LIST, *PJOBOBJECT_BASIC_PROCESS_ID_LIST;

ID
void EnumProcessIdsIndob(HANDLE hjob) {

// 1 assume that there will never be more
// than 10 processes in this job.
jidefine MAX_PROCESS_IDS 19

// Calculate the number of bytes needed for structure & process IDs.
DWORD cb = sizeof(JOBOBJECT_BASIC_PROCESS_ID_LIST) +
(MAX_PROCESS_IDS - 1) * sizeof(DWORD);

// Allocate the block of memory.
PJOBOBJECT_BASIC_PROCESS_ID_LIST pjobpil = _alloca(ch);

// Tell the function the maximum number of processes
// that we allocated space for.
pjobpil->NumberOfAssignedProcesses = MAX_PROCESS_IDS;

// Request the current sef of process IDs.
QueryInformationdobObject(hjob, JobObjectBasicProcesslIdList,
pjobpil, cb, &cb); '

// Enumerate the process IDs.
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for (int x = @; x < pjobpil->NumberOfProcessIdsInList; x++) {

// Use pjobpil->ProcessIdList[x]...

// Since _alloca was used to allocate the memory,

// we don't need to free it here.

PDH.dII
Performance Monitor Snap-In
5-3
cac cmd notepad workpad
Add Counters

= Use local computer counters

¥ Select counters from computer:
[\HOUDINI

Performance object:
| Job Dbject

Performance counters:

Performance Data Helper
Microsoft Management Console(MM C)
5-2
Jeff 4

[

Add
Cloze

Explain

Pl

Help...
™ Allinstances =

% Select instances from list

Current % Femel Mode Time -

Current % Proc r Time
Current % Uszer Mode Time
Pages/Sec

Process Count - Active

Process Count - Terminated

Frocess Count - Total

Thiz Peniod mSec - Kernel Mode ;J

Tatal

|

5-2 MMC

Add Counters

" Use local computer counters

¢ Select counters from computer;
[\\HOUDINI =]

Performance ohject:
[ b Dbiect Details

[

Performance counters:

Add
Cloze
Erplain

Help...

s

 Allinstances

% Select instances from list

% Usger Time
Creating Process D
Elapzed Time
Handle Count

ID Process

Page Faults/zec

_Tatal!_Tatal
Jeff's Job/ Total

5-3 MMC
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CreateJobObject

5.5

CPU
CPU
Windows
WaitForSingleObject( )
Setl nformationJobObject

CPU

CPU

/0

/0

CPU

CPU

CPU

Microsoft

StartRestrictedProcess

SetInformati onJobObject

JOBOBJECT_ASSOCIATE_COMPLETION_PORT joacp;
joacp.CompletionKey = 1; // Any value to-uniquely identify this job

joacp.CompletionPort = hIOCP;

&joacp, sizeof(jaocp)):

// Handle of completion port that
// receives notifications
SetInformationJdobObject(hJob, JobObjectAssociateCompletionPortInformation

/10

QuerylnformatiomJobObject

BOOL GetQueuedCompletionStatus(
HANDLE hIoOCP,
PDWORD pNumBytesTransferred,

GetQueuedCompl etionStatus 1/10
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PULONG_PTR pCompletionKey,
POVERLAPPED *pOverlapped,
DWORD dwMilliseconds);

*pCompletionK ey Setl nformationJobObject
*pNumBYytesTransferred 5-6  *pOverlapped
ID
5-6

JOB_OBJECT_MSG_ACTIVE PROCESS_ZERO
JOB_OBJECT_MSG_END_OF_PROCESS_TIME CPU

JOB_OBJECT MSG_ACTIVE_PROCESS LIMIT
JOB_OBJECT MSG_PROCESSMEMORY_LIMIT ID
JOB_OBJECT MSG_JOB_MEMORY_LIMIT

JOB_OBJECT MSG_NEW_PROCESS ID
JOB_OBJECT MSG_EXIT_PROCESS ID
JOB_OBJECT MSG_ABNORMAL_EXIT_PROCESS

JOB_OBJECT MSG_END_OF JOB_TIME CPU

TerminateJobObject

CPU
JOB_OBJECT_MSG_END_OF JOB_TIME

// Create a JOBOBJECT_END_OF_JOB_TIME_INFORMATION structure
// and initialize its only member.
JOBOBJECT_END_OF_JOB_TIME_INFORMATION joeojti;
joeojti.EndOfJobTimeAction = JOB_OBJECT_POST_AT_END_OF_JORB:

// Tell the job object what we want it to do when the job time is

// exceeded.

SetInformationJobObject(hJob, JobObjectEndOfJobTimeInformation,
&joeojti, sizeof(joeojti)):

JOB_OBJECT_TERMINATE_AT_END_OF JOB

5.6 JobLab

JobL ab “ 05JobL ab.exe” 5-2
05-JobL ab
5-
JobLab
MMC Performance Monitor Snap-In
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1/0

ul

Apply Limits

Preserve Job Time When Applying Limits

ThisPeriodTotalUserTime ThisPeriod-TotalKernel Time

& Job Lah

| [7] %]

— Basiz and Estended Limit

Min working set size [ME]:
Active process limit;
Pricrity class:

Max commit limit for job [MB]:

Per-process user time limit [mz):

™ Child processes can breakaway from the job " Child processes do breakaway from the job

[T Teminate processes on unhandled exceptions [ Prezerve job time when appling limits

I—l Per-job uger time limit [mz]: I—
I— Max working zet zize [MB]: I—
[ Affinity mask (decimal [
lm Scheduling class: Im
l— Max commit limit per process [MEB): l—

— Restrict Ul acce
™ Tooutside USER objects

™ Whiting to the: clipboard
[ Exiting Windows

™ Reading from the clipboard T To ereating/switching desktops

Apply fimits

[T Changing system parameters

Teminate processes |
" To changing display settings Spawin CMD in job |

[ To global atoms | PutPID in iobl

Spawn CMD In Job

/10

Job.h

5-4 JobLab

Terminate Processes

Put PID In Job

10s

Cjob C++
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Query
InformationJobObject  SetlnformatiomJobObject

5-2 JobLab

JobLab.cpp

3 [ e L L L N RN LT T I B LS R R VLT R LT rddn
R Gl
1 : -,
ﬂu”h-.. BT T
Moty gar: Suuwviahu 00 sy Jeflear EiRILT

2 a L Y
.:---\.-\.-,-—H-I.H-H\-u‘-‘-’l-l\.-r"‘-‘--' B - S A N A AR R LEL LR T RN RS AT =qaarac Ty

Kipginda "o iCaeke b?
Fonsindu fpistpwsALnT
Jincbige dresiuen .l f0oFan eealobhreslan

B L de SLihar, =
izt fbdha o
Fireide R ET RTINS

fErus daehe Tonk 1

e : . e rresaavesais
|I |I l'..: . "' I'|"|'|"|' l.l"'.ll'.'l.".'-.".I .".-"I.-:.'I.-‘.' a .".: .:-l'-l'.i- .'_'I."'I II :'.'I.'l" :'.:.-"ll-'."-".ll.'l.'.".'."."."I [ :".- PR
danm ik FiomnoAbiEnt
L

- . - 11 N %
[0S TER T Promandis ore fTatad Baa faevgsgliie by oadd breeads)
O TR IO .

. a -l|-'.h-:
SAMIILY g INET S fameheiion GAFLOLRAT SECOIREE G0 paLiETL
=% CRT =

SeNtnE g WThRsgAIRCRy 50 Coepiettan poed thvedd

S Doagmtakten v Yot P g lanion oot
Ghndiow DOMEEEY _TTAHIRATE
aoed e DRI GYATELD

!
i
i
Gpetioe DOMMESY IRREALLDT fEEIhE_FTE o

e re gt .-.-_'_'||_-'-':_"-".|'|.-'
R S N I N : B I

DWORD WINAPI JobNotify(PVOID) {

TCHAR sz[2000];
BOOL fDone = FALSE;

while (!fDone) {
DWORD dwBytesXferred;
ULONG_PTR CompKey;
LPOVERLAPPED po;
GetQueuedCompletionStatus(g_hIOCP,
&dwBytesXferred, &CompKey, &po, INFINITE);

// The app is shutting down, exit this thread
fDone = (CompKey == COMPKEY_TERMINATE);

HWND hwndLB = FindWindow(NULL, TEXT("Job Lab™));
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hwndLB = GetDlgltem(hwndLB, IDC_STATUS);

if (CompKey == COMPKEY_JOBOBJECT) {

if

1strepy(sz, TEXT("--> Notification: "));

LPTSTR psz = sz + Istrien(sz);

switch (dwBytesXferred) {

case JOB_OBJECT_MSG_END_OF_JOB_TIME:
wsprintf(psz, TEXT("Job time 1imit reached”));
break;

case JOB_OBJECT_MSG_END_OF_PROCESS_TIME:
wsprintf(psz, TEXT("Jdob process (Id=%d) time 1imit reached"), po);
break;

case JOB_OBJECT_MSG_ACTIVE_PROCESS_LIMIT:
wsprintf(psz, TEXT("Too many active processes in job™);
break;

case JOB_OBJECT_MSG_ACTIVE_PROCESS_ZERO:
wsprintf(psz, TEXT("Job contains no active processes™));
break;

case JOB_OBJECT_MSG_NEW_PROCESS:
wsprintf(psz, TEXT("New process (Id=%d) in Job"), po):
break;

case JOB_OBJECT_MSG_EXIT_PROCESS:
wsprintf(psz, TEXT("Process (Id=%d) terminated"™), po);
break;

case JOB_OBJECT_MSG_ABNORMAL_EXIT_PROCESS:
wsprintf(psz, TEXT("Process (Id=%d) terminated abnormally"), po);
break;

case JOB_OBJECT_MSG_PROCESS_MEMORY_LIMIT:
wsprintf(psz, TEXT("Process (Id=%d) exceeded memory 1imit"), po);
break;

case JOB_OBJECT_MSG_JOB_MEMORY_LIMIT:
wsprintf(psz,
TEXT("Process (Id=%d) exceeded job memory limit™), po);
break;

default:
wsprintf(psz, TEXT("Unknown notification: %d"). dwBytesXferred):
break;

}

ListBox_SetCurSel(hwndLB, ListBox_AddString(hwndLB, sz)):

CompKey = 1; // Force a status update when a notification arrives

(CompKey == COMPKEY_STATUS) {

static int s_nStatusCount = 0;

—stprintf(sz, TEXT("--> Status Update (%u)"), s_nStatusCount++):
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jobai.BasicInfo.ActiveProcesses,
jobai.BasicInfo.TotalTerminatedProcesses};
ListBox_SetCurSel (hwndLB, ListBox_AddString(hwndlB, sz));

// Show the 1/0 accounting information

_stprintf(sz, TEXT("Reads=%164u (%I64u bytes), ™)
TEXT("Write=%I64u (%164u bytes), Other=%I64u (%I64u bytes)"),
jobai.IoInfo.ReadOperationCount, jobai.loInfo.ReadTransferCount,
jobai.loInfo.WriteOperationCount, jobai.loInfo.WriteTransferCount,
jobai.loInfo.OtherOperationCount, jobai.IoInfo.OtherTransferCount);

ListBox_SetCurSel(hwndlB, ListBox_AddString(hwndlB, sz));

// Show the peak per-process and job memory usage
JOBOBJECT_EXTENDED_LIMIT_INFORMATION joeli;
g_job.QueryExtendedLimitInfo(&joeli);
_stprintf(sz, TEXT("Peak memory used: Process=%I64u, Job=%164u"),
(__int64) joeli.PeakProcessMemoryUsed,
(_.int64) joeli.PeakJobMemoryUsed);
ListBox_SetCurSel(hwndLB, ListBox_AddString(hwndlB, sz}));

// Show the set of Process IDs
DWORD dwNumProcesses = 50, dwProcessIidList[58]:
g_job.QueryBasicProcessIdList(dwNumProcesses,
dwProcessIdList, &dwNumProcesses);
~stprintf(sz, TEXT("PIDs: %s™),
(dwNumProcesses == 0) ? TEXT("(none)") : TEXT(""));
for (DWORD x = 8; x < dwNumProcesses; x++) {
_stprintf(_tcschr(sz, @), TEXT("%d "), dwProcessIdList{x]):
}
ListBox_SetCurSel(hwndlLB, ListBox_AddString(hwndlB, sz));
}
}
return(90);

THEEITHIIIIETTIT LT 0T E T E LTI T AT REEELEE i it iir i
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BOOL D1g_OnInitDialog (HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_JOBLAB);

// Save our window handle so that the completion port thread can access it
g__hwnd = hwnd;

HWND hwndPriorityClass = GetDlgItem(hwnd, IDC_PRIGRITYCLASS);
ComboBox_AddString(hwndPriorityClass, TEXT("No Timit"));
ComboBox_AddString(hwndPriorityClass, TEXT("1d1e"));
ComboBox_AddString(hwndPriorityCiass, TEXT("Below normal™));
ComboBox_AddString(hwndPriorityClass, TEXT("Normal“)});
ComboBox_AddString(hwndPriorityClass, TEXT("Above normal”));
ComboBox_AddString(hwndPriorityClass, TEXT("High"});
ComboBox_AddString(hwndPriorityClass, TEXT("Realtime™));
ComboBox_SetCurSel (hwndPriorityClass, @); // Default to "No Limit"

HWND hwndSchedulingClass = GetDlgItem({hwnd, IDC_SCHEDULINGCLASS);
ComboBox_AddString(hwndSchedulingClass, TEXT("No 1imit™));
for (int n = @; n <= 9; n++) {
TCHAR szSchedulingClass[21 = { (TCHAR) (TEXT('@') + n), 2}
ComboBox_AddString(hwndSchedulingClass, szSchedulingClass):

}

ComboBox_SetCurSel (hwndSchedulingClass, @); // Default to "No Limit"
SetTimer(hwnd, 1, 10006, NULL): // 18 second accounting update
return(TRUE);

}

///////////////////////////////////////////////////////////////////////////////

void D1g_ApplyLimits(HWND hwnd) {
const int nNanosecondsPerSecond = 100020000;
const int nMillisecondsPerSecond = 1000;
const int nNanosecondsPerMillisecond =
nNanosecondsPerSecond / nMillisecondsPerSecond;
BOOL f:
~_int64 q:
SIZE_T s;
DWORD d:;

// Set Basic and Extended Limits
JOBOBJECT_EXTENDED_LIMIT_INFORMATION joeli = { @ };
joeli.BasicLimitInformation.LimitFlags = a:

q = GetDlgItemInt(hwnd, IDC_PERPROCESSUSERTIMELIMIT, &f, FALSE);
if () { '
joe]i.BasicLimitInformation.LimitF]ags |= JOB_OBJECT_LIMIT_PROCESS_TIME;
joe]i.BasicLimitInformation.PerProcessUserTimeLimit.QuadPart =
g * nNanosecondsPerMillisecond / 160;
}
q = GetDlgltemInt(hwnd, IDC_PERJOBUSERTIMELIMIT, &f, FALSE);
if (f) {
QOeli.BasicLimitInfurmation.LimitF]ags [= JOB_OBJECT_LIMIT_JOB_TIME;
joeli.BasicLimitInformation.PerJdobUserTimeLimit.QuadPart =
q * nNanosecondsPerMillisecond / 100;
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= GetDlgItemInt(hwnd, IDC_MINWORKINGSETSIZE, &f, FALSE);
if (f) {
joeli.BasicLimitInformation.LimitFlags }|= JOB_OBJECT_LIMIT_WORKINGSET;
Jjoeli.BasicLimitInformation.MinimumWorkingSetSize = s % 1024 = 1024;
= GetDlgitemInt(hwnd, IDC_MAXWORKINGSETSIZE, &f, FALSE);
if (f) {
Jjoeli.BasiclimitInformation.MaximumWorkingSetSize = s * 1024 = 1024;
} else { _
Jjoeli.BasicLlimitInformation.LimitFlags &=~JOB_OBJECT_LIMIT_WORKINGSET;
chMB("Both minimum and maximum working set sizes must be set.\n"
"The working set 1imits will NOT be in effect.™);

}

d = GetDigItemInt(hwnd, IDC_ACTIVEPROCESSLIMIT, &f, FALSE):
if (f) {
Joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_ACTIVE_PROCESS;
joeli.BasicLimitInformation.ActiveProcessLimit = d;

= GetDlgltemInt(hwnd, IDC_AFFINITYMASK, &f, FALSE);
if (f) {
joeli.BasicLimitInformation.LimitFlags |— JOB_OBJECT_LIMIT_AFFINITY;
joeli.BasicLimitInformation.Affinity =
}

-joeli.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_PRIORITY_CLASS;
switch (ComboBox_GetCurSel(GetD1gltem(hwnd, IDC_PRIORITYCLASS))) {
case @:
joeli.BasicLimitInformation.LimitFlags &=
~JOB_OBJECT_LIMIT_| PRIORITY _CLASS;
break;

case 1:
joeli.BasicLimitInformation.PriorityClass =
IDLE_PRIORITY_CLASS;
break;
case 2:
Jjoeli.BasictimitInformation.PriorityClass =
BELOW_NORMAL_PRIORITY_CLASS;
break;

case 3:
joeli.BasicLimitInformation.PriorityClass =
NORMAL_PRIORITY_CLASS;
break;

case 4:
Joeli.BasicLimitInformation.PriorityClass =
ABOVE_NORMAL_PRIQORITY_CLASS:
break;

case 5:
Joeli.BasiclimitInformation.PriorityClass =
HIGH_PRIORITY_CLASS;
break;
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case 6:
joeli.BasicLimitInformation.PriorityClass =
REALTIME_PRIORITY_CLASS:
break:
}

int nSchedulingClass =
ComboBox_GetCurSel(GetDIgItem(hwnd, IDC_SCHEDULINGCLASS));
if (nSchedulingClass > @) {
Jjoeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_SCHEDULING_CLASS:
} joeli.BasicLimitInformation.SchedulingClass = nSchedulingClass - 1;

s = GetDlgItemInt(hwnd, IDC_MAXCOMMITPERJOB, &f, FALSE):

if (f) {
Joeli.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_JOB_MEMORY ;
joeli.JobMemoryLimit = s *» 1024 % 1024;

1

s = GetDlgItemInt(hwnd, IDC_MAXCOMMITPERPROCESS, &f, FALSE):
if (f) {
joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_PROCESS_MEMORY;
Joeli.ProcessMemorylLimit = s = 1824 = 1024:
}

if (IsDlgButtonChecked(hwnd, IDC_CHILDPROCESSESCANBREAKAWAYFROMJOB))
joeli.BasicLimitInformation.LimitFlags |= JOB_OBJECT_LIMIT_BREAKAWAY_OK:

if (IsDigButtonChecked(hwnd, IDC_CHiLDPROCESSESDOBREAKANAYFROMJOB))
joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_SILENT_BREAKAWAY_OK;

if (IsD1gButtonChecked(hwnd, IDC_TERMINATEPROCESSONEXCEPTIONS))
joeli.BasicLimitInformation.LimitFlags |=
JOB_OBJECT_LIMIT_DIE_ON_UNHANDLED_EXCEPTION;

f = g_job.SetExtendedLimitInfo(&joeld,
((joeli.BasicLimitInformation.LimitFlags & JOB_OBJECT_LIMIT_JOB_TIME)

{= @) ? FALSE :
IsD1gButtonChecked(hwnd, IDC_PRESERVEJOBTIMEWHENAPPLYINGLIMITS));

chASSERT(f);

// Set UI Restrictions
DWORD jobuir = JOB_OBJECT_UILIMIT_NONE; // A fancy zero (9)
if (IsDlgButtonChecked(hwnd, IDC_RESTRICTACCESSTOOQUTSIDEUSEROBJECTS))

jobuir |= JOB_OBJECT_UILIMIT_HANDLES;

if (IsDigButtonChecked(hwnd, IDC_RESTRICTREADINGCLIPBOARD))
jobuir |= JOB_OBJECT_UILIMIT_READCLIPBOARD;

if (IsD1gButtonChecked(hwnd, IDC_RESTRICTWRITINGCLIPBOARD))
jobuir |= JOB_OBJECT_UILIMIT_WRITECLIPBOARD;

if (IsDlgButtonChecked(hwnd, IDC_RESTRICTEXITWINDOW))
jobuir |= JOB_OBJECT_UILIMIT_EXITWINDOWS;
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if (IsDlgButtonChecked(hwnd, IDC_RESTRICTCHANGINGSYSTEMPARAMETERS))
jobuir j= JOB_OBJECT_UILIMIT_SYSTEMPARAMETERS;

if (IsD1gButtonChecked(hwnd, IDC_RESTRICTDESKTOPS))
jobuir |= JOB_OBJECT_UILIMIT_DESKTOP;

if (IsDigButtonChecked(hwnd, IDC_RESTRICTDISPLAYSETTINGS))
jobuir |= JOB_OBJECT_UILIMIT_DISPLAYSETTINGS;

if (IsD1gButtonChecked(hwnd, IDC_RESTRICTGLOBALATOMS))
jobuir |= JOB_OBJECT_UTLIMIT_GLOBALATOMS:

chVERIFY(g_job.SetBasicUIRestrictions(jobuir});
}

THTEEELLTITET T LTI LTI LELTI T EIIEI 70007000800 00001 1071010770 7171717
void Dig_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {

switch (id) {
case IDCANCEL:
// User is terminating our app, kill the job too.
KillTimer(hwnd, 1);
g_job.Terminate(9);
EndDialog(hwnd, id);
break;

case IDC_PERJOBUSERTIMELIMIT:
{
// The job time must be reset if setting a job time limit
BOOL f:
GetDlgItemInt(hwnd, IDC_PERJOBUSERTIMELIMIT, &f, FALSE):
EnableWindow(
GetDlgItem(hwnd, IDC_PRESERVEJOBTIMEWHENAPPLYINGLIMITS), !f):
}
break;

case IDC_APPLYLIMITS:
Dlg_ApplyLimits(hwnd);
PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL);
break;

case IDC_TERMINATE:
g_job.Terminate(8):
PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL);
break;

case IDC_SPAWNCMDINJOB:
{
// Spawn a command shell and place it in the job
STARTUPINFO si = { sizeof(si) };
PROCESS_INFORMATION pi;
TCHAR sz[] = TEXT("CMD");
CreateProcess(NULL, sz, NULL, NULL,

FALSE, CREATE_SUSPENDED, NULL, NULL, &si, &pi):
g_job.AssignProcess(pi.hProcess);
ResumeThread(pi.hThread);
CloseHandle(pi.hProcess);



Chinaspubecom 5

C1oseHand]e(bi.hThreadj;.
}
PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL);

break;
case IDC_ASSIGNPROCESSTOJOB:

{
DWORD dwProcessld = GetDlgltemInt{hwnd, IDC_PROCESSID, NULL, FALSE);

HANDLE hProcess = OpenProcess(
PROCESS_SET_QUOTA | PROCESS_TERMINATE, FALSE, dwProcessld);

if (hProcess != NULL) {
chVERIFY(g_job.AssignProcess(hProcess));

CloseHandle(hProcess);
} else chMB("Could not assign process to job.");

}
PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL):

break;

}
JITIEIIIIITILEII I L FII I I i d i Tt iddiiiiidiifiiiiieitiiniittiritiiiiitireiil
void WINAPI D1g_OnTimer(HWND hwnd, UINT id) {

PostQueuedCompletionStatus(g_hIOCP, @, COMPKEY_STATUS, NULL);
1

JIIITIIIIIILFEIT I L LTI L0 IdE0 0TI TLEEIEi i i1 iiiiiiiiiiinetsineiieiliiies

INT_PTR WINAPI D1g_Proc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dl1g_OnInitDialog);

chHANDLE_DLGMSG(hwnd, WM_TIMER, Dlg_OnTimer);
chHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand) ;
}
return(FALSE);

}
JEPIEIEEIITE LT AL 0T E0 0000 I0ITIE I IIEEiIiEi i riariiiiiifriiziiitiiiriilii

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdLine, int) {

// Create the completion port that receives job notifications
g_hIOCP = CreateloCompletionPort(INVALID_HANDLE_VALUE, NULL, 0, 0);

// Create a thread that waits on the completion port
g_hThreadIOCP = chBEGINTHREADEX(NULL, @, JobNotify, NULL, @, NULL);

/! Create the job object

g_job.Create(NULL, TEXT("JoblLab"™));
g_job.SetEnd0fJobInfo({JOB_OBJECT_POST_AT_END_OF_JOB);
g_job.AssociateComp]etionPort(g_hiOCP, COMPKEY_JOBOBJECT);

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_JOBLAB), NULL, Dlg_Proc);

{/ Post a special key that tells the completion port thread to terminate
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PostQueuedCompletionStatus(g_hIOCP, ©, COMPKEY_TERMINATE, NULL);:

// Wait for the completion port thread to terminate
WaitForSingleObject(g_hThreadIOCP, INFINITE);

// Clean up everything properly
CloseHandle(g_hIOCP);
CloseHandle(g_hThreadIQOCP);

// NOTE: The job is closed when the g_job's destructor is called.
return(o);
}

LILETIITIILLLLIIEAT7T1 0770101717 End OF File /7777101701 0071010771011011077117
Job.h

/******************************************************************************
Module: Job.h
Notices: Copyright (c) 2000 Jeffrey Richter

***************************************************************%**************/

#fipragma once

LELILTTITELELLTLLLIA I LT L LTI L ITITITI T EE AT IT 1000701077000 70770700107077070111

#include <malloc.h> // for _alloca

LITETLILIT I I I LTI EL I LI LTI L T LI IT 0TI 0TI T T 107000000 00070100101077710717

class Cdob {

public:
CJob(HANDLE hdob = NULL);
~CJdob();

operator HANDLE() const { return(m_hJdob}; }

// Functions to create/open a job object
BOOL Create(LPSECURITY_ATTRIBUTES psa = NULL, LPCTSTR pszName = NULL);
BOOL Open(LPCTSTR pszName, DWORD dwDesiredAccess,

BOOL fInheritHandle = FALSE);

// Functions that manipulate a job object
BOOL AssignProcess(HANDLE hProcess);
BOOL Terminate(UINT uExitCode = 0);

// Functions that set limits/restrictions on the job ) )

BOOL SetExtendedLimitInfo(PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli,
BOOL fPreservedobTime = FALSE);

BOOL SetBasicUIRestrictions(DWORD fdwlimits);

BOOL GrantUserHandleAccess(HANDLE hUserObj, BOOL fGrant = TRUE); ) )

BOOL SetSecuritylLimitInfo(PJOBOBJECT_SECURITY._LIMIT_INFORMATION pjosli);



CAinaspubecom 5

// Functions that query job limits/restrictions
BOOL QueryExtendedLimitInfo(PJOBOBJECT_EXTENDED_LIMIT_INFGRMATION pjoeli):

BOOL QueryBasicUIRestrictions(PDWORD pfdwRestrictions);
BOOL QuerySecurityLimitInfo(PJOBOBJECT_SECURITY_LIMIT_INFORMATION pjoslii);

// Functions that query job status information

BOOL QueryBasicAccountingInfo(
PJOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION pjobai);

BOOL QueryBasicProcessIdList(DWORD dwMaxProcesses,
PDWORD pdwProcessIdList, PDWORD pdwProcessesReturned = NULL);

// Functions that set/query job- event notifications
BOOL AssociateCompletionPort(HANDLE hIOCP, ULONG_PTR CompKey):
BOOL QueryAssociatedCompletionPort(

PJOBOBJECT_ASSOCIATE_COMPLETION_PORT pjoacp);

BOOL SetEnd0fJobInfo(
DWORD fdwEndOfJobInfo = JOB_OBJECT_TERMINATE_AT_END_OF_JOB);

BOOL QueryEnd0fJobTimeInfo(PDWORD pfdwEndOfJobTimelnfo);
private:
HANDLE m_hJdob;
}s
THITELIEII LT TIEETETFETELEL L 1A ERELTI LI TEI LTI IIELEIIE10111100000104107

inline CJdob::CJob(HANDLE hJdob) {

m_hdJdob = hdob;
LELELTIITIIIIE L IIEEE LTI TEETEEEEL LTI TR I ET T FEI I AT EEETL LT EII00200001047
inline CJdob::~CJob() {

if (m_hJdob != NULL)
CloseHandle(m_hJdob);

LELETIIEELLLE LI L LT R TR EL T T T EE L8 8T I T BT I AT EEIITIEELIET1E0011011E011
inline BOOL Cdob::Create(PSECURITY_ATTRIBUTES psa, PCTSTR pszName) {

m_hJdob = CreatedobObject(psa, pszName);
return(m_hJdob = NULL);

THLELTTELII LI T EEEIELEEIT I T ETTETITIITELI 0 IR0 TI I I Tdi7 801007000117

inline BOOL CJob::0pent
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PCTSTR pszName, DWORD dwDesiredAccess, BOOL flInheritHandle) {

m_hJob = OpendobObject(dwDesiredAccess, fInheritHandle, pszName);
return{m_hJdob i= NULL); ’

TELTTITIETITIETLI LI L I I T EELTE L IT LT TTI AT i 01010071700 00008000101771
intine BOOL CdJdob::AssignProcess(HANDLE hProcess) {

return(AssignProcessTodobObject(m_hdob, hProcess)):

///////////////////////////////////////////////////////////////////////////////

inline BOOL CJob::AssociateCompletionPort(HANDLE hIOCP, ULONG_PTR CompKey) {

JOBOBJECT_ASSOCIATE_COMPLETION_PORT joacp = { (PVOID) CompKey, hIOCP };
return(SetInformationdobObject(m_hJob,
JobObjectAssociateCompletionPortinformation, sjoacp, sizeof(joacp)));

///////////////////////////////////////////////////////////////////////////////

inline BOOL CJob::SetExtendedLimitInfo(
PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli, BOOL fPreservedobTime) {

if (fPreservedobTime) .
pjoeli->BasicLim1tInf0rmation.LimitF1ags |=
JOB_OBJECT-_LIMIT_PRESERVE_JOB_TIME:

// 1f we are to preserve the job's time information,
// the JOB_OBJECT_LIMIT_JOB_TIME flag must not be on
const DWORD fdwFlagTest =
(JOB_OBJECT_LIMIT_PRESERVE_JOB_TIME | JOB_OBJECT_LIMIT_JOB_TIME):

if ((pjoe]i->BasicLimitInformat10n.LimitF1ags & fdwFlagTest)
== fdwFlagTest) {
// These flags are mutually exclusive but both are on, error
DebugBreak();

1

return(SetInformationdobObject(m_hdcb,
JobObjectExtendedLimitInformation, pjoeli, sizeof(*pjoeli)));

{//////////////////////////////////////////////////////////////////////////////
intine BOOL CJob::SetBasicUIRestrictions(DWORD fdwLimits) {

JOBOBJECT_BASIC_UI-_RESTRICTIONS Jobuir = { fdwlLimits }:
return{SetInformationdobObject{m_hJob, .
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JobObjectBasicUIRestricfions. &jobuir, sizeof(jobuir)));

///////////////////////////////////////////////////////////////////////////////

inline BOOL CJob::SetEndOfJobInfo(DWORD fdwEnd0fJobInfo) {

JOBOBJECT_END_OF_JOB_TIME_INFORMATION joeojti = { fdwEndOfJobInfo };

joeojti.EndOfJobTimeAction = fdwEndOfJobInfo;

return(SetInformationJobObject(m_hJob,
JobObjectEndOfJobTimeInformation, &joeojti, sizeof(joeojtid)):

///////////////////////////////////////////////////////////////////////////////

inline BOOL CJdob::SetSecurityLimitInfo(
PJOBOBJECT_SECURITY_LIMIT_INFORMATION pjosTi) {

return(SetInformationdobObject(m_hJob,
JobObjectSecurityLimitInformation, pjosli, sizeof(*pjosii)));

///////////////////////////////////////////////////////////////////////////////

intine BOOL CJob::QueryAssociatedCompletionPort(
PJOBOBJECT_ASSOCIATE_COMPLETION_PORT pjoacp) {

return(QueryInformationdobObject(m_hJob,
JobObjectAssociateCompletionPortInformation, pjoacp, sizeof(#pjoacp),
NULL));

///////////////////////////////////////////////////////////////////////////////
inline BOOL CJob::QueryBasicAccountingInfo( .
PJOBOBJECT_BASIC_AND_IO_ACCOUNTING_INFORMATION pjobai) {

return(QueryInformationdobObject(m_hdob, . . ) .
JobObjectBasicAndIoAccountingInformation, pjobat, sizeof(*pjobai),

NULL));

I

inline BOOL CdJob::QueryExtendediimitInfo( . ‘
PJOBOBJECT_EXTENDED_LIMIT_INFORMATION pjoeli) {

return(QueryInformationdobObject(m_hdob, JobObjectExtendedlLimitInformation,
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pjoeli, sizeof(xpjoeli), NULL));

JITITTIEITTEEIII I LIS II I I I E it I I i i iII i it i iiiiiiiiiiistiretiisiriniiiey

inline BOOL CdJob::QueryBasicProcessIdList(DWORD dwMaxProcesses,
PDWORD pdwProcessIdList, PDWORD pdwProcessesReturned) {

// Calculate the # of bytes necessary
DWORD cb = sizeof(JOBOBJECT_BASIC_PROCESS_ID_LIST) +
(sizeof (DWORD) * (dwMaxProcesses - 1));

// Allocate those bytes from the stack
PJOBOBJECT_BASIC_PROCESS_ID_LIST pjobpil =
(PJOBOBJECT_BASIC_PROCESS_ID_LIST) _alloca(ch};

// Were those bytes allocated 0K? If so, keep going
BOOL fOk = (pjobpil != NULL);

if (f0k) {
pjobpil->NumberOfProcessIdsInList = dwMaxProcesses;
f0k = ::QueryInformationdobObject(m_hJob, JobObjectBasicProcessIdlList,

pjobpil, ¢cb, NULL);

if (fok) {
// We got the information, return it to the caller
if (pdwProcessesReturned {= NULL)
xpdwProcessesReturned = pjobpil->NumberOfProcessIdsInList;
CopyMemory (pdwProcessidlList, pjobpil->ProcessidList,
sizeof (DWORD) * pjobpil->NumberOfProcessIdsInList);
}
}
return(f0k);

FILEITETIHE I 00T E 0 LT E 77T E T E L i it it iriliiririieid

inline BOOL CJob::QueryBasicUIRestrictions(PDWORD pfdwRestrictions) {

JOBOBJECT_BASIC_UI_RESTRICTIONS jobuir;

BOOL fOk = QueryInformationdobObject(m_hdob, JobObjectBasicUIRestrictions,
&jobuir, sizeof(jobuir), NULL);

if (fOk)
*pfdwRestrictions = jobuir.UIRestrictionsClass;

return(f0k);

LHIPIILTIEEET I PP I TP i r i i nii i iiriir it ii il i iriririiiriniriitiinel/

inline BOOL CJdob::QueryEnd0fJobTimeInfo(PDWORD pfdwEndOfJobTimelnfo) {

JOBOBJECT_END_OF_JOB_TIME_INFORMATION joeojti;
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BOOL fOk = QueryInformationdobObject(m_hJdob, JobObjectBasicUIRestrictions,
&joeojti, sizeof(joeojti), NULL);

if (f0k)
*pfdwEndO0fJobTimeInfo = joeojti.EndOfdobTimeAction;

return(f0k);

TIELEILLET LTI I LI E T T 7 i i i i i i iritiiiiriiririiriiey

inline BOOL CJob::QuerySecuritylLimitInfo(
PJOBOBJECT_SECURITY_LIMIT_INFORMATION pjosli) {

return{QueryInformationdobObject(m_hJdob, JobObjectSecuritylLimitinformation,
pjosli, sizeof(#pjosli), NULL));
}

R e ey

inline BOOL CJob::Terminate(UINT uExitCode) {

return(TerminatedobObject(m_hJob, uExitCode});

A

inline BOOL CJob::GrantUserHandleAccess(HANDLE hUserObj, BOOL fGrant) {

return(UserHandleGrantAccess(hUserObj, m_hJob, fGrant)):
JIIIIELTIEIEILT 1111040077170 End of File ////7701711111107100070000101111117

JoblLab.rc

//Microsoft Developer Studio generated resource script.
!/
#include "resource.h”

f#idefine APSTUDIO_READONLY_SYMBOLS

JIIIIIIEEIT I I AL I T EdEER i it iiiiifiiiiiiiiisitiitiiiittiiiitiiiiiiitlli
//

// Generated from the TEXTINCLUDE 2 resource.

//

#include "afxres.h"

JITITIITITI I EEFIET AL LI I i I i I T i i i i i i i i it iiiiiiiidiifiiriiiiiiiiii
ffundef APSTUDIO_READONLY_SYMBOLS

JITIEITIITII LTIt iiiiiiiziiiiiiitidtsitsiidiitiiiiiiiitiifes
// English (U.S.) resources
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#if 1defined (AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

#endif //_WIN32

//////////////////////////////////////7//////////////////////////////////////
//

// Icon

//

// Tcon with Towest ID value placed first to ensure application icon
// remains consistent on all systems.
IDI_MEMRESET ICON DISCARDABLE "MemReset.ico"

fHifdef APSTUDIO_INVOKED
/////////////////////////////////////////////////////////////////////////////
1/

// TEXTINCLUDE

1

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
"\0"

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

n\gn
END

fendif // APSTUDIO_INVOKED

ffendif // English (U.S.) resources
/////////////////////////////////////////////////////////////////////////////

Hi fndef APSTUDIO_INVOKED
JHITIETT LTI I I AP IR ELT T LI AL i L i i i3I i i iiitiiiiisss

// .
// Generated from the TEXTINCLUDE 3 resource.

//

TIELTIIELETLE R AT I LT EEE LI I EPEIf 00 i ittt iiiiiiiiriiiiniis
fendif // not APSTUDIO_INVOKED
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