20

DLL

DLL

20.1 DLL

DLL
DLL

DLL

B D R o2 B D
Y N
(®) o4 - 9
gm
>
DLL

1) / /

2) / CI/C++

3) CIC++ .obj

4) DLL .obj

5) / lib

EXE

6) /o ( )

7) / CI/C++

8) CIC++ .obj

9) .obj .exe

:DLL lib .exe

10) .exe

DLL

11) LoadLibrary (Ex) DLL GetProcAddress

20-1 DLL

DLL



China=pubecom

DLL
DLL
DLL
DLL
DLL DLL
20-1 DLL
20.1.1 DLL
DLL
HINSTANCE LoadLibrary(PCTSTR pszDLLPathName);
HINSTANCE LoadLibraryEx(
PCTSTR pszDLLPathName,
HANDLE hFile,
DWORD dwFlags);
DLL HINSTANCE
DLL NULL
GetL astError.
LoadLibraryEx hFile dwFlags hFile
NULL dwFlags 0

DONT_RESOLVE_DLL_REFERENCES LOAD_LIBRARY_AS DATAFILE LOAD_WITH_
ALTERED_SEARCH_PATH
1. DON T_RESOLVE_DLL_REFERENCES

DON T_RESOLVE_DLL_REFERENCES DLL
DLL DLL
DIlIMain DLL DON T_RESOLVE_
DLL_REFERENCES DlIMain
DLL DLL DLL
DLL DLL DLL DON
T_RESOLVE_DLL_REFERENCES DLL

2. LOAD_LIBRARY_AS DATAFILE
LOAD_LIBRARY_AS DATAFILE DON T_RESOLVE_DLL_REFERENCES
DLL
DLL
DLL
LOAD_LIBRARY_AS DATAFILE

DLL
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DLL
LoadLibraryEx HINSTANCE
.exe LoadLibraryEx .exe
.exe HINSTANCE
.exe DIIMain LoadLibraryEx .exe

LOAD_LIBRARY_AS DATAFILE
3.LOAD_WITH_ALTERED_SEARCH_PATH

LOAD_WITH_ALTERED_SEARCH_PATH LoadLibraryEx
DLL LoadLibraryEx 19
LOAD_WITH_ALTERED_SEARCH_PATH LoadLibraryEx

1) pszDL L PathName
2)

3) Windows

4) Windows

5) PATH

20.1.2 DLL
DLL DLL

BOOL FreeLibrary(HINSTANCE hinstD11);
HINSTANCE DLL

LoadLibrary(Ex)
DLL
voID FreeLibraryAndExitThread(
HINSTANCE hinstD11,
DWORD dwExitCode);
Kernel32.dl

voID FreeL1'brar‘yAndExitThread(HINSTANCE hinstD11, DWORD dwExitCode) {

FreeLibrary(hinstD11);
ExitThread(dwExitCode);

Microsoft
FreeLibraryAndExitThread DLL
DLL

FreeLibrary DLL

ExitThread
FreeLibrary ExitThread

FreeLibrary DLL FreeLibrary

ExitThread

FreeLibraryAndExitThread FreeLibrary DLL
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Kernel32.dll DLL
ExitThread ExitThread
FreeLibraryAndExitThread
Microsoft Windows 3.1
Microsoft Windows
LoadLibrary LoadLibraryEx
FreeLibrary FreelLibraryAndExitThread

LoadLibrary DLL DLL
DLL 1
LoadLibrary DLL DLL
DLL 1
DLL FreelLibrary
DLL 1 DLL 0
DLL 0 DLL
DLL
DLL A
B MyLib.dll
A B DLL 1
HINSTANCE hinstD11 = LoadLibrary("MyLib.d11");
B B DLL 0
DLL B A DLL
A DLL 1
FreelLibrary(hinstD11);
GetModuleHandle DLL
HINSTANCE GetModuleHandle(PCTSTR pszModuleName):

MyLib.dll

HINSTANCE hinstD11 = GetModuleHandle("MyLib"); // DLL extension assumed
if (hinstD11 == NULL) {

hinstb11 = LoadLibrary("MyLib"); // DLL extension assumed
1

DLL HINSTANCE GetModuleFileName DLL
.exe

DWORD GetModuleFileName(
HINSTANCE hinstModule,
PTSTR pszPathName,
DWORD cchPath);
DLL .exe HINSTANCE pszPathName

cchPath
20.1.3

DLL
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20 DLL
FARPROC GetProcAddress(
HINSTANCE hinstD11,
PCSTR pszSymbolName);
hinstDII LoadLibrary(Ex) GetModuleHandle

DLL pszSymbolName

FARPROC pfn = GetProcAddress(hinstD11, "SomeFuncInD11");
pszSymbolName PCSTR PCTSTR
ANSI Unicode
ANSI DLL
pszSymbolName
FARPROC pfn = GetProcAddress(hinstD11, MAKEINTRESOURCE(2));

DLL 2
Microsoft GetProcAddress
DLL DLL
GetProcAddress NULL
GetProcAddress
GetProcAddress NULL
Windows
20.2 DLL
DLL
DLL
DLL DLL
DLL

/

GetProcAddress

DLL

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVOID fImpLoad) {

switch (fdwReason) {
case DLL_PROCESS_ATTACH:

// The DLL is being mapped into the process's address space.

break;

case DLL_THREAD_ATTACH:
// A thread is being created.
break;

case DLL_THREAD_DETACH:
// A thread is exiting cleanly.
break; :
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case DLL_PROCESS_DETACH:

// The DLL is being unmapped from the process's address space.

break;
}
return(TRUE);

// Used only for DLL_PROCESS_ATTACH

DIIMain DLLMain
DLL
DIIMain
DLL
hinstDlI| DLL (W)WinMain hinstExe
DLL
DialogBox LoadString
flmpLoad DLL 0 DLL
0
fdwReason 4

DLL_PROCESS ATTACH DLL_PROCESS DETACH DLL_THREAD_ATTACH

DLL_THREAD_DETACH

DLL DIIMain
DLL
DLL
LoadLibrary(Ex) Freelibrary
Platform SDK DIIMain
21
Shell ODBC COM RPC
DLL
C++

DIIMain

20.2.1 DLL_PROCESS_ATTACH

DLL
fdwReason DLL_PROCESS ATTACH
DLL
DLL DlIMain
DLL_PROCESS ATTACH DLL

DLL
DLL_PROCESS ATTACH

DlIMain

DLL_PROCESS ATTACH

DIIMain
DlIMain
DIIMain

User

LoadLibrary(Ex)

DLL DlIMain
DLL
DLL LoadLibrary(EX)
DLL_PROCESS ATTACH

DLL
HeapCreate DLL DlIMain
DLL

DlIMain DLL
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20 DLL

HeapCreate DIIMain TRUE
FALSE fdwReason DLL
PROCESS DETACH DLL_THREAD_ATTACH DLL_THREAD_DETACH
DIlIMain

DIIMain
.exe DLL
DLL DLL PROCESS
ATTACH DIIMain DLL
C/C++
main wmain WinMain wWinMain DLL DIIMain FALSE
Windows 2000 20-2
Windows 98 20-3
22 DIPS.exe - Application Ermor
Q lgslizgggc:tinn failed to initialize properly (Oxc00007 42). Click on OK to kerminate the: & Eﬂchtﬁéﬁeutg Eétlm;gmgns[zﬁgm
20-2 Windows 2000 20-3 Windows 98
DLL LoadLibrary(Ex)
DLL
LoadLibrary(Ex) DLL DLL_PROCESS ATTACH DlIMain DLL
DIIMain LoadLibrary(Ex)
DIIMain FALSE
DLL LoadLibrary(Ex) NULL
20.2.2 DLL_PROCESS_DETACH
DLL DLL DlIMain fdwReason
DLL_PROCESS DETACH DLL
DLL HeapDestroy DLL_PROCESS DETACH
DIIMain DLL_PROCESS DETACH FALSE
DlIMain DLL_PROCESS DETACH DLL
ExitProcess DIIMain
C/C++
ExitProcess
FreeLibrary FreeLibraryAndExitThread DLL
DIIMain FreeLibrary DIIMain
DLL_PROCESS DETACH FreeLibrary
DLL DIIMain DLL_PROCESS DETACH

DLL DLL_PROCESS DETACH
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TerminateProcess
DLL_PROCESS DETACH DLL DlIMain
DLL
TerminateProcess

20-4 LoadLibrary 20-5 FreeLibrary

; L oad
Library
DLL

\/‘ s |

i /

DLL l
DLL

g

DLL_
PROCESS ATTACH
DIl Main

| '
DIIMain DLL
TRUE » —> NULL
DLL

\/
. hinstDLL
( )

20-4 LoadLibrary
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20 DLL

Free

Library

hinstDI|

.

Foceitadl ’)

il

7

PROCESS DETACH
0 DliMan

—
v
DLL
—>
0
v

TRUE

DLL_
DLL

20-5

20.2.3 DLL_THREAD_ATTACH

DLL
DLL
DLL
DLL
DLL DlIMain
DIIMain

PROCESS ATTACH
20.2.4 DLL_THREAD_DETACH

FreeLibrary

DLL
DIIMain
DLL

DLL_THREAD_ATTACH
DIlIMain

DDL DlIMain
DLL_THREAD_ATTACH

DLL_THREAD_ATTACH

DLL_THREAD_ATTACH
DLL DLL_

DLL_THREAD_ATTACH

ExitThread
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ExitThread
DLL
DLL_THREAD_DETACH DIIMain DLL
DLL C/C++
DLL DIIMain DLL_THREAD _
DETACH DLL DLL_THREAD_
DETACH
TerminateThread
DLL_THREAD_DETACH DLL DIIMain
DLL
TerminateProcess
TerminateThread
DLL DLL_THREAD_
DETACH DIIMain DLL_THREAD_DETACH
LoadLibrary DLL
DLL_PROCESS ATTACH DLL DlIMain
DLL_THREAD_ATTACH DLL DLL DlIMain
DLL_THREAD_DETACH DLL
DLL_THREAD_ATTACH
LoadLibrary FreeLibrary
20.2.5 DlIMain
DLL DlIMain
A B DLL SomeDLL.dll
CreateThread
C D
A CreateThread C DLL THREAD_ATTACH
SomeDLL.dIl DIlIMain C DIIMain B CreateThread
D DLL_THREAD_ ATTACH DIIMain
D DIlIMain D
C DlIMain
C DIIMain D
DIlIMain D
DIIMain
DlIMain

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVOID flmpLoad) {

HANDLE hThread;
DWORD dwThreadId;
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switch (fdwReason) {
case DLL_PROCESS_ATTACH:
// The DLL is being mapped into the process's address space.

// Create a thread to do some stuff.
hThread = CreateThread(NULL, @, SomeFunction, NULL,
0, &dwThreadld);

// Suspend our thread until the new thread terminates.
WaitForSingleObject(hThread, INFINITE):

// We no longer need access to the new thread.
CloseHandle(hThread);
break;

case DLL_THREAD_ATTACH:
// A thread is being created.
break;

case DLL_THREAD_DETACH:
// A thread is exiting cleanly.
break;

case DLL_PROCESS_DETACH:
// The DLL is being unmapped from the process's address space.

break;
}
return(TRUE);
}
DIIMain
DLL_PROCESS_ATTACH

DLL_THREAD_ATTACH DlIMain
DLL _PROCESS ATTACH DIIMain

WaitForSingleObject

DIlIMain
DisableThreadLibraryCalls

BOOL DisableThreadLibraryCalls(HINSTANCE hinstD11);

DisableThreadLibraryCalls DLL_THREAD_ATTACH
DLL_THREAD_DETACH DLL DlIMain
DLL DLL

BOOL WINAPI D11Main(HINSTANCE hinstD1T, DWORD fdwReason, PVOID fImplLoad) {

HANDLE hThread;
DWORD dwThreadId;

switch (fdwReason) {

case DLL_PROCESS_ATTACH:
// The DLL is being mapped into the process's address space.
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// Prevent the system from calling D11Main
// when threads are created or destroyed.
DisableThreadLibraryCalls(hinstD11);

// Create a thread to do §ome stuff.
hThread = CreateThread(NULL, @, SomeFunction, NULL,
9, &dwThreadlId);

// Suspend our thread until the new thread terminates.
WaitForSingleObject(hThread, INFINITE);

// We no longer need access to the new thread.

CloseHandle(hThread);
break;

case DLL_THREAD_ATTACH:
// A thread is being created.
break;

case DLL_THREAD_DETACH:

// A thread is exiting cleanly.-

break;

case DLL_PROCESS_DETACH:

// The DLL is being unmapped from the process's address space.

break;
}
return(TRUE);

DLL DlIMain
CreateThread
WaitForSingleObject
DLL_THREAD_ATTACH
ReleaseM utex
DisableThreadLibraryCalls

DLL DllIMain

WaitForSingleObject DLL
DIIMain
20.2.6 DIlIMain C/C++
DIIMain Microsoft Visua C++ DLL
DLL C/C++ DLL
C++ DIIMain
C/C++ DLL
DLL DLL DLL
/ENTRY Microsoft
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20

DLL

/DLL
DLL
DLL C/C++
DLL
DIlIMain
_DIIMainCRT Startup

C/C++

Startup

C++
DlIMain
DLL DLL_PROCESS DETACH
DlIMain DIlIMain
C++ _DIIMainCRT Startup
_DIIMainCRT Startup
C/C++
tiddata
_endthreadex C/C++

ExitThread

tiddata

_threadstartex 6

Pascal
Pascal
C/C++ DLL
Pascal
ExitThread
tiddata

Pascal
DLL_THREAD_DETACH

DLL
DIIMain

DIlIMain
C/C++
CIC++

_DIIMainCRT Startup

_DIIMainCRT Startup
DLL_PROCESS ATTACH
_DIIMainCRT Startup

_DIIMainCRT Startup

C/C++
DLL

_DIIMainCRT
C/C++

_DIIMainCRT Startup

DLL

DLL_THREAD_ATTACH
DLL_THREAD_DETACH

DLL C/C++
_beginthreadex

tiddata

C/C++ DLL

DlIMain

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVOID fImplLoad) {

if (fdwReason == DLL_PROCESS_ATTACH)
DisableThreadLibraryCalls(hinstD11);
return(TRUE);

DLL
DIIMain

DLL
C/C++
C/C++

.0bj DIIMain

DIIMain

DLL_THREAD_ATTACH DLL_THREAD_DETACH

DisableThreadLibraryCalls

20.3 DLL

Microsoft Visual C++ 6.0
DLL DLL

DLL

DLL
DLL
DLL
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. DLL
DLL
DLL DLL
Windows 2000
PSAPI Windows 98 ToolHelp Process32Next
GetVersionEx
Windows 98
Windows 98 PSAPI.dII DLL
Visual C++ 6.0 DLL Microsoft
Windows98  Windows 2000
DLL
DLL
/Lib:Delaylmp.lib
/DelayL oad:MyDII.dII
Lib --delayl oadHel per
. MyDIlI.dll
DLL
. Delay Import .didata
MyDlIl.dll
. --delayL oadHel per
--delayL oadHel per
Delay Import LoadLibrary GetProcAddress
--delayL oadHel per
DLL
/delayL oad
DLL
DLL DLL
DLL
DLL DLL --delayLoadHelper
SEH
SEH 23 24 25
--delayL oadHel per DLL DLL
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DLL
--delayL oadHel per
SEH
SEH
DLL
Visual C++ VcppException
(ERROR_SEVERITY_ERROR ERROR_MOD_NOT_FOUND) VcppException ERROR_
SEVERITY_ERROR ERROR_PROC_NOT_FOUND DLL
DelayL oadDIIExceptionFilter
EXCEPTION_CONTINUE_SEARCH
--delayL oadHel per
DelayL oadinfo Visual C++ Delaylmp.h DelayL oadinfo
typedef struct DelaylLoadInfo {
DWORD cb: // Size of structure
PCImgDelayDescr pidd; // Raw data (everything is there)
FARPROC =* ppfn; // Points to address of function to load
LPCSTR szD11; // Name of d11
DelayLoadProc  dip: // Name or ordinal of procedure
HMODULE hmodCur; // hlnstance of loaded library
FARPROC pfnCur; // Actual function that will be called
DWORD dwLastError;// Error received
} DelayloadInfo, * PDelaylLoadInfo;
--delayL oadHel per
DLL SEH
szDIlI DLL dip
dip
typedef struct DelaylLoadProc {
BOOL fImportByName;
union {
LPCSTR szProcName;
DWORD dwOrdinal;
};
} DelayLoadProc;
DLL hmodCur
DLL dwLastError
pfnCur NULL --
delayL oadHel per
cb pidd DLL

ppfn --delayL oadHel per
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DLL
Microsoft DLL
DLL DLL
DLL DLL
Print DLL DLL
DLL
DLL
DLL
/delay:unload DLL --
FUnloadDelaylL oadedDL L
BOOL __FUnloadDelayLoadedDLL(PCSTR szD11);
/Delay:unload
--delayL oadHel per --
FUnloadDelayL oadedDl| DLL
DLL --FUnloadDelayL oadedDl| FreeLibrary
DLL
FreeLibrary DLL
DLL
--FUnloadDelayL oadedDl| DLL
DLL /DelayL oad --FUnload
DelayL oadedDl| DLL
/Delay:unload
/Delay:unload --FUnloadDelayL oadedDl| --
FUnloadDelayL oadedDlI| FALSE
DLL

DLL
/Delay:nobind

DLL Microsoft
--delayL oadHel per --
delayL oadHelper DLL

20-1 DliHook DliHook --delayL oadHel per
DliHook
--delaylL oadHel per
Delaylmp.lib --pfnDIliNotifyHook --
pfnDliFailureHook pfnDliHook

typedef FARPROC (WINAPI *PfnD1iHook)(
unsigned dl1iNotify,
PDelayLoadInfo pdli);
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20 DLL
DliHook Delaylmp.lib
NULL --delayL cadHel per
PfnD1iHook __pfnDliNotifyHook = Dl1iHook;
PfnD1iHook __pfnDliFailureHook = D1iHook;
--delayL oadHel per
dliNotify
Visual C++ 6.0 DLL
Microsoft
DelayLoadApp
20-1 DelayL cadApp “ 20 DelayL ocadApp.exe’
DLL DLL
20-DelayLoadLib
“ 20 DelayLoadLib”
I sM odul eL oaded
“ 20 DelayLoadLib” 20-6
DLL __delayL oadHelper

DLL 20-7

C:\Documents and Settings\Jeffrey Richter\My Documents\Advwin\CDA\z86\De  [E3 C:-\Documents and Settings\Jeffrey Richter\My Documents\AdvWin\CDA\x86\De. .

Module "20 DelayLoadLib! is not loaded, Module "20 DelayLoadLib' is loaded.

20-6 DelayLoadApp “ 20 DelayLoadLib” 20-7 DelayLoadApp “ 20 DelayLoadLib”
DLL DLL
DLL

FUnloadDelayL oadedDLL “ 20 DelayLoadedLib”

IsModul el oaded 20-6
“ 20 DelayLoadLib” IsModul el oaded

20-7
“ 20 Delay
LoadLib”

DliHook
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20-1 DelayLoadApp

DelayLoadApp.cpp

/******************************************************************************

Module: DelayLoadApp.cpp
Notices: Copyright (c) 200@ Jeffrey Richter

******************************************************************************/

f#include "..\CmnHdr.h" /+* See Appendix A. */
##include <Windowsx.h>
ffinclude <tchar.h>

///////////////////////////////////////////////////////////////////////////////

#include <Delayimp.h> // For error handling & advanced features
#include » .\20-DelayloadLib\DelayLoadLib.h" // My DLL function prototypes

///////////////////////////////////////////////////////////////////////////////

// Statically link __delayloadHelper/__FUnloadDelaylLoadedDLL
#pragma comment(1ib, “Delayimp.1ib™)

// Tell the linker that my DLL should be delay loaded
// Note the 2 (\") because the filename has a space in it

f#ipragma comment(linker, "/DetaylLoad:\"20 DelaylLoadLib.d17\"")

// Tell the linker that I want to be able to unload my DLL
#fpragma comment(linker, "/Delay:unload")

// Tell the linker to make the delay load DLL unbindable
// You usually want this, so I commented out this line
//#pragma comment(linker, "/Delay:nobind™)

// The name of the Delay-Load module (only used by this sample app)
TCHAR g_szDelayLoadModuleName[] = TEXT("20@ DelaylLoadLib"™);

LHEEIIIIEIIILTT I TR LI E LI LI I LT i il rif it itiriiiigiiregs

// Forward function prototype
LONG WINAPI DelayLoadD11ExceptionFilter(PEXCEPTION_POINTERS pep):

ILEILLEETTTIEL I T ELEP I EL I LTI T LI i iiiriieiilriiiels

void IsModulelLoaded(PCTSTR pszModuleName) {
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20 DLL

HMODULE hmod = GetModuleHandle(pszModuleName);
char sz[100];

JFifdef UNICODE
wsprintfA(sz, "Module \"%S\" is %Sloaded.”,

#else

pszModuleName, (hmod == NULL) ? L"not " : L"");

wsprintfA(sz, "Module \"%s\" is %sloaded.",

pszModuleName, (hmod == NULL) ? "not ™ : "");

ffendif

}

chMB(sz);

TITIIILLEL LI I I 7717000000700 TT 77 EE i i it iiriiiiiriitiiliiieilits/
int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

// Wrap all calls to delay-load DLL functions inside SEH
__try {

}

int x = 0;

// If you're in the debugger, try the new Debug.Modules menu item to
// see that the DLL is not loaded prior to executing the line below
IsModuleloaded(g_szDelayLoadModuleName);

x = fnLib(); // Attempt to call delay-load function

// Use Debug.Modules to see that the DLL is now loaded
IsModuleloaded(g_szDelayLoadModuleName);

x = fnlLib2(); // Attempt to call delay-load function
// Unload the delay-loaded DLL

// NOTE: Name must exactly match /DelayLoad:(D11Name)
__FUnloadDelaylLoadedDLL("20 DelayLoadLib.d11");

// Use Debug.Modules to see that the DLL is now unloaded
IsModuleloaded(g_szDelaylLoadModuleName);

x = fnLib(); // Attempt to call delay-load function

// Use Debug.Modules to see that the DLL is Toaded again
IsModuleloaded(g_szDelayLoadModuleName);

__except (DelayloadD11ExceptionFilter(GetExceptionInformation())) {

}

// Nothing to do in here, thread continues to run normally

// More code can go here...

return(@);

THTTETTIE LTI 7T it i ii i i iir i irinriiirriiiir i ririiiriiirsri

LONG WINAPI DelayLoadD1T1Exceptionfilter(PEXCEPTION_POINTERS pep) {
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// Assume we recognize this exception
LONG 1Disposition = EXCEPTION_EXECUTE_HANDLER;

// If this is a Delay-load problem, ExceptionInformation[@] points
// to a DelaylLoadInfo structure that has detailed error info

PDelaylLoadInfo pdli =
PDelayLoadInfo(pep->ExceptionRecord->Exceptioninformation[0]);

// Create a buffer where we construct error messages
char sz[500] = { @ };

switch (pep->ExceptionRecord->ExceptionCode) {

case VcppException(ERROR_SEVERITY_ERROR, ERROR_MOD_NOT_FOUND):
// The DLL module was not found at run time
wsprintfA(sz, "D11 not found: %s", pdli->szD11);
break;

case VeppException(ERROR_SEVERITY_ERROR, ERROR_PROC_NOT_FOUND):
// The DLL module was found, but it doesn't contain the function
if (pdli->d1p.flmportByName) {
wsprintfA(sz, "Function %s was not found in %s",
pdli->dip.szProcName, pdli->szD11);
} else { '
wsprintfA(sz, "Function ordinal %d was not found in %s",
pdli->dip.dwOrdinal, pdli->szD11);
}
break;

default:
// We don't recognize this exception
1Disposition = EXCEPTION_CONTINUE_SEARCH;
break;

}

if (1Disposition == EXCEPTION_EXECUTE_HANDLER) {
// We recognized this error and constructed a message, show it
chMB(sz);

}

return(1Disposition);

THITTITEELTHIT T E L LD PT 0T TP i 07T it iiriiiritiiririiteiieieilg

// Skeleton DliHook function that does nothing interesting
FARPROC WINAPI DliHook(unsigned d1iNotify, PDelaylLoadInfo pdli) {

FARPROC fp = NULL; // Default return value

// NOTE: The members of the DelaylLoadInfo structure pointed
// to by pdli shows the results of progress made so far.

switch (dliNotify) {
case dliStartProcessing:
// Called when __delayloadHelper attempts to find a DLL/function
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// Return 8 to have normal behavior or nonzero to override
// everything (you will still get d1iNoteEndProcessing)
break;

case dliNotePreLoadlLibrary:
// Called just before LoadLibrary
// Return NULL to have —-delaylLoadHelper call LoadLibary
// or you can call LoadLibrary yourself and return the HMODULE
fp = (FARPROC) (HMODULE) NULL;
break;

case dliFailLoadlib:
// Called if LoadLibrary fails
// Again, you can call LoadLibary yourself here and return an HMODULE
// If you return NULL, —-delayloadHelper raises the
// ERROGR_MOD_NOT_FOUND exception
fp = (FARPROC) (HMODULE) NULL;
break;

case dliNotePreGetProcAddress:
// Called just before GetProcAddress
// Return NULL to have __delayioadHelper call GetProcAddress
/1 or you can call GetProcAddress yourself and return the address
fp = (FARPROC) NULL;
break;

case dliFailGetProc: .
// Called if GetProcAddress fails :
// You can call GetProcAddress yourself here and return an address
// If you return NULL, —_delayLoadHelper raises the
// ERROR_PROC_NOT_FOUND exception
fp = (FARPROC) NULL;
break;
case dliNoteEndProcessing:
// A simple notification that __delaylLoadHelper is done
// You can examine the members of the DelayLoadInfo structure
// pointed to by pdli and raise an exception if you desire
break;
}

return(fp);

LIEETIIIITIIITIE T LA E b i inr i nti bt i tiiinrbnrir i iiidiriiiniielirgg

// Tell __delaylLoadHelper to call my hook function
PfnD1iHook __pfnDliNotifyHook = Dl1iHook;
PfnD1iHook __pfnDliFailureHook = D1iHook:

THHITEETHETEITET TR i i i1 End of Filte /7717171717717 17107001070100770101101117

DelayLoadLib.cpp
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/******************************************************************************

Module: DelaylLoadLib.cpp
Notices: Copyright (c) 2008 Jeffrey Richter

******************************************************************************/

fhinclude "..\CmnHdr.h" /+ See Appendix A. */
f#include <Windowsx.h>
#include <tchar.h>

THTTTETEEEE LTI T I P E T T T T T it rniiiie i i iriiiiriigiriii

fidefine DELAYLOADLIBAPI extern “C" __declspec(dllexport)
ffinclude "DelayLoadLib.h"

THLITHEET T LTI LT 70001700 7 ii i il iii i i iriiiniiiningg
int fnLib() {

return(321);

NNy,

int fnLib2() {

return(123);

LHETITHTEIEI I T i i 11717171 knd of Fite /7/7171771717177017178001717110101010117

DelaylLoadLib.h

/******************************************************************************
Module: DelaylLoadLib.h
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

#Hifndef DELAYLOADLIBAPI
ffdefine DELAYLOADLIBAPI extern "C" __declspec(dllimport)
#endif

LITHITTEIITILLEEEEET LT LT L P I E T T TR r i i it iiiiiiiiiniiirieess

DELAYLOADLIBAPI int fnLib();
DELAYLOADLIBAPI int fnLib2();
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20 DLL

LHIHEILEEEN I 0 e i1 i1 717717 End of File 7/77/717177177111714107147107114171717

20.4

DLL DLL
Windows 2000 Kernel32.dll Visual C++ DumpBin

C:\winnt\system32>DumpBin -Exports Kernel32.d11}
(some output omitted)

360 167 HeapAlioc (forwarded to NTDLL.Rt1AllocateHeap)

361 168 HeapCompact (000128D9)

362 169 HeapCreate (000126EF)

363 16A HeapCreateTagsW (8001279E)

364 16B HeapDestroy (00012750)

365 16C HeapExtend (00012773)

366 16D HeapFree (forwarded to NTDLL.Rt1FreeHeap)

367 16E HeaplLock (@00128ED)

368 16F HeapQueryTagW (000127B8)

369 170 HeapReAlloc (forwarded to NTDLL.Rt1ReAllocateHeap)

370 171 HeapSize (forwarded to NTDLL.Rt1SizeHeap)
(remainder of output omitted)

4 HeapAlloc HeapFree HeapReAlloc
HeapSize Kernel32.dll
Kernel32.dll NTDLL.dII
NTDLL.dII HeapAlloc NTDLL.dlI
RtlAllocateHeap HeapAlloc
GetProcAddress Kernel32 HeapAlloc
GetProcAddress NTDLL.dII RtIAI-

locateHeap
GetProcAddress(GetModuleHandle("Kernel132"), "HeapAlloc™);

DLL pragma

// Function forwarders to functions in D11Work
f#ipragma comment(linker, "/export:SomeFunc=D11Work.SomeOtherFunc")

pragma DLL SomeFunc
SomeFunc SomeOtherFunc
DllWork.dll pragma
20.5 DLL
DLL DLL DLL DLL

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Session Manager\KnownDLLs

RegEdit.exe 20-8
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g,';" Registiy Editor
Begistiy Edit Wiew Favoites Help
i -1 ServicefGroupOider ;l Mame ‘ Type | Data
- -0 ServiceProvider (2] [Dafault] REG_SZ [value nat sef]
- -0 Session Manager [ab] advapi32 REG_SZ advapia2.di
i [3 ‘3 AppCompatibity [38] comdiga2 REG_SZ comdig32 dl
t#1- AppPatches (28] Diirectony REG_EXPAND_S7  %SystemFiaotzisystemi2
-1 CheckBadbpps = k
[ab] gdiz2 REG_SZ adizz.di
[ [ CheckBadspps400 : ;
3] DOS Devices |magah|p REG_52 imagehlp.dil
(3 Environment E‘_’JkemelEZ REG_SZ kemel32.dI
8 Exccits (2] 1232 FEG_57 1232 i
(1 FileRerameDperstions | |22 0le32 REG_52 ol3z.dl
238 i Ls oleaut32 REG_5Z2 oleaut32.dl
L1 Memary Management UIECIGZ REG_Sz2 oleci3Z.dl
[ Power Ef] olecrv32 REG_52 alechv32.dl
L] SubSystems E{'J oleswi32 REG_52 alesvr32.dll
S [ab] clethk32 REG_SZ olethk32.dl
. B3 Stillmage (8] iportd REG_SZ pettd.d
- B0 SystemResources (28] shellaz REG_SZ shel32.di
: H {1 Teminal Server [ab]ual REG_SZ wrldl
{1 TimeZonelnfomation urlmon REG_52 urlnon, di
g Update [ab] user32 REG_5Z user3zdl
: .“D w.'“;'DE"‘CED”"E“ (28] version REG_SZ version.dl
S~V (28] wirinet REG_SZ wininet di
LT E wow [ab] widap32 REG_SZ widap32.di
D Erum
{2 Hardware Profiles
#-{_] Services Ll 1] | —'I
My Computer\HKEY_LOCAL_MACHIMEASYSTEMACunentControlS et ContralSession Manager\KnownDLLs A
20-8 RegEdit .exe
LoadLibrary LoadLibraryEx
dll DLL DLL
KnownDLL
DLL DlIDirectory DLL
Windows 2000 DlIDirectory %SystemRoot%\System32
KnownDLL
Value name: Somelib
Value data: SomeOtherLib.d1l

LoadLibrary("SomeLib");

dil
LoadLibrary("SomeLib.d11");
SomeOtherLib.dll
SomeOtherLib.dll
LoadLibrary(Ex)
2 ERROR_FILE NOT_FOUND

%Sy stemRoot%\System32

GetL astError

20.6 DLL

Windows 98 Windows 98 DLL

SomeLib.dll

NULL
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20 DLL
Windows RAM Windows
Microsoft
C/C++ Microsoft MFC DLL
Windows
RAM
Microsoft
Windows
Microsoft Windows 2000 DLL
AppName.local
SuperApp.exe
SuperApp.exe.local
LoadLibrary(Ex)
LoadLibrary(Ex)
COM COM
DLL COM
20.7
DLL
0x00400000 DLL 0x10000000 Visual Studio
DumpBin /Headers
DumpBin

C:\>DUMPBIN /headers dumpbin.exe

Microsoft (R) COFF Binary File Dumper Version 6.00.8168
Copyright (C) Microsoft Corp 1992-1998. Al11 rights reserved.

Dump of file dumpbin.exe

PE signature found

File Type: EXECUTABLE IMAGE
FILE HEADER VALUES

14C machine (i386)
3 number of sections

3588004A time date stamp Wed Jun 17 10:43:38 1998

@ file pointer to symbol table
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]
E0
1eF

number of symbols
size of optional header
characteristics
Relocations stripped
Executable
Line numbers stripped
Symbotls stripped
32 bit word machine

OPTIONAL HEADER VALUES

108
6.00
1000
2000

0

1320
1000
2000
400000
1000
1000
4.00
0.00
4.00

0

4000
1000
127E2
3

0
100000
leeo

int g_x;

void Func() {
g_x = 5;
1

magic #

linker version

size of code

size of initialized data
size of uninitialized data
RVA of entry point

base of code

base of data

image base <-- Module's preferred base address
section alignment

file alignment

operating system version
image version

subsystem version

Win32 version

size of image

size of headers

checksum

subsystem (Windows CUI)
DLL characteristics

size of stack reserve
size of stack commit

0x00400000 DLL 0x10000000

// This is the important line.

Func

MOV [@x00414540], 5

DLL

g_Xx 0x00414540

0x00400000

MOV [0x1@014540], 5

DLL

9.7 DLL

DLL
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20 DLL
DLL .exe
0x00400000 DLL 0x10000000
.exe .exe
0x00400000 DLL 0x10000000
DLL
DLL
DLL
DLL 0x20000000
g_X 5
MOV [@x28014540], 5
MOV  [@x1e014540], 5
DLL 4 5
DLL 0x20000000
0x10000000 0x10000000
MOV  [0x28014540], 5
DLL g_X

. copy-on-write

CAD

DLL

/FIXED
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DLL DLL
/FIXED DLL DLL

Windows 2000 DLL

/SUBSYSTEM WINDOWS 5.0
/SUBSYSTEM CONSOLE 5.0 /FIXED

IMAGE_FILE_RELOCS STRIPPED Windows 2000
IMAGE_FILE_RELOCS_STRIPPED
Windows 2000

/SUBSY STEM 5.0
Microsoft Visual Studio Project Settings
Link
Output Base Address
20-9 DLL 0x20000000
Project Settings
Settings Far me32 Debug j General I Debug | C/C++  Link | Hesnurcd‘j EI
(=25 14 WM Stat =] :
B8 15 MermReset Eateaon IDUtPUt 'I ﬂl
g" :IIE\E\/MA"DT Base addiess: Ent-point spmbaol:
E urmmation
=53 17 Appinst | 020000000 |
EI-- 17 FileRew Stack, allocation
EI" 17 MMFShare Fieserve: (St
#-E 17 MMFSparse l |
EI-- 20 DelayLoadépp
BB 20 DelsyLoadlib v =
B3 22 0IP5 ersion infarmation
=-E8 22 DIPsLb Maior. | ffincre |
=3 22 Imgwialk
(£|.. 22 InjLib Project Options:
fﬂ" 22 LastMegBorinfo kemel32.lib user32 lib gdi32 lib winspool lib comdlg32.lib
r£|-- 22 LasttzgBoxinfolib advapi3Z. lib shell32.lib ole32.lib oleaut3Z.lib uuid lio
28 23 SEHTem LI odbc32 lib odbocp3Z lib Anologe Abase: 020000000 ;I

Cancel |

20-9 Project Settings

DLL

64 KB 13

Visual Studio Rebase.exe Rebase
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usage:

REBASE [switches]

[-R image-root [-G filename] [-0 filename] [-N filename]]
image-names...

One of -b and -i -switches are mandatory.

[-a] Used with -x. extract A11 debug info into .dbg file
[-b InitialBase] specify initial base address
[-c coffbase_filename] generate coffbase.txt
-C includes filename extensions, -c does not
[-d] top down rebase
[-f] Strip relocs after rebasing the image

[-1 coffbase_filename] get base addresses from coffbase_filename
[-1 logFilePath] write image bases to log file.

[-p] Used with -x. Remove private debug info when extracting
[-q] minimal output

[-s] just sum image range

[-u symbol_dir] Update debug info in .DBG along this path

[-v] verbose output

[-x symbol_dir] extract debug info into separate .DBG file first
[-z] allow system file rebasing

[-?] display this message

R image_root] set image root for use by -G, -0, -N

G filename] group images together in address space

0 filename] overlay images in address space

N filename] leave images at their origional address
-G, -0, -N, may occur multiple times. File "filename"
contains a 1ist of files (relative to "image-root™)

[-
[-
[_
[_

Platform SDK Rebase
ReBaselmage
BOOL ReBaselImage(
PSTR CurrentImageName, // Pathname of file to be rebased
PSTR SymbolPath, © // Symbol file path so debug info
// is accurate
BOOL fRebase, // TRUE to actually do the work; FALSE
// to pretend
BOOL fRebaseSysFileOk, // FALSE to not rebase system images
BOOL fGoingDown, // TRUE to rebase the image below
// an address
ULONG CheckImageSize, // Maximum size that image can grow to
ULONG* pOldImageSize, // Receives original image size
ULONG* pOl1dImageBase, // Receives original image base address
ULONG* pNewImageSize, ~// Receives new image size
ULONG* pNewImageBase, // Receives new image base address
ULONG TimeStamp); // New timestamp for image
Rebase

1
2)
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3)

4)

5)

Rebase

Project Settings
0x10000000 Rebase
Windows
4 Processinfo.exe
BaseAddr

Acrord32.exe
Processinfo.exe

0x10000000 DLL

20-10

20.8

19

Rebase
DLL

Microsoft
Rebase

BaseAddr

ImagAddr

B Process Information

Processes!

Modules  WhMapl

Hodules
Usage

P b b e e

Filename:
PID=FFF71E15.

Information:
Baseiddr ( Inaghddr)
70100000
O1BEOOOO(10000000;%
01840000(10000000)
018F0000(10000000)
FECe0000
01760000(10000000})
01120000(10000000)%
65340000
O0FDO000(10000000)
BFE10000
BFES0000
O0EBOOOO(10000000)
70E30000
79400000
00DE0000(10000000)

ParentPID=FFFEQ1AS,

S1ze
335872
aoiiz
286720
492928
282624
135168
102400
598016
233472
65536
24576
49152
aoiiz
507904
106496

C:~ACROBAT3~READER~ACRORD32 .EXE -
PriorityCla=s==8, Thr

Yodule

SUINDOWSSSYSTEM
“ACROBAT3-EEADER
~ACROBATI“READER
~ACROBAT3READER
SHINDOWSSSYSTEM
~ACROBATIEEADER
~ACROBAT3READER
SUINDOWSSSYSTEM
~ACROBATIREADER
SWINDOWS-SYSTEM
SUINDOWSSSYSTEM™
~ACROBATIREADER
SHINDOWS-STSTEM™
SUINDOWSSSYSTEM™

~ACROBATA-READER -
»

OOOOO0O0O00O00O0000

20-10 Process Information

.exe
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20 DLL

Visual Studio Bind.exe

usage: BIND [switches] image-names...
[-?] display this message
[-c] no caching of import.dlls
[-0] disable new import descriptors
[-p d11 search path]
[-s Symbol directory] update any associated .DBG file
[-u] update the image
[-v] verbose output
[-x image name] exclude this image from binding
[-y] allow binding on images located above 2G

Bind Platform SDK
Rebase
BindlmageEx
BOOL BindImageEx(
DWORD dwFlags, // Flags giving fine control over the function
PSTR pszImageName, // Pathname of file to be bound
PSTR pszD11Path, // Search path used for locating image files

PSTR pszSymbolPath, // Search path used to keep debug info accurate
PIMAGEHLP_STATUS_ROUTINE StatusRoutine); // Callback function

StatusRoutine BindlmageEx

BOOL WINAPI StatusRoutine(
IMAGEHLP_STATUS_REASON Reason, // Module/procedure not found, etc.

PSTR pszImageName, // Pathname of file being bound
PSTR pszD11Name, // Pathname of DLL
ULONG_PTR VA, // Computed virtual address
ULONG_PTR Parameter); // Additional info depending on Reason
Bind
1)
2) DLL DLL
3) DLL
4) RVA
5) DLL
19 DumpBin Calc.exe
5

Header contains the following bound import information:
Bound to SHELL32.d11 [36E449EQ] Mon Mar 08 14:06:24 1999
Bound to MSVCRT.d11 [36BB8379] Fri Feb @5 15:49:13 1999
Bound to ADVAPI32.d11 [36E449E1] Mon Mar 08 14:06:25 1999
Bound to KERNEL32.d11 [36DDAD55] Wed Mar 03 13:44:53 1999
Bound to GDI32.d11 [36E449E@] Mon Mar 08 14:06:24 1999
Bound to USER32.d11 [36E449E@] Mon Mar 88 14:06:24 1999



508 Ch?m-mw&

Calc.exe Microsoft
DLL 32
Bind
. DLL
Rebase
. DLL
DLL 5
Bind
DLL

DLL

DLL Windows 98
Windows NT Windows 2000

Windows 98 Windows 2000
Windows 2000

Microsoft



