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22 DLL API
Microsoft Windows
Windows 98 Windows 98 2 GB
0x80000000 OxFFFFFFFF
13 14 17
. DLL
DLL DLL
22.1 DLL
SetWindowL ongPtr
WndProc Platform SDK
SetWindowsL ongPtr
hwnd MySubclassProc
SetWindowLongPtr(hwnd, GWLP_WNDPROC, MySubclassProc);
WndProc
WndProc MySubclassProc
MySubclassProc
22-1 A



Chinaspuco

User32.dll A User32.dll
A
User32.dll WndProc
wParam |Param WndProc User32.dll

22-1 B A
B A B
22-1
FindwWindow B SetWindowL ongPtr
WndProc “ "
NULL SetWindowL ongPtr
WndProc
SetWindowL ongPtr WndProc
MySubclassProc
A User32 MySubclassProc
My SubclassProc B A
User32 A
My SubclassProc B
Microsoft
Windows
. CPU
. B MySubclassProc

e User32.dll
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API

Microsoft

SetWindowsL ongPtr

A SetWindowL ongPtr A
MySubclassProc DLL" !
22.2 DLL
Windows
HKEY_LOCAL_MACHINE\Software\Microsoft
\Windows NT\CurrentVersion\Windows\AppInit_DLLs
Windows 98  Windows 98 Windows 98
DLL
22-2 Registry Editor
DLL DLL
DLL
DLL DLL Windows
DLL C:\MyLib.dll
¢:" Registiy Editor
Begistiy  Edit View Favortes Help
: -] SeCEdit - | Tupe [ Data
D Sz [walue not set]
@0 Svehost C:iyLib i
E!% Terminal Gerver 5 15
sl Time Zones g rocessHandleQuota d
E!CI Type 1 Installer QE:DIEIE' Handlefuat: EEE_E;V’D EIE§DDD2?'ID [10000)
[ Userinstallable.drivers E"szapd\sk F\EG:SZ
Eg m::;joog\’;z Ebj TransmissionFetryTimeowt REG_S52 an
ED Wi @ USERProcessHandleQu.. REG_DWO... 0<00002710 [10000]
12 Windaws Scripting Hest
(1] ODBC
- Policies
g ;’:Cgl:;m Groups _i
[+ [;I SourceCodeControlProvider LI 4| _>J
|My Compute\HEREY_LOCAL_MACHINENSOFTWARE \Microsoft\wwindows NTACurentversionywindows: 4
22-2
Windows
User32.dll DLL_PROCESS ATTACH
User32.dll DLL
LoadLibrary DlIMain fdwReason
DLL_PROCESS ATTACH DLL
kernel32.dll
DLL User32.dll
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DLL
—_— DLL
. DLL User32.dll GUI User32.dll
CuUl DLL
. DLL GUI
DLL 13 ”
. DLL GUI
DLL
WordPad
DLL WordPad
WordPad
DLL WordPad DLL
22.3 Windows DLL
DLL 16 Windows
Microsoft DLL
A Microsoft Spy++
WN_GETMESSAGE
SetWindowsHookEx
HHOOK hHook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc,
hinstD11, 9);
WH_GETMESSAGE GetMsgProc
hinstDII GetMsgProc DLL Windows DLL hinstDII
DLL 0
SetWindowsHook Ex ID
0 GUI
1) B
2) WH_GETMESSAGE
3) GetMsgProc DLL B
4) DLL DLL B B

DLL 1
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5) DLL hinstDll B DLL hinstDII
A
hinstDII GetMsgProc
A GetMsgProc
hinstDII B GetMsgProc

GetMsgProc B = hinstD11 B + (GetMsgProc A - hinstD11 A)

GetMsgProc A hinstDIl A GetMsgProc
hinstDIl B GetMsgProc
B DLL
6) B DLL 1
7) B GetMsgProc
8) GetMsgProc DLL 1
DLL DLL
DLL
B
WH_GETMESSAGE GetMsgProc SetWindowL ongPtr
GetMsgProc DLL
DLL DLL

DLL

BOOL UnhookWindowsHookEx(HHOOK hhook);
UnhookWindowsHookEx DLL
DLL 0 DLL
GetMsgProc DLL
6
B GetMsgProc
UnlookWindowsHookEx
22-2 DIPS.exe DLL Explorer.exe
DLL 22-DIPS 22-DIPSlib
1152 x 864
640 x 480
Display 640 x 480
Display 1152 x 864

Windows
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+. Desktop Item Position Saver Utility E

DIPS: Desktap Item Position Saver Utility
Copyright () 2000 by Jeffrey Richter.

D I PS D I PS This utility saves/restores the position of items on the desktop.

D L L To save the desktop item positions: DIFS S
To restore the desktop item pasitions: DIPS R

22-3

Save i Restore Cancel

DIPS 22-3
HKEY_CURRENT_USER\Software\Richter\Desktop Item Position Saver
DIPS
S DIPSR DIPS
DIPS S

DIPS ListView

LVM_GETITEM LVM_GETITEMPOSITION

LVM_GETITEM LPARAM LV _ITEM
DIPS Explorer.exe
LVM_GETITEM LVM_GETITEMPOSITION ListView
LB _GETTEXT
LPARAM
Microsoft LB _GETTEXT
Microsoft
16  Windows
LB_GETTEXT
16 Win32 Microsoft
16 Windows
Microsoft
DIPS.exe ListView

// The Desktop ListView window is the
// grandchild of the ProgMan window.
hwndLV = GetFirstChild(
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GetFirstChild(FindWindow(__TEXT("ProgMan™), NULL)));

ProgMan Program Manager
Windows
ProgMan SHELLDLL_DefView
SysListView32 SysListView32 ListView
Spy++
ListView GetWindowThreadProcessld
ID ID SetDIPSHook DIPSLib.cpp
SetDIPSHook WH_GETMESSAGE
Windows Explorer
PostThreadMessage(dwThreadId, WM_NULL, @, 0);
WH_GETMESSAGE
DIPSLib.dll Explorer GetMsgProc
“ Richter DIPS "
Explorer DIPS.exe SetDIPSHook
GetMessage(&msg, NULL, @, 9);
DIPS.exe
PostThreadM essage
DIPSLib.cpp GetMsgProc
CreateDialog PostThreadM essage
SIPS.exe ID SetDISPHook
Windows
API
DIPS FindWindow
DIPS

Windows Explorer
Windows Explorer

// Tell the DIPS window which ListView window to manipulate
// and whether the items should be saved or restored.
SendMessage(hwndDIPS, WM_APP, (WPARAM) hwndLV, fSave);

WM _APP
WPARAM ListView LPARAM

SendMessage Postmessage
Explorer
WM_CLOSE
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DIPS SetDI PSHook 0
ID O WN_GETMESSAGE
Explorer DIPSLib.dll
Explorer
Explorer DLL
22-1 DIPS

} Dips.cpp

/******************************************************************************

Module: DIPS.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

f#include "..\CmnHdr.h" /* See Appendix A. =/
#include <WindowsX.h>

#include <tchar.h>

#include "Resource.h”

#include "..\22-DIPSLib\DIPSLib.h"

LHETITTEEIIIE LT 00 0TI E IR i it iidi i iintiniiiiiiiiliiiriiiiiy

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETDLGICONS(hwnd, IDI_DIPS);
return(TRUE);

THITIIETIIL I I LT E 00T E T i it i iii it i it il iitiriiirireiti

void D1g._OnCommand(HWND hwnd, int id, HWND hwndCti1, UINT codeNotify) {

switch (id) {
case IDC_SAVE:
case IDC_RESTORE:
case IDCANCEL:
EndDialog(hwnd, id);
break;

}

JIIIITIT 0000000007000 00000 ir i iiriririiriiniiiireriiiirriitirtiiliitiiiili
BOOL WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
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ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnInitDialog);
ChHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand);
}

return(FALSE);

TELPITIEEIL AL L LLET T TP EA LI T L LTI T FTEIT R I I EEE LI EET T80 EE0117001171017

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

// Convert command-line character to uppercase.
CharUpperBuff(pszCmdLine, 1);
TCHAR cWhatToDo = pszCmdLine[0];

if ((cWhatToDo 1= TEXT('S')) && (cWhatToDo != TEXT('R'))) {

// An invalid command-1ine argument; prompt the user.
cWhatToDo = 0; '
}

if (cWhatToDo == @) {
// No command-line argument was used to tell us what to
// do; show usage dialog box and prompt the user.
switch (DialogBox(hinstExe, MAKEINTRESOURCE(IDD_DIPS), NULL, DTg_Proc)) {
case IDC_SAVE: '
cWhatToDo = TEXT('S');
break;

case IDC_RESTORE:
cWhatToDo = TEXT('R");
break;

}

if (cWhatToDo == 9) {
// The user doesn't want to do anything.
return{(0);

}
// The Desktop ListView window is the grandchild of the ProgMan window.

HWND hwndLV = GetFirstChild(GetFirstChild(
FindWindow(TEXT("ProgMan™), NULL)));
chASSERT(IsWindow(hwndlV});

// Set hook that injects our DLL into the Explorer's address space. After
// setting the hook, the DIPS hidden modeless dialog box is created. We
// send messages to this window to tell it what we want it to do.
chVERIFY(SetDIPSHook(GetWindowThreadProcessId(hwndLV, NULL))):

// Wait for the DIPS server window to be created.
MSG msg;
GetMessage(&msg, NULL, 0, 0);

// Find the handle of the hidden dialog box window.
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HWND hwndDIPS = FindWindow(NULL, TEXT("Richter DIPS™));

// Make sure that the window was created.
ChASSERT(IsWindow(hwndDIPS));

// Tell the DIPS window which ListView window to manipulate
// and whether the items should be saved or restored.
SendMessage(hwndDIPS, WM_APP, (WPARAM) hwndLV, (cWhatToDo == TEXT('S')));

// Tell the DIPS window to destroy itself. Use SendMessage
// instead of PostMessage so that we know the window is

// destroyed before the hook is removed.
SendMessage(hwndDIPS, WM_CLOSE, @, @);

// Make sure that the window was destroyed.
ChASSERT(!IsWindow(hwndDIPS)):

// Unhook the DLL, removing the DIPS dialog box procedure
// from the Explorer’'s address space.
SetDIPSHook(@);

return(@);

JI0I1E0L0000000001007071110111117 End of File ////7117711717771107018071710101711717
DIPSLib.cpp

/******************************************************************************
Module: DIPSLib.cpp

Notices: Copyright (c) 2080 Jeffrey Richter
******************************************************************************/

f#include "..\CmnHdr.h" /% See Appendix A. =/
#include <WindowsX.h>
f#include <CommCtrl.h>

fidefine DIPSLIBAPI __declspec(dllexport)
#include "DIPSLib.h"
#include "Resource.h"”

THLELETITITILLLLITITELETIL I EEL LTI ITETETI T 0TI AT 00T 00100E0010007111707877

#ifdef _DEBUG
// This function forces the debugger to be invoked
void ForceDebugBreak() {
—_try { DebugBreak(); }
X ——except(UnhandledExceptionFilter(GetExceptionInformation())) { }
felse
fdefine ForceDebugBreak()
fendif
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THLEETLITIL LI DT ITET T T I LRI LI T I T I I I I T2 EFIIiIId0000070080070011071

// Forward references
LRESULT WINAPI GetMsgProc(int nCode, WPARAM wParam, LPARAM 1Param);

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param);
////////////////////////////////7//////////////////////////////////////////////

// Instruct the compiler to put the g_hhook data variable in
// its own data section called Shared. We then instruct the
// linker that we want to share the data in this section

// with all instances of this application.

fipragma data_seg("Shared")

HHOOK g_hhook = NULL;

DWORD g_dwThreadIdDIPS = 0;

fipragma data_seg()

// Instruct the linker to make the Shared section
// readable, writable, and shared.
#ipragma comment(Iinker, "/section:Shared,rws")

TIIEPHELIIIIE I LTI LTI I I E 771 i i i it iiiiiiiiiilinil

// Nonshared variables
HINSTANCE g_hinstD11 = NULL;

JETILLEEIITIAEL LTI I T E 400000 T 7070000000 EL L i iiiiiiiiiiiiieiiiiiii

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVOID flImpLoad) {
switch (fdwReason) {

case DLL_PROCESS_ATTACH:
// DLL is attaching to the address space of the current process.
g_hinstD11 = hinstD11;
break;

case DLL_THREAD_ATTACH:
// A new thread is being created in the current process.
break;

case DLL_THREAD_DETACH:
// A thread is exiting cleanly.
break;

case DLL_PROCESS_DETACH:
// The calling process is detaching the DLL from its address space.
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break;

}
return(TRUE);

}
LILITIIISLILLI IR LI EL LTI ET L ET 0T E T EI I IR I 1EIIEIEIIE11070110010717
BOOL WINAPI SetDIPSHook(DWORD dwThreadid) {

BOOL fOk = FALSE;

if (dwThreadlId I= @) {
// Make sure that the hook is not already installed.
chASSERT(g_hhook == NULL);

// Save our thread ID in a shared variable so that our GetMsgProc
// function can post a message back to the thread when the server
// window has been created.

g_dwThreadIdDIPS = GetCurrentThreadId();

// Install the hook on the specified thread
g_hhook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc, g_hinstD11,
dwThreadId);

fO0k = (g_hhook != NULL);
if (fOk) {
// The hook was installed successfully; force a benign message to
// the thread's queue so that the hook function gets called.
fOk = PostThreadMessage(dwThreadId, WM_NULL, @, 8);
}
} else {

// Make sure that a hook has been installed.
chASSERT(g_hhook != NULL):

fO0k = UnhookWindowsHookEx(g_hhook):

g_hhook = NULL;

return(fok);
}

///////////////////////////////////////////////////////////////////////////////
LRESULT WINAPI GetMsgProc(int nCode, WPARAM wParam, LPARAM 1Param) {

static BOOL fFirstTime = TRUE;

if (fFirstTime) {
// The DLL just got injected.
fFirstTime = FALSE;

// Uncomment the line below to invoke the debugger
// on the process that just got the injected DLL.
// ForceDebugBreak();

// Create the DTIS Server window to handle the client request.
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CreateDialog(g_hinstD11, MAKEINTRESOURCE(IDD_DIPS), NULL, Dlg_Proc);

// Tell the DIPS application that the server is up
// and ready to handle requests.
PostThreadMessage(g_dwThreadIdDIPS, WM_NULL, @, 0);

}

return(CaliNextHookEx(g_hhook, nCode, wParam, 1Param)):
1

JIILETTITIIET 0070000 E0 0770070070000 iii 0 ir7087 10087 7177401071714101174048111
void D1g_OnClose(HWND hwnd) {

DestroyWindow(hwnd);
}

TIIIELELLIT T LTI T EL L PP I T L LT L i iriii i iriiiriigirtirgeiili

static const TCHAR g_szRegSubKey[] =
TEXT("Software\\Richter\\Desktop Item Position Saver");

JIIIITIILII I T I LI LTI LI i1 i i iiiriiiiisiriinitiiiirtiiiiliiriiriniiisil
void SavelistViewItemPositions(HWND hwndlLV) {
int nMaxItems = ListView_GetItemCount(hwndlLV);

// When saving new positions, delete the old position
// information that is currently in the registry.
LONG 1 = RegDeleteKey(HKEY_CURRENT_USER, g_szRegSubKey);

// Create the registry key to hold the info
HKEY hkey;

1 = RegCreateKeyEx{(HKEY_CURRENT_USER, g_szRegSubKey, @, NULL,
REG_OPTION_NON_VOLATILE, KEY_SET_VALUE, NULL, &hkey, NULL);
ChASSERT(1 == ERROR_SUCCESS);

for (int nitem = 8; nItem < nMaxItems; nltem++) {

// Get the name and position of a ListView item.
TCHAR szName[MAX_PATH];
ListView_GetItemText(hwndLV, nItem, @, szName, chDIMOF(szName));

POINT pt;
ListView_GetItemPositionChwndLV, nltem, &pt);

// Save the name and position in the registry.
1 = RegSetValueEx(hkey, szName, @, REG_BINARY, (PBYTE) &pt, sizeof(pt));
chASSERT(1 == ERROR_SUCCESS);
}
RegCloseKey(hkey);
}

LITELLETLET LI T I LTI ELE ST LTI T II LT 0 R I L 0TI 10T 0010 ITTT107007407401001001)
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void RestorelListViewItemPositions(HWND hwndLV) {

HKEY hkey;

LONG 1 = RegOpenKeyEx(HKEY_CURRENT_USER, g_szRegSubKey,
0, KEY_QUERY_VALUE, &hkey);

if (1 == ERROR_SUCCESS) {

// If the ListView has AutoArrange on, temporarily turn it off.
DWORD dwStyle = GetWindowStyle(hwndLV); :
if (dwStyle & LVS_AUTOARRANGE)

SetWindowLong(hwndLV, GWL_STYLE, dwStyle & ~LVS_AUTOARRANGE) ;

1 = NO_ERROR;

for (int nIndex = @; 1 != ERROR_NO_MORE_ITEMS: nIndex++) {
TCHAR szName[MAX_PATH]; '
DWORD cbValueName = chDIMOF(szName);

POINT pt;
DWORD cbData = sizeof(pt), nltem;

// Read a value name and position from the registry.

DWORD dwType;

1 = RegEnumValue(hkey, nIndex, szName, &cbValueName,
NULL, &dwType, (PBYTE) &pt, &cbData);

if (1 == ERROR_NO_MORE_ITEMS)
continue;

if ((dwType == REG_BINARY) && (cbData == sizeof(pt))) {

// The value is something that we recognize; try to find

// an item in the ListView control that matches the name.

LV_FINDINFO 1vfi;

Tvfi.flags = LVFI_STRING;

Tvfi.psz = szName;

nItem = ListView_FindItem(hwndlLV, -1, &Ivfi);

if (nitem I= -1) {
// We found a match; change the item's position.
ListView_SetItemPosition(hwndlLV, nItem, pt.x, pt.y):

}

}
// Turn AutoArrange back on if it was originally on.

SetWindowLong(hwndLV, GWL_STYLE, dwStyle);
RegCloseKey(hkey):

}
JITITIEEIIIELETEELIIEII T I AT I L LTI I f LRI I I i i ieiirieinsi

INT_PTR WINAPI Dig_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_CLOSE, D1g_OnClose):;

case WM_APP:
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// Uncomment the line below to invoke the debugger
// on the process that just got the injected DLL.
// ForceDebugBreak();

if (1Param) :
SavelListViewItemPositions((HWND) wParam);

else
RestoreListViewItemPositions((HWND) wParam);

break;

return(FALSE);

TIVELRILTRLEIZ IR IIETTHI 111011 E] End of File J/111141710701101770100800110700117

DIPSLib.h

/******************************************************************************
Module: DIPSLib.h
Notices: Copyright (c) 2000 Jeffrey Richter

***********#******************************************************************/

#if ldefined(DIPSLIBAPI)
f#fdefine DIPSLIBAPI —_declspec(dilimport)
#endif

LHHILITLIET I T T IEELETELELEEE I EI IR ETILI I E I EI I AT TIEI10707071070101001017

// External function prototypes
DIPSLIBAPI BOOL WINAPI SetDIPSHook(DWORD dwThreadId);

LITELITILITII 21 T1070010117171 Bnd of File ///1117111711111770771111770101111

DIPSLib.rc

//Microsoft Developer Studio generated resource script.
1/

1/
f#include "resource.h”

R e R L P VN

fidefine APSTUDIO_READONLY SYMBOLS
/////////////////////////////////////////////////////////////////////////////
//
// Generated from the TEXTINCLUDE 2 resource.
//
#include "afxres.h"
T R R R R R ey AR RN SRR RN a i}
Jfundef APSTUDIO_READONLY_SYMBOLS
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//////////////////////////////////////////////////l////////////I/////l///////
// English (U.S.) resources

#if !defined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
JFifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

ffpragma code_page(1252)

ffendif //_WIN32

TIIITITEETILI LI E I T T EIII T I I R EE I ELEi it iiititiriritiriiitiiieiiill
//

// Dialog

//

IDD_DIPS DIALOG DISCARDABLE o, @, 132, 13
STYLE WS_CAPTION

CAPTION "Richter DIPS™

FONT 8, "MS Sans Serif”

BEGIN

END

fifdef APSTUDIO_INVOKED
////////////////////////////////////////////////////////////////////////////l
//

// TEXTINCLUDE

//

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"f#include ""afxres.h""\r\n"
"\0"

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

"\0"
END

fendif // APSTUDIO_INVOKED

ftendif // English (U.S.) resources
HHETTHENETLPET T I E LTI T LTI 0TI I i I iTELt LIl 77100171177

#ifndef APSTUDIO_INVOKED

THITITITEIITIL LTI TTI T LI 0TI TET I I T I I I 1000007 EIIIIL8010811110707111
//

// Generated from the TEXTINCLUDE 3 resource.

//

TLLETTIEEEETTT I ELELII LT L LT ETITTI I I LI P LI P T L LTI 0 i I I I1 i1 10000000111
flendif // not APSTUDIO_INVOKED
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22.4 DLL

DLL
Windows DLL Unicode
Windows

DLL LoadLibrary DLL

Windows CreateRemoteThread

HANDLE CreateRemoteThread(
HANDLE hProcess,
PSECURITY_ATTRIBUTES psa,
DWORD dwStackSize,
PTHREAD_START_ROUTINE pfnStartAddr,
PVOID pvParam,
DWORD fdwCreate,
PDWORD pdwThreadld);

CreateRemoteThread CreateThread hProcess
pfnStartAddr

Windows 2000 CreateThread

HANDLE CreateThread(PSECURITY_ATTRIBUTES psa, DWORD dwStackSize,
PTHREAD_START_ROUTINE pfnStartAddr, PVOID pvParam,
DWORD fdwCreate, PDWORD pdwThreadID) {

return(CreateRemoteThread(GetCurrentProcess(), psa, dwStackSize,
pfnStartAddr, pvParam, fdwCreate, pdwThreadID));

}

Windows 98 Windows 98 CreateRemoteT hread

NULL GetL astError ERROR_CALL NOT_IMPLEMENTED
CreateThread
CreateRemoteThread Windows 98
DLL
DLL LoadLibrary

HINSTANCE LoadLibrary(PCTSTR pszlLibFile);

WinBase.h LoadLibrary

HINSTANCE WINAPI LoadLibraryA(LPCSTR pszLibFileName);
HINSTANCE WINAPI LoadLibraryW(LPCWSTR pszLibFileName);
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##ifdef UNICODE

ffdefine LoadLibrary LoadlLibraryW
felise

jidefine LoadLibrary LoadLibraryA
f#fendif // 'UNICODE

LoadLibrary LoadLibraryA LoadLibraryW
ANSI
LoadLibraryA A ANSI Unicode
LoadLibraryWw W LoadLibrary LoadLibraryA
LoadLibraryw LoadLibrary LoadLibraryA
LoadLibrary

DWORD WINAPI ThreadFunc(PVOID pvParam);

LoadLibraryA LoadLibraryW

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, @,
LoadLibraryA, "C:\\MyLib.d11™, @, NULL):;

Unicode

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, @,
LoadLibraryW, L"C:\\MyLib.d11", @, NULL);

LoadLibraryA LoadLibraryWw

DLL
LoadLibraryA LoadLibraryW
CreateRemoteThread
19 thunk
LoadLibraryA
CreateRemoteThread LoadLibraryA
LoadLibraryA
LoadLibraryA
GetProcAddress LoadLibraryA
CreateRemoteThread Kernel 32.dll
Kernel32.dIl Kernel32.dIl
CreateRemoteThread

// Get the real address of LoadLibraryA in Kernel32.d11.
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)
GetProcAddress(GetModuleHand1e(TEXT("Kernel32")), "LoadLibraryA"):;

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, 9,
pfnThreadRtn, “C:\\MyLib.d11", 0, NULL);
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Unicode

// Get the real address of LoadLibraryW in Kernel32.d11.
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)

GetProcAddress(GetModuleHand1e(TEXT("Kernel32")), "LoadLibraryW");

HANDLE hThread = CreateRemoteThread(hProcessRemote, NULL, @,
pfnThreadRtn, L"C:\\MyLib.d11", @, NULL):

DLL
MyLib.dll”
LoadLibraryA LoadLibraryA
DLL
CreateRemoteThread
Windows Virtual AllocEx

PVOID VirtualAlTocEx(
HANDLE hProcess,
PVOID pvAddress,
SIZE_T dwSize,
DWORD f1AllocationType,
DWORD f1Protect);

BOOL VirtualFreeEx(
HANDLE hProcess,
PVOID pvAddress,
SIZE_T dwSize,
DWORD dwFreeType);

Ex 15

Windows

BOOL ReadProcessMemory(
HANDLE hProcess,
PVOID pvAddressRemote,
PVOID pvBufferlLocal,
DWORD dwSize,
PDWORD pdwNumBytesRead);

BOOL WriteProcessMemory(
HANDLE hProcess,
PVOID pvAddressRemote,
PVOID pvBufferLocal,
DWORD dwSize,
PDWORD pdwNumBytesWritten);

DLL

C:\\
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hProcess
pvBufferLocal
pdwNumByYytesWritten

1) Virtual AllocEx
2) WriteProcessMemory

3) GetProcAddress
Kernel32.dII
4) CreateRemoteThread

DLL
DLL_PROCESS ATTACH
LoadLibrary
BaseThreadStart ExitThread

5) Virtual FreeEx

6) GetProcAddress

7 CreateRemoteThread
DLL HINSTANCE

pvAddressRemote
dwSize pdwNumBytesRead
DLL
LoadLibraryA LoadLibratyW
LoadLibrary

DLL DlIMain

Windows 2000

22.4.1 Inject Library

22-2 InjLib.exe
DLL
InjLib 22-ImgWalk
ID
Windows 2000
ID ID

hProcess = OpenProcess(
PROCESS_CREATE_THREAD |
PROCESS_VM_OPERATION |
PROCESS_VM_WRITE,
FALSE, dwProcesslId):

OpenProcess NULL

DIIMain
BaseThreadStart 6
DLL
FreeLibrary Kernel32.dll
FreeLibrary
DLL ,Windows 98
CreateRemoteThread DLL
2 2 - "’=-_ Inject Library Tester E=E
22'4 Process Id [decimal): !
Task Manager 22-4 Inject Library Tester
OpenProcess

// For CreateRemoteThread
// For VirtualAllocEx/VirtualFreeEx
// For WriteProcessMemory

WinLogon SvcHost Csrss

4 Processinfo
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OpenProcess DLL
InjectLib DLL
InjectLib DLL
ID 0 0 GetCurrent
Processld ID InjectLib.exe ID InjectLib
DLL
InjLib
InjLib DLL
InjectLib
InjectLibA InjectLibW InjectLibwW
InjectLibA
ANSI DLL Unicode InjectLibwW
2
22-2 InjLib

\ InjLib.cpp

[k sk e sk skok shokok st ok sk ek kR ok ok ok kb ok ek k ok kol b kb kR ook kb ko ok kb ok ke ko ok kR bk ek kR ke ko ke

Module: InjLib.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

#include "..\CmnHdr.h" /* See Appendix A. =%/
f#finclude <windowsx.h>

#include <stdio.h>

ffinclude <tchar.h>

#include <malloc.h> // For alloca
finclude <TTHelp32.h>

#include "Resource.h”

THEETEITHHLL LTI LRI PP T 107000 TEET L E I LT E LR LT LT

#Hifdef UNICODE

fidefine InjectLib InjectLibW
jidefine EjectLib EjectLibW

jfelse

j##define InjectLib InjectLibA
f#idefine EjectLib EjectlLibA

fendif // PUNICODE

TILIITIEIILI P L P T L3P0 0007001 1100 L R E D1
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BOOL WINAPI InjectLibW(DWORD dwProcessId, PCWSTR pszlLibFile) {

1

BOOL fOk = FALSE; // Assume that the function fails
HANDLE hProcess = NULL, hThread = NULL;
PWSTR pszlLibFileRemote = NULL;

__try {

// Get a handle for the target process.
hProcess = OpenProcess(

PROCESS_CREATE_THREAD ] // For CreateRemoteThread
PROCESS_VM_OPERATION ] // For VirtualAllocEx/VirtualfreeEx
PROCESS_VM_WRITE, // For WriteProcessMemory

FALSE, dwProcesslId);
if (hProcess == NULL) __leave;

// Calculate the number of bytes needed for the DLL's pathname
int cch = 1 + IstrienW(pszLibFile);
int ¢b = cch * sizeof(WCHAR);

// Allocate space in the remote process for the pathname
pszLibFileRemote = (PWSTR)

VirtualAllocEx(hProcess, NULL, cb, MEM_COMMIT, PAGE_READWRITE):
if (pszLibFileRemote == NULL) __leave;

// Copy the DLL's pathname to the remote process's address space
if (IWriteProcessMemory(hProcess, pszLibFileRemote,
(PVOID) pszLibFile, cb, NULL)) __leave;

// Get the real address of LoadLibraryW in Kernel32.d11
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)

GetProcAddress(GetModuleHand1e(TEXT("Kernel132")), "LoadLibraryW");
if (pfnThreadRtn == NULL) __leave;

// Create a remote thread that calls LoadLibraryW(DLLPathname)
hThread = CreateRemoteThread(hProcess, NULL, @,

pfnThreadRtn, pszLibFileRemote, 9, NULL);
if (hThread == NULL) __leave;

// Wait for the remote thread to terminate
WaitForSingleObject(hThread, INFINITE);

fOk = TRUE; // Everything executed successfully

__finally { // Now, we can clean everthing up

// Free the remote memory that contained the DLL's pathname
if (pszLibFileRemote I= NULL)
VirtualFreeEx(hProcess, pszLibFileRemote, @, MEM_RELEASE);

if (hThread != NULL)
CloseHandle(hThread);

if (hProcess != NULL)
CloseHandle(hProcess);
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return(fok);

JILTETEIT LI LTI IET L i LT E 770 r i iii i it iitiniiiiiiiiriiriti

BOOL WINAPI InjectLibA(DWORD dwProcessId, PCSTR pszLibFile) {

// Allocate a (stack) buffer for the Unicode version of the pathname
PWSTR pszLibFileW = (PWSTR)
_alloca((IstrlenA(pszLibFile) + 1) * sizeof(WCHAR));

// Convert the ANSI pathname to its Unicode equivalent
wsprintfW(pszLibFileW, L"%S", pszLibFile);

// Call the Unicode version of the function to actually do the work.
return(InjectLibW(dwProcessld, pszLibFileW));

TIITETTEETI TP L P T LT LT n i iniiiet it ini i i e i i ity

BOOL WINAPI EjectLibW(DWORD dwProcessId, PCWSTR pszLibFile) {

BOOL fOk = FALSE; // Assume that the function fails
HANDLE hthSnapshot = NULL;
HANDLE hProcess = NULL, hThread = NULL;

__try {
// Grab a new snapshot of the process
hthSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPMODULE, dwProcessId);
if (hthSnapshot == NULL) __leave;

// Get the HMODULE of the desired library

MODULEENTRY32W me = { sizeof(me) };

BOOL fFound = FALSE;

BOOL fMoreMods = Module32FirstW(hthSnapshot, &me);

for (; fMoreMods; fMoreMods = Module32NextW(hthSnapshot, &me)) {
fFound = (1strcmpiW(me.szModule, pszLibFile) == @) ||

(IstrcmpiW(me.szExePath, pszLibFile) == @);

if (fFound) break;

}

if (!fFound) __leave;

// Get a handle for the target process.

hProcess = QOpenProcess(
PROCESS_CREATE_THREAD
| PROCESS_VM_OPERATION, // For CreateRemoteThread
FALSE, dwProcesslId);

if (hProcess == NULL) __leave;

// Get the real address of LoadLibraryW in Kernel32.d11
PTHREAD_START_ROUTINE pfnThreadRtn = (PTHREAD_START_ROUTINE)
GetProcAddress(GetModuleHandle(TEXT("Kernel32")), "FreelLibrary™);



Chinas=pubecom

1t (pfnihreadRtn == NULL) __leave;

// Create a remote thread that calls LoadLibraryW(DLLPathname)
hThread = CreateRemoteThread(hProcess, NULL, 9,

pfnThreadRtn, me.modBaseAddr, @, NULL);
if (hThread == NULL) __leave;

// Wait for the remote thread to terminate
WaitForSingleObject(hThread, INFINITE);

fOk = TRUE; // Everything executed successfully
}

__finally { // Now we can clean everything up

if (hthSnapshot != NULL)
CloseHandle(hthSnapshot);

if (hThread = NULL)
CloseHandle(hThread):
if (hProcess I= NULL)

CloseHandle(hProcess);

}

return(f0k);

LITILEHETTTIIETTT LR LTI L i LT L i iir it iiietiidiilriiieiiriieieeiy

BOOL WINAPI EjectLibA(DWORD dwProcessId, PCSTR pszLibFile) {
// Allocate a (stack) buffer for the Unicode version of the pathname

PWSTR pszLibFileW = (PWSTR)
_alloca((1strienA(pszLibFile) + 1) * sizeof(WCHAR));

// Convert the ANSI pathname to its Unicode equivalent
wsprintfW(pszLibFileW, L"%S", pszLibFile);

// Call the Unicode version of the function to actually do the work.
return(EjectLibW(dwProcessId, pszLibFileW));

TITETIET I I T i b i i i it i iiriiiii i i in it iiininiinitiiiireieili
BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {

chSETDLGICONS (hwnd, IDI_INJLIB);
return(TRUE);

TLHITEIITIT LTI EL L TP i it rni i i bt i ri b n i i n i i i iiii i it rnrre 7

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {
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switch (id) {
case IDCANCEL:
EndDialog(hwnd, id);
break;

case IDC_INJECT:
DWORD dwProcessld = GetDlgItemInt(hwnd, IDC_PROCESSID, NULL, FALSE);
if (dwProcessld == 0) {
// A process ID of @ causes everything to take place in the
// local process; this makes things easier for debugging.
dwProcessId = GetCurrentProcessld();

}

TCHAR szLibFile[MAX_PATH];
GetModuleFitleName(NULL, szLibFile, sizeof(szLibFile));
_tescpy(_tesrchr(szLibFile, TEXT('\\')) + 1, TEXT{("22 ImgWalk.DLL"));
if (InjectLib(dwProcessld, szLibFile)) [
chVERIFY(EjectLib(dwProcessId, szLibFile));
chMB("DLL Injection/Ejection successful."):
} else {
chMB("DLL Injection/Ejection failed.");
}
break;

LHITTEELIHELITT I P T LTI LTI L LI T AT LTI LT EiTTT I ii i1 1i111111101117

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {
switch (uMsg) {
ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnInitDialog);
chHANDLE_DLGMSG(hwnd, WM_COMMAND, Dig_OnCommand);

1
return(FALSE);

TITITITTETITTILLEEL LI T I IE L L L 200 LTI AT ET LTI I P EEEi710 11711 1170000701777

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

chWindows9xNotAlTlowed();
DialogBox(hinstExe, MAKEINTRESOURCE(IDD_INJLIB), NULL, Dlg_Proc);
return(0);

IHPELIETIEIIL P I 0007717170777 End of File /7717111707 717707711071717000717717

InjLib.rc
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//Microsoft Developer Studio generated resource script.

//

#include "resource.h”

fidefine APSTUDIO_READONLY_SYMBOLS

[1IFTETTTTIT PRI EITEEL T i i i i 117007100 r el i i i i i iririir el it iiirirll
//

// Generated from the TEXTINCLUDE 2 resource.

//

fHinclude "afxres.h”

LITEIIITEIET TP LTI LTI T LT E L LTI i i i irritiririeel
#undef APSTUDIO_READONLY_SYMBOLS

JHITHETHEIITT T RAL T TETEL I i it iiiriii i i iiriiiiriitiiliitiiitirtt?
// English (U.S.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
fFifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

f#fpragma code_page(1252)

ffendif //_WIN32

FIIETHETPT700T P00 77001 T Eriirierrirrieriiiriiiiiiiiiiiiriiiiitiiiirs
//

// Icon

//

// Icon with lowest ID value placed first to ensure application icon
// remains consistent on all systems. :
IDI_INJLIB ICON DISCARDABLE "InjLib.ico"

#Hifdef APSTUDIO_INVOKED

HIPPITTET AT ET I PR L i i i ni i ni i il ntirir iii i i rii il
1/ .

// TEXTINCLUDE

1/

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\@g"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
“#include ""afxres.h""\r\n"
m\g"

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

"\0"
END

frendif // APSTUDIO_INVOKED
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22

DLL

API

THITEITLIEIILIIT LT 0P LT LT TR ETT T a i LT i i1 iiiititiiligli

/1

// Dialog

/1

IDD_INJLIB DIALOG DISCARDABLE

15, 24, 158, 24

STYLE DS_3DLOOK | DS_CENTER | WS_MINIMIZEBOX | WS_VISIBLE | WS_CAPTION |

WS_SYSMENU

CAPTION "Inject Library Tester”

FONT 8,

"MS Sans Serif"

BEGIN

END

LTEXT
EDITTEXT
DEFPUSHBUTTON

"&Process Id (decimal):",-1,4,6,69,8
IDC_PROCESSID,78,4,36,12,ES_AUTOHSCROLL
"&Inject”,IDC_INJECT,120,4,36,12,WS_GROUP

LIEIIIIIIE I T LI TP TP 0000 i it i it ieiriniiretiiily

//

// DESIGNINFO

1/

f#ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN

IDD_INJLIB, DIALOG
BEGIN
RIGHTMARGIN, 134
BOTTOMMARGIN, 20
END

END
fendif // APSTUDIO_IN
ffendif // English (U.

VOKED

S.) resources

HIEITHIETII LTI L0 T it iriiiriiritiiiiiiirnilg

f##ifndef APSTUDIO_INVOKED
LHLEEHLITTEEET AL TR L LRSI AT E 101 EE 00100 101110711117717

/

// Generated from the TEXTINCLUDE 3 resource.

1/

LHEETIETIETTIIT LT T LA LR LTI HLET LT PRI i R il i1111177

ffendif

22.4.2

Notepad

Image Walk DLL

22-3

ID InjLib

ImgWalk.dll

// not APSTUDIO_INVOKED

DLL

Notepad
ImgWalk.dll

DLL
22-ImgWalk
InjLib
Notepad

DLL

CAWINNTASystem32\notepad._exe

07000000-C:\NWINNT System32\notepad. exe
FERFO000-C:SWINNT \aystern32scomdlg32.dil
FTSFO000-CAwWINNT vspstem32VSHELLIZ.DLL
77840000-CAWINNT System 324w NSPOOL.DRY
TIRTO000-C:5WINNT \eystem3ZCOMCTLIZ DLL
F7CE0000-C:5wWINNT vapstem3ZNGHLWAPL. DLL
F7D50000-CAwINNT Sspstem324RPCRT4.DLL
TF0CO000-C:AWINNT Ssystem3ZWADWAPI3Z DLL
FE20000-C:SWINNT \apstem32\USERI2 DLL
FTEIO000-C:WINNT wepstem32\KERMEL32.DLL
FTFA0000-CAWINNT Ysystem32WGD132 DLL
F7FA0000-C:\WINM T Systern324ntdILdl
7E000000-C:AWINNTAspstem3ZAMSVCRT dil

22-5
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ImgWalk Notepad

DLL 22-5
ImgWalk Virtual Query

MEMORY_BASIC_ INFORMATION ImgWalk

char szBuf[MAX_PATH * 1001 = { 0 };

PBYTE pb = NULL;
MEMORY_BASIC_INFORMATION mbi :
while (VirtualQuery(pb, &mbi, sizeof(mbi)) == sizeof(mbi)) {

int nlLen;
char szModName[MAX_PATH];

if (mbi.State == MEM_FREE)
mbi.AllocationBase = mbi.BaseAddress;

if ((mbi.AllocationBase == hinstD11) |]
(mbi.AlTocationBase != mbi.BaseAddress) ||
(mbi.AllocationBase == NULL)) {

// Do not add the module name to the 1ist
// if any of the following is true:
// 1. This region contains this DLL.
// 2. This block is NOT the beginning of a region.
// 3. The address is NULL.
nken = @;
} else {
nLen = GetModuleFileNameA((HINSTANCE) mbi.AllocationBase,
szModName, chDIMOF(szModName));
}

if (nlen > 0) {
wsprintfA(strchr(szBuf, @), "\n%08X-%s",
mbi.AllocationBase, szModName):

}

pb += mbi.RegionSize;
}
chMB(&szBuf[1]);

DLL nLen
0
nLen 0
szModName HINSTANCE
szBuf
DLL
22-3 ImgWalk.dll

ImgWalk.cpp

/******************************************************************************
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22 DLL API

Module: ImgWalk.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

#include "..\CmnHdr.h" /% See Appendix A. */
#include <tchar.h>

JEIILLELLELLLIELEE R LIt iiiiiiiiiiiini

BOOL WINAPI D11Main(HINSTANCE hinstD11, DWORD fdwReason, PVOID fImplLoad) {

if (fdwReason == DLL_PROCESS_ATTACH) {
char szBuf[MAX_PATH = 100] = { 0 };

PBYTE pb = NULL;
MEMORY_BASIC_INFORMATION mbi;
while (VirtualQuery(pb, &mbi, sizeof(mbi)) == sizeof(mbi)) {

int nLen;
char szModName[MAX_PATH];

if (mbi.State == MEM_FREE)
mbi.AllocationBase = mbi.BaseAddress;

if ((mbi.AllocationBase == hinstD11) ||
(mbi.AllocationBase != mbi.BaseAddress) ||
(mbi.AllocationBase == NULL)) {
// Do not add the module name to the 1list
// if any of the following is true:
// 1. If this region contains this DLL
// 2. If this block is NOT the beginning of a region
// 3. If the address is NULL
nten = 9;
} else {
nLen = GetModuleFileNameA((HINSTANCE) mbi.AllocationBase,
szModName, chDIMOF(szModName));
}

if (nLen > @) {
wsprintfA(strchr(szBuf, @), "\n%p-%s",
mbi.AllocationBase, szModName);
}

pb += mbi.RegionSize;
}
chMB(&szBuf[1]);

return(TRUE) ;

HHPHELERIIIIIEIIITI00707 11177717 End of File ////177177101711777717111111141117¢
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22.5 DLL DLL
DLL DLL
Xyz.dll DLL
Xyz.dil
Xyz.dll Xyz.dll
20
DLL
Microsoft DLL
DLL
.exe DLL
DLL
.exe DLL
22.6 DLL
WriteProcessM emory
CONTEXT CPU
CPU
Windows
22.7 Windows 98
Windows 98 Windows 98 32
Windows 2 GB
2 GB
17 MapViewOfFile
CPU
CPU Windows 98 x86 CPU
CreateRemoteThread

Windows 98

22.8 CreateProcess
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22 DLL AP|
1)
2) .exe
3)
4) LoadLibrary
DLL
5)
6)
7)
6 7
Windows 98 Windows 2000
DLL GUI
DLL
CPU CPU
22.9 API
DLL DLL
Windows
DLL DLL
DLL DLL_PROCESS
_DETACH DLL DLL
DLL_PROCESS DETACH
DLL DLL_PROCESS DETACH
DLL DLL
ExitProcess
ExitProcess DLL DLL_PROCESS DETACH ExitPrecess
ExitProcess DLL
DLL DLL_PROCESS DETACH DLL
DLL
ExitProcess DLL
DLL_PROCESS DETACH DLL
DLL
DLL DLL

DLL

ExitProcess ExitProcess
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DLL DLL
ExitProcess ExitProcess
ExitProcess Kernel32.dll

API
22.9.1 API

API API

1 Kernel32.dll ExitProcess
2)
3) JUMP CPU

4) JUMP

5)

6)

16 Windows
CPU x86
Alpha CPU JUMP

Windows 98 Windows 98 WindowsDLL Kernel32 AdvAPI32 User32
GDI132
VxD

22.9.2 API

API

19
19
DLL
DLL
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CPU

void ReplaceIATEntryInOneMod(PCSTR pszCalleeModName,
PROC pfnCurrent, PROC pfnNew, HMODULE hmodCaller) {

ULONG ulSize;

PIMAGE_IMPORT_DESCRIPTOR pImportDesc = (PIMAGE_IMPORT_DESCRIPTOR)
ImageDirectoryEntryToData(hmodCalier, TRUE,
IMAGE_DIRECTORY_ENTRY_IMPORT, &ulSize);

if (pImportDesc == NULL)
return; // This module has no import section.

// Find the import descriptor containing references
// to callee's functions.
for (; pImportDesc->Name; pImportDesc++) {
PSTR pszModName = (PSTR)
((PBYTE) hmodCaller + pImportDesc->Name);
if (1strcmpiA(pszModName, pszCalleeModName) == @)
break;
}

if (pImportDesc->Name == 0)
// This module doesn’t import any functions from this callee.
return;

// Get caller's import address table (IAT)

// for the callee's functions.

PIMAGE_THUNK_DATA pThunk = (PIMAGE_THUNK_DATA)
((PBYTE) hmodCaller + pImportDesc->FirstThunk);

// Replace current function address with.new function address.
for (; pThunk->ul.Function; pThunk++) {

// Get the address of the function address.
PROC* ppfn = (PROC*) &pThunk->ul.Function;

// Is this the function we're looking for?
BOOL fFound = (*ppfn == pfnCurrent);

// See the sample code for some tricky Windows 98
// stuff that goes here.

if (fFound) {
// The addresses match; change the import section address.
WriteProcessMemory(GetCurrentProcess(), ppfn, &pfnNew,
sizeof(pfnNew), NULL);
return; // We did it; get out.

// 1f we get to here, the function
// is not in the caller's import section.
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DataBase.exe Kernel32.dlI ExitProcess
DBExtend.dll MyEXxitProcess
Replacel ATEntrylnOneMod

PROC pfnOrig = GetProcAddress(GetModuleHandle("Kernel32"),
"ExitProcess"):
HMODULE hmodCaller = GetModuleHandle("DataBase.exe");

void ReplacelATEntryInOneMod(
"Kernel32.d11", // Module containing the function (ANSI)
pfnOrig, // Address of function in callee
MyExitProcess, // Address of new function to be called
hmodCaller); // Handle of module that should call the new function

Replacel ATEntrylnOneMod hmodCaller
ImageDirectoryEntryToData IMAGE_DIRECTORY_ENTRY_IMPORT
NULL DataBase.exe
DataBase.exe ImageDirectoryEntryToData
PIMAGE_IMPORT_DESCRIPTOR
DLL “ Kernel32.dl”
Replacel ATEntrylnOneMod for
DLL ANSI Unicode
IstrempiA I strcmpi
“ Kernel32.dll”
“ Kernel32.dll”
IMAGE_THUNK_DATA
“ Kernel32.dIIl”
ExitProcess

Replacel ATEntrylnOneMod
WriteProcessM emory WriteProcessM emory
I nterl ockedExchangePointer WriteProcessM emory
PAGE_READONLY Interlocked
ExchangePointer WriteProcessM emory

DataBase.exe ExitProcess
Kernel32.dll ExitProcess ExitProcess

Replacel ATEntrylnOneM od
DLL DLL ExitProcess DataBase.exe

ExitProcess Kernel 32.dll ExitProcess

ExitProcess
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22 DLL API

Replacel ATEntrylnOneM od
Replacel ATEntrylnAllMods ToolHelp
Replacel ATEntrylnOneMod

Replacel ATEntrylnAllMods
LoadLibrary DLL DLL
ExitProcess LoadLibraryA
LoadLibraryW LoadLibraryExXA LoadLibraryExW
Replacel ATEntryInOneMod
GetProcAddress

typedef int (WINAPI *PFNEXITPROCESS)(UINT uExitCode):
PFNEXITPROCESS pfnExitProcess = (PFNEXITPROCESS) GetProcAddress(

GetModuleHandle("Kernel32"), "ExitProcess"):
pfnExitProcess(0);

Kernel32.dll ExitProcess
GetProcAddress
API LoadLibrary
GetProcAddress
22.9.3 LastMsgBoxInfo
22-4 LastMsgBoxInfo “ 22 LastMsgBoxInfo.exe” API
User32.dll M essageBox
Windows DLL DLL
22- LastMsgBoxInfo 22- LastMsgBoxInfoLib
22-6

4 Last MessageBox Info O] =]

' aiting for a Mess 0 bt

AL
22-6 LastMsgBoxInfo
Notepad Notepad
Notepad 22-7
LastMsgBoxInfo 22-8
2 Last MessageBox Info =1k

The test in the Untitled fils has changed Process: [1304) CAWINN T yspstem32wnotepad. eve
Caption: Motepad
Do you want to save the changes? Message; The text in the Untited file has changed 0o pou want to save the changes?
Resul: Mo

Mo | Coneel

22-7 Notepad 22-8 Notepad LastMsgBoxInfo
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LastMsgBoxInfo M essageBox
Last MessageBox Info API

API CAPIHook C++
APIHook.h APIHook.cpp

CAPIHook g_MessageBoxA("User32.d11", "MessageBoxA",
(PROC) Hook_MessageBoxA, TRUE);

CAPIHook g_MessageBoxW("User32.d11", "MessageBoxW",
(PROC) Hook_MessageBoxW, TRUE);

MessageBoxA MessageBoxW  User32.dll

MessageBoxA Hook_MessageBoxA M essageBoxW
Hook_M essageBoxW
CAPIHook API Replacel AT

EntrylnAllMods
CAPIHook

Replacel ATEntryInAllMods

Hook_M essageBoxA

int WINAPI Hook_MessageBoxA(HWND hWnd, PCSTR pszText,
PCSTR pszCaption, UINT uType) {

int nResult = ((PFNMESSAGEBOXA)(PROC) g_MessageBoxA)

(hWnd, pszText, pszCaption, uType);:
SendLastMsgBoxInfo(FALSE, (PVOID) pszCaption, (PVOID) pszText, nResult);
return(nResult);

}
g_MessageBoxA CAPIHook PROC
User32.dll M essageBoxA
C++
CAPIHooK.cpp C++ CAPIHook
LoadLibraryA LoadLibraryW LoadLibraryExA LoadLibraryExW CAPIHook

22-4 LastMsgBoxInfo

LastMsgBoxinfo.cpp

/******************************************************************************

Modutle: LastMsgBoxInfo.cpp )
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/



China=pubecom

22 DLL API

#include "..\CmnHdr.h" /* See Appendix A. */
f#include <windowsx.h>

#include <tchar.h>

##include "Resource.h"

f#finctude "..\22-LastMsgBoxInfolLib\LastMsgBoxInfolLib.h"

Ny NNy’

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS (hwnd, IDI_LASTMSGBOXINFO);
SetDlgItemText(hwnd, IDC_INFO,

TEXT("Waiting for a Message Box to be dismissed™));
return(TRUE);

THTHETTTIET T T EEE LT T EI T EE LT L EEL I T 20 R I HII LT P 1T TT AL iLItEiiiiErr77

void D1g_OnSize(HWND hwnd, UINT state, int cx, int cy) {

SetWindowPos(GetDigItem(hwnd, IDC_INFO), NULL,
@9, 0, cx, cy, SWP_NOZORDER);

THETETTTELITIT I LT P T L L L L i LTI L i 2 i i 1iiii1i4iii14it71111141144

void Di1g_OnCommand (HWND hwnd, int id, HWND hwndCt1l, UINT codeNotify) {
switch (id) {
case IDCANCEL:
EndDialeg(hwnd, id);
break;

THHIITETEEIIETEEEP I I LTI T LTI IT 00000 0000077000070007070007000001111171117
BOOL D1g_OnCopyData(HWND hwnd, HWND hwndFrom, PCOPYDATASTRUCT pcds) {
/7 Some hooked process sent us some message box info, display it

SetDigItemTextA(hwnd, IDC_INFO, (PCSTR) pcds->1pData);
return(TRUE);

THELEIIITETTIEII T IS IR ETTLEE P T EEEILEII L LTI 0 I T I IIII 010000001100 0111101111

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {
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switch (uMsg) {
ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnInitDialog);
chHANDLE_DLGMSG(hwnd, WM_SIZE, D1g_0nSize);
ChHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand);
chHANDLE_DLGMSG(hwnd, WM_COPYDATA, D1g_OnCopyData);

}
return(FALSE);

THELEEITLEEELTRLEIEET IR T 0 R TTELLL I EEIEI LI E IR I LTI 080077100110000777171

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

DWORD dwThreadld = 8;
ffifdef _DEBUG
HWND hwnd = FindWindow(NULL, TEXT("Untitled - Paint"));
dwThreadId = GetWindowThreadProcessId(hwnd, NULL):
ffendif
LastMsgBoxInfo_HookA11Apps(TRUE, dwThreadld);
DialogBox(hinstExe, MAKEINTRESOURCE(IDD_LASTMSGBOXINFO), NULL, Dlg_Proc);

LastMsgBoxInfo_HookA11Apps(FALSE, 8);
return(@);
1

HLETETETIIIE700T01071771118801 End of FiYe Z/7/11100107001000 00101070000 7110001

LastMsgBoxinfo.rc

//Microsoft Developer Studio generated resource script.

//
#include "resource.h”

ffdefine APSTUDIO_READONLY_SYMBOLS
THETERLIILEHL TR I P TR ETELT T EET T TTFE PRI LI P b L E L T EE

//
// Generated from the TEXTINCLUDE 2 resource.

//
#include "afxres.h"

TILTILTEIIII T T EATET I T I L LT LETEI TP TITII T RE Ty
ffundef APSTUDIO_READONLY_SYMBOLS

JIITITTEEL I LT i 08 i T L I EL R BRIt i i iiitiiiiiiiietiiliitri
// English (U.S.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
ffifdef _WIN3Z

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

ffendif //_WIN32

TILELELLETEEIEEI AT EETT TSI LR T ET I LT E i riiiiiriinery
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/7
// Dialog
//

IDD_LASTMSGBOXINFO DIALOG DISCARDABLE @, @, 379, 55
STYLE DS_CENTER | WS_MINIMIZEBOX | WS_MAXIMIZEBOX | WS_VISIBLE | WS_CAPTION |
WS_SYSMENU | WS_THICKFRAME
CAPTION "Last MessageBox Info"
FONT 8, "MS Sans Serif"
BEGIN
EDITTEXT IDC_INF0,0,0,376,52,ES_MULTILINE | ES_AUTOVSCROLL ]
ES._AUTOHSCROLL | ES_READONLY | WS_VSCROLL | WS_HSCROLL
END
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1/

// DESIGNINFO

1/

##ifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_LASTMSGBOXINFO, DIALOG
BEGIN
LEFTMARGIN, 7
RIGHTMARGIN, 372
TOPMARGIN, 7
BOTTOMMARGIN, 48
END
END
fendif // APSTUDIO_INVOKED

##ifdef APSTUDIO_INVOKED

HLTLITTELLITIT I T I I I I T E R L LT E LTI LI T LTI EETIEL I EIA100007101100101010111
//

// TEXTINCLUDE

//

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o"
END

2 TEXTINCLUDE DISCARDABLE
BEGIN
"#include ""afxres.h""\r\n"
"\0"
END
3 TEXTINCLUDE DISCARDABLE
BEGIN
"\r\n"
"\g"
END
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flendif // APSTUDIO_INVOKED

JITELEITIIITIE ST IT I LI i 707t iiiiiiriiiriiittiiriiiriiiiitiiiiin/iitlrs
//

// Icon

//

// Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_LASTMSGBOXINFO ICON DISCARDABLE "LastMsgBoxInfo.ico"

ffendif // English (U.S.) resources

LIIILEITIIET T 0PI iririririiiiiiiiiiiiiniiliiiiritey

f#ifndef APSTUDIO_INVOKED
TITETITIIIEI T EP PRI P2 L0007 I i i i iirit il it iiiiiriiiiii

/7
// Generated from the TEXTINCLUDE 3 resource.

/1
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fendif // not APSTUDIO_INVOKED )

LastMsgBoxinfolLib.cpp

/******************************************************************************

Module: LastMsgBoxInfolib.cpp
Notices: Copyright (c) 20800 Jeffrey Richter

******************************************************************************/

fidefine WINVER 0x0500
#include "..\CmnHdr.h"
fHinclude <WindowsX.h>
#include <tchar.h>

#include <stdio.h>

finclude "APIHook.h"

ffdefine LASTMSGBOXINFOLIBAPI extern "C" —_declspec(dllexport)
#include "LastMsgBoxInfolLib.h"

LHLITLETITIITITI LTI H P00 202 ELE T2 0000177000700 7 00711010 00070000001017170087171
// Prototypes for the hooked functions
typedef int (WINAPI *PFNMESSAGEBOXA)(HWND hWnd, PCSTR pszText,

PCSTR pszCaption, UINT uType);

typedef int (WINAPI =PFNMESSAGEBOXW)(HWND hWnd, PCWSTR pszText,
PCWSTR pszCaption, UINT uType);

/! We need to reference these variables before we create them.
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22

DLL

API

extern CAPIHook g_MessageBoxA;
extern CAPIHook g_MessageBoxW;

TEHETITIIITLEII LTI EEL LT EL P T L1000 TEEI I IIE AT 180 117100711011

// This function sends the MessageBox info to our main dialog box
void SendlLastMsgBoxInfo(BOOL fUnicode,

PVOID pvCaption, PVOID pvText, int nResult) {

/! Get the pathname of the process displaying the message box
char szProcessPathname[MAX_PATHI;
GetModuleFileNameA(NULL, szProcessPathname, MAX_PATH);

// Convert the return value into a human-readable string

PCSTR pszResult = "(Unknown)";
switch (nResult) {

case
case
case
case
case
case
case
case
case
case
case
}

// Construct the string to send

1DOK:
IDCANCEL:
IDABORT:
IDRETRY:
IDIGNORE:
IDYES:
IDNO:
IDCLOSE:
IDHELP:

pszResult
pszResult

pszResult-

pszResult
pszResult
pszResult

pszResult =
pszResult =
pszResult =

IDTRYAGAIN: pszResult

IDCONTINUE: pszResult =

char sz[2048];
wsprintfA(sz, fUnicode

7 "Process: (%d) %s\r\nCaption: %S\r\nMessage: %S\r\nResult:
: "Process: (%d) %s\r\nCaption: %s\r\nMessage: %s\r\nResult:

"0k";
"Cancel";
"Abort"”;
"Retry":
“Ignore";
"Yes";
"No";
"Close”;
"Help";
"Try Again";
"Continue";

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

to the main dialog box

GetCurrentProcessId(), szProcessPathname,
pvCaption, pvText, pszResult):

// Send the string to the main dialog box
COPYDATASTRUCT cds = { @, IstrlenA(sz) + 1, sz }:
FORWARD_WM_COPYDATA(FindWindow(NULL, TEXT("Last MessageBox Info")),

NULL, &cds, SendMessage);

}

TELLETTEETTI L0 ITI I T I T L EL L0 0TI 700000 EF I TTIIIEEEI 000000110 00177177000011

// This is the MessageBoxW replacement function

int WINAPI Hook_MessageBoxW(HWND hWnd, PCWSTR pszText, LPCWSTR pszCaption

UINT uType) {

// Call the original MessageBoxW function
int nResult = ((PFNMESSAGEBOXW)(PROC) g_MessageBoxW)
(hWnd, pszText, pszCaption, uType);

// Send the information to the main dialog box
SendLastMsgBoxInfo(TRUE, (PVOID) pszCaption, (PVOID) pszText, nResult):

%s"
%s",
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// Return the result back to the caller
return(nResult);
1
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// This is the MessageBoxA replacement function
int WINAPI Hook_MessageBoxA(HWND hWnd, PCSTR pszText, PCSTR pszCaption,
UINT uType)

// Call the original MessageBoxA function
int nResult = ((PFNMESSAGEBOXA)(PROC) g_MessageBoxA)
(hWnd, pszText, pszCaption, uType);
// Send the information to the main dialog box
SendLastMsgBoxInfo(FALSE, (PVOID) pszCaption, (PVOID) pszText, nResult);

// Return the result back to the caller
return({nResult);
}

THEITEIEIEE LTI EI T T LEI P EL L HE I T LI L 0 i i it il iiiriitiesiery

// Hook the MessageBoxA and MessageBoxW functions
CAPIHook g_MessageBoxA(”User32.d11", "MessageBoxA",
(PROC) Hook_MessageBoxA, TRUE);:

CAPIHook g_MessageBoxW("User32.d11", "MessageBoxW",
(PROC) Hook_MessageBoxW, TRUE);

// Since we do DLL injection with Windows' hooks, we need to save the hook
// handle in a shared memory block (Windows 2000 actually doesn't need this)
fipragma data_seg("Shared™)

HHOOK g_hhook = NULL;

f#ipragma data_seg()

ffpragma comment(linker, "/Section:Shared, rws")

JIETIETILIT 0000000007000 007 7007770070007 0007770070 7000iiiiirrieirireiy
static LRESULT WINAPI GetMsgProc(int code, WPARAM wParam, LPARAM 1Param) {

// NOTE: On Windows 2000, the 1lst parameter to CallNextHookEx can
// be NULL. On Windows 98, it must be the hook handle.
return(CaliNextHookEx(g_hhook, code, wParam, 1Param));

1
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// Returns the HMODULE that contains the specified memory address
static HMODULE ModuleFromAddress(PVOID pv) {

MEMORY_BASIC_INFORMATION mbi;
return((VirtualQuery(pv, &mbi, sizeof(mbi)) != 0)
? (HMODULE) mbi.AllocationBase : NULL);
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22 DLL API

TITLETELEIL I I EII T T T i T I 007000 i il i i iiiriitiiriritiiliitiiril
BOOL WINAPI LastMsgBoxInfo_HookAl11Apps(BOOL fInstall, DWORD dwThreadId) {

BOOL fOk;

if (fInstall) {

ChASSERT(g_hhook == NULL); // Illegal to install twice in a row

// Install the Windows' hook
g_hhook = SetWindowsHookEx(WH_GETMESSAGE, GetMsgProc,
ModuleFromAddress(LastMsgBoxInfo_HookA11Apps), dwThreadid);

fO0k = (g_hhook != NULL);
} else {

ChASSERT(g_hhook != NULL); // Can't uninstall if not installed
fOk = UnhookWindowsHookEx(g_hhook);
g_hhook = NULL;

}

return(f0k);
}

TEHEITTLEIILI I IEPTI70777700107 End of File J//17411111700017110001770100077717

LastMsgBoxInfoLib.h

/******************************************************************************
Module: LastMsgBoxInfolLib.h
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

#ifndef LASTMSGBOXINFOLIBAPI

fidefine LASTMSGBOXINFOLIBAPI extern "C" —_declspec(dlTimport)
ffendif

LHTETITELITII LTI LTI I LI LT A E T L LT LI E L EI 0 I T I LI TIFIEl1011101401011

LASTMSGBOXINFOLIBAPI BOOL WINAPI LastMsgBoxInfo_HookA11Apps(BOOL fInstall,
DWORD dwThreadId);

LHEFTTIRLTT R DT LT ILEA 41T 071 End of File J//711710070117011070174101111771177

APIHook.cpp

/**#***************************************************************************
Module: APIHook.cpp
Notices: Copyright (¢) 2080 Jeffrey Richter
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f#include *. . \CmnHdr.h"
f#include <ImageHlp.h>
f#pragma comment{1ib, "ImageHlp")

#include "APIHook.h"
fHinclude ™, .\04-ProcessInfo\Toolhelp.h”

FHITHETITIEITELIET LA T TP EETEE LI T E LI EET TR EE I Eiirtiiiiii

// When an application runs on Windows 98 under a debugger, the debugger

// makes the module's import section point to a stub that calls the desired
// function. To account for this, the code in this module must do some crazy
// stuff. These variables are needed to help with the crazy stuff.

// The highest private memory address (used for Windows 98 only)
PVOID CAPIHook::sm_pvMaxAppAddr = NULL; .
const BYTE cPushOpCode = 0x68; // The PUSH opcode on x86 platforms

LTI EETIETFE LT T ETL R LTI T 0TI ET I LI T i1 081 11118011111711

// The head of the linked-list of CAPIHook objects
CAPIHook#® CAPIHook::sm_pHead = NULL;

///////////////////////////////)///////////////////////////////////////////////

CAPIHook: :CAPIHook(PSTR pszCalleeModName, PSTR pszFuncName, PROC pfnHook,
BOOL fExcludeAPIHookMod) {

if (sm_pvMaxAppAddr == NULL) {

// Functions with address above 1pMaximumApplicationAddress require
// special processing (Windows 98 only)

SYSTEM_INFO si;

GetSystemInfo(&si):

sm_pvMaxAppAddr = si.lpMaximumApplicationAddress;

}
m_pNext = sm_pHead; // The next node was at the head
sm_pHead = this; // This node is now at the head

// Save information about this hooked function

m_pszCalleeModName = pszCalleeModName;
m_pszFuncName = pszFuncName;
m_pfnHook = pfnHook;
m_fExcludeAPIHookMod = fExcludeAPIHookMod;
m_pfnlrig = GetProcAddressRaw(

GetModuleHandleA(pszCalleeModName), m_pszFuncName);
ChASSERT(m_pfnOrig != NULL); // Function doesn't exist

if (m_pfnOrig > sm_pvMaxAppAddr) {
// The address is in a shared DLL; the address needs fixing up
PBYTE pb = (PBYTE) m_pfnQOrig:
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if (pb[@] == cPushOpCode) {
// Skip over the PUSH op code and grab the real address
PVOID pv = = (PVOID#) &pb[1l1;
m_pfnOrig = (PROC) pv;

}

// Hook this function in all currently loaded modules
ReplaceIATEntryInAl1Mods(m_pszCallieeModName, m_pfnOrig, m_pfnHook,
m_fExcludeAPIHookMod);
}

THLEITTEIIEEE I T TP 7 00000078 T 8000t i i i i iiiiiriiirriniieiy
CAPIHook: :~CAPIHook() {
// Unhook this function from-all modules
ReplacelIATEntryInAl1Mods(m_pszCalleeModName, m_pfnHook, m_pfnOrig,
m_fExcludeAPIHookMod);

// Remove this object from the linked list
CAPIHook* p = sm_pHead;

if (p == this) { // Removing the head node
sm_pHead = p->m_pNext;
} else {

BOOL fFound = FALSE;

// Walk list from head and fix pointers
for (; !fFound && (p->m_pNext f= NULL); p = p->m_pNext) {
if (p->m_pNext == this) {
// Make the node that points to us point to the our next node
p->m_pNext = p->m_pNext->m_pNext;
break:
}
}
chASSERT(fFound);

}
LHTELLETEEEETIT T I T EF LTI LT E T T T T r i irririeritiriiey

// NOTE: This function must NOT be inlined
FARPROC CAPIHook::GetProcAddressRaw(HMODULE hmod, PCSTR pszProcName) {

return(::GetProcAddress(hmod, pszProcName));
1
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// Returns the HMODULE that contains the specified memory address
static HMODULE ModuleFromAddress(PVOID pv) {

MEMORY_BASIC_INFORMATION mbi;
return((VirtuaiQuery(pv, &mbi, sizeof(mbi)) I= 0)
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? (HMODULE) mbi.AllocationBase : NULL);
1
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void CAPIHook::ReplaceIATEntryInAl1Mods(PCSTR pszCalleeModName,
PROC pfnCurrent, PROC pfnNew, BOOL fExcludeAPIHookMod) {

HMODULE hmodThisMod = fExcludeAPIHookMod

? ModuleFromAddress(ReplaceIATEntryInAl1Mods) : NULL;
// Get the 1ist of modules in this process
CToolhelp th(TH32CS_SNAPMODULE, GetCurrentProcessId()):;

MODULEENTRY32 me = { sizeof(me) };
for (BOOL fOk = th.ModuleFirst(&me); fOk; fOk = th.ModuleNext(&me)) {

// NOTE: We don't hook functions in our own module
if (me.hModule != hmodThisMod) {

// Hook this function in this module
ReplaceIATEntryInOneMod(
pszCalleeModName, pfnCurrent, pfnNew, me.hModule);

3
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void CAPIHook::ReplaceIATEntryInOneMod(PCSTR pszCalleeModName,
PROC pfnCurrent, PROC pfnNew, HMODULE hmodCaller) {

// Get the address of the module's import section

ULONG ulSize;

PIMAGE_IMPORT_DESCRIPTOR pImportDesc = (PIMAGE_IMPORT_DESCRIPTOR)
ImageDirectoryEntryToData(hmodCalter, TRUE,
IMAGE_DIRECTORY_ENTRY_IMPORT, &ulSize);

if (pImportDesc == NULL)
return; // This module has no import section

// Find the import descriptor containing references to callee's functions
for (; pImportDesc->Name; pImportDesc++) {
PSTR pszModName = (PSTR) ((PBYTE) hmodCaller + pImportDesc->Name);
if (istrcmpiA(pszModName, pszCalleeModName) == @)
break; // Found
1

if (pImportDesc->Name == @)
return; // This module doesn't import any functions from this callee

// Get caller's import address table (IAT) for the caliee's functions
PIMAGE_THUNK_DATA pThunk = (PIMAGE_THUNK_DATA)
((PBYTE) hmodCaller + pImportDesc->FirstThunk);

// Replace current function address with new function address
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for (; pThunk->ul.Function; pThunk++) {

// Get the address of the function address
PROC* ppfn = (PROC#) &pThunk->ul.Function;

// 1Is this the function we're looking for?
BOOL fFound = (*ppfn == pfnCurrent);

if (!fFound && (*ppfn > sm_pvMaxAppAddr)) {

// If this is not the function and the address is in a shared DLL,
// then maybe we're running under a debugger on Windows 98. In this
// case, this address points to an instruction that may have the

// correct address.

PBYTE pbInFunc = (PBYTE) =ppfn;

if (pbInFunc[@] == cPushOpCode) {
// We see the PUSH instruction, the real function address follows
ppfn = (PROC*) &pbInFunc[11;

// Is this the function we're looking for?
fFound = (xppfn == pfnCurrent);

if (fFound) {
// The addresses match, change the import section address
WriteProcessMemory(GetCurrentProcess(), ppfn, &pfnNew,
sizeof(pfnNew), NULL);
return; // We did it, get out

}

// 1f we get to here, the function is not in the caller's import section
}

TEELIELLTLEIIT I EITELEEL I L i A LI i iiiiiiiiiriiiiiiiireiisd

// Hook LoadLibrary functions and GetProcAddress so that hooked functions
// are handled correctly if these functions are called.

CAPIHook CAPIHook::sm_LoadLibraryA ("Kernel32.d11%, “"LoadLibraryA"™,
(PROC) CAPIHook::LoadLibraryA, TRUE);

CAPIHook CAPIHook::sm_LoadlLibraryW ("Kernel32.d11", "LoadLibraryW",
(PROC) CAPIHook::LoadLibraryW, TRUE);

CAPIHook CAPIHook::sm_LoadLibraryExA("Kernel132.d11", "LoadlLibraryExA"™,
(PROC) CAPIHook::LoadLibraryExA, TRUE);

CAPIHook CAPIHook::sm_LoadLibraryExW("Kerne132.d11", "LoadlibraryExK",
(PROC) CAPIHook::LoadLibraryExW, TRUE);

CAPIHook CAPIHook::sm_GetProcAddress("Kernel32.d11", "GetProcAddress”,
(PROC) CAPIHook::GetProcAddress, TRUE);
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void CAPIHook::FixupNewlylLoadedModule(HMODULE hmod, DWORD dwFlags) {

// If a new module is loaded, hook the hooked functions
if ((hmod != NULL) &% ((dwFlags & LOAD_LIBRARY_AS_DATAFILE) == 0)) {

for (CAPIHook* p = sm_pHead; p != NULL; p = p->m_pNext) {
ReplacelATEntryInOneMod(p->m_pszCalieeModName,
p->m_pfnOrig, p->m_pfnHook, hmod);

}
THIIEEIITELEIIIIIT AT PP R0 E T L L i e iiiriiitriiiiiiiiitiiiitirils

HMODULE WINAPI CAPIHook::LoadLibraryA(PCSTR pszModulePath) {

HMODULE hmod = ::LoadLibraryA(pszModulePath);
FixupNewlyLoadedModule(hmod, 0):
return(hmod);

}

FIIEITTEIEETI 0110000777007 07 0000070000007 007000 000700700007 777107781077177117717
HMODULE WINAPI CAPIHook::LoadLibraryw(PCNSTR pszModulePath) {

HMODULE hmod = ::LoadLibraryW(pszModulePath);
FixupNewlyloadedModule(hmod, @);
return(hmod);

}

ILEELTEILEITELTIE T T LTI TP LI LTI LT T iE i i i it iiiiiiiinsiiirg

HMODULE WINAPI CAPIHook::LoadLibraryExA(PCSTR pszModulePath,
HANDLE hFile, DWORD dwFlags) {

HMODULE hmod = ::lLoadlLibraryExA(pszModulePath, hFile, dwFlags);
FixupNewlyLoadedModule(hmod, dwFlags);
return(hmod) ;

}

HHEIETTEPT T EET LT E L it i i rir i i i1 i iiiiiiiiiliztiiliitrietiiiiiy

HMODULE WINAPI CAPIHook::LoadLibraryExW(PCWSTR pszModulePath,
HANDLE hFile, DWORD dwFlags) {

HMODULE hmod = ::LoadLibraryExW(pszModulePath, hFile, dwFlags);
FixupNewlyLoadedModule(hmod, dwFlags);
return(hmod) ;

}

THHITITITE7EET I TTI PP TT0 000 i i iiriiiiriiriririieiriiitiittiiriieiiiisi
FARPROC WINAPI CAPIHook::GetProcAddress(HMODULE hmod, PCSTR pszProcName) {

// Get the true address of the function
FARPROC pfn = GetProcAddressRaw(hmod, pszProcName);
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// Is it one of the functions that we want hooked?
CAPIHook* p = sm_pHead:
for (; (pfn != NULL) && (p != NULL): p = p->m_pNext) {

if (pfn == p->m_pfnlrig) {

// The address to return matches an address we want to hook
// Return the hook function address instead

pfn = p->m_pfnHook;

break;

}

return(pfn);
1

LIETITEIITETEE i iii111771717 kEnd of File ///1717711107710007177110171717171177

APIHook.h

/******************************************************************************

Module: APIHook.h
Notices: Copyright (c) 260¢ Jeffrey Richter

******************************************************************************/

#pragma once

IIITEILEEI LT LTI 0700 E T T i iir it i i it iiiriininiiriilitiil/

class CAPIHook {
public:
// Hook a function in all modules
CAPIHook(PSTR pszCalleeModName, PSTR pszFuncName, PROC pfnHook,
BOOL fExcludeAPIHookMod);

// Unhook a function from all modules
~CAPIHook();

// Returns the original address of the hooked function
operator PROC() { return(m_pfnOrig); }

pubtic:
// Calls the real GetProcAddress
static FARPROC WINAPI GetProcAddressRaw(HMODULE hmod, PCSTR pszProcName);

private:
static PVOID sm_pvMaxAppAddr; // Maximum private memory address
static CAPIHook* sm_pHead; // Address of first object

CAPIHook* m_pNext: // Address of next object
PCSTR m_pszCalleeModName; // Module containing the function (ANSI)
PCSTR m_pszFuncName; // Function name in callee (ANSI)

PROC m_pfnOrig; // Original function address in callee
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PROC m_pfnHook; // Hook function address
BOOL m_fExcludeAPIHookMod; . // Hook module w/CAPIHook implementation?

private:
// Replaces a symbol's address in a module's import section
static void WINAPI ReplacelATEntryInAl1Mods(PCSTR pszCalleeModName,
PROC pfnOrig, PROC pfnHook, BOOL fExcludeAPIHookMod):
// Replaces a symbol's address in all module's import sections
static void WINAPI ReplacelATEntryInOneMod(PCSTR pszCalleeModName,
PROC pfnOrig, PROC pfnHook, HMODULE hmodCaller);

private:
// Used when a DLL is newly loaded after hooking a function
static void WINAPI FixupNewlyLoadedModule(HMODULE hmod, DWORD dwFlags);

// Used to trap when DLLs are newly loaded

static HMODULE WINAPI LoadLibraryA(PCSTR pszModulePath);

static HMODULE WINAPI LoadLibraryW(PCWSTR pszModulePath);

static HMODULE WINAPI LoadlLibraryEXA(PCSTR pszModulePath,
HANDLE hFile, DWORD dwFlags);

static HMODULE WINAPI LoadLibraryExW(PCWSTR pszModulePath,
HANDLE hFile, DWORD dwFlags);

// Returns address of replacement function if hooked function is requested
static FARPROC WINAPI GetProcAddress(HMODULE hmod, PCSTR pszProcName);

private:
// Instantiates hooks on these functions
static CAPIHook sm_LoadlLibraryA;
static CAPIHook sm_LoadLibraryW;
static CAPIHook sm_LoadlLibraryExA;
static CAPIHook sm_LoadlibraryExW;
static CAPIHook sm_GetProcAddress;

};
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