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Windows 3
17 18
15.1
VirtualAlloc
PVOID VirtualAlloc(
PVOID pvAddress,
SIZE_T dwSize,
DWORD fdwAllocationType,
DWORD fdwProtect);
pvAddress
MULL VirtualAlloc
MEM_TOP_DOWN
50 MB 52 428 800
50% 1024% 1024 pvAddress
VirtualAlloc NULL pvAddress
VirtualAlloc
NULL
13 ( Windows
64K B) 19 668 992(300% 65 536 + 8192)
64KB 19 660 800 300
X 65536

VirtualAlloc
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VirtualAlloc pvAddress

VirtualAlloc 64KB
VirtualAlloc dwSize
CPU
62KB 4KB 8KB 16KB 64KB
VirtualAlloc fdwAllocationType
Virtual Alloc
MEM_RESERVE FdwAllocationType
pvAddress
fdwAllocationType NULL OR MEM_TOP_DOWN

MEM_RESERVE
Windows 98 MEM_TOP_DOWN

fdwProtect

PAGE_READWRITE
PAGE_READWRITE

PAGE_NOACCESS PAGE_READWRITE
PAGE_READONLY PAGE_EXECUTE PAGE_EXECUTE_READ PAGE_EXECUTE_
READWRITE PAGE_WRITECOPY PAGE_EXECUTE_
WRITECOPY VirtualAlloc NULL

PAGE_GUARD PAGE_NOCACHE
PAGE_WRITECOMBINE

Windows 98 PAGE_NOACCESS PAGE_READONLY PAGE_READWRITE
PAGE_EXECUTE PAGE_EXECUTE_READ
PAGE_READONLY
PAGE_EXECUTE_READWRITE
PAGE_READWRITE

15.2
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VirtualAlloc fdwAllocationType
MEM_COMMIT MEM_RESERVE
VirtualAlloc PAGE_READWRITE
VirtualAlloc
pvAddress
dwSize
x86 CPU
5242 880 512 KB
6 KB 2 KB
MEM_COMMIT VirtualAlloc

VirtualAlloc((PVOID) (5242880 + (2 * 1024)), 6 * 1024,
MEM_COMMIT, PAGE_READWRITE);

8 KB 5242880 5251071 (5242
880+ 8KB -1 PAGE_READWRITE

PAGE_READWRITE
PAGE_READONLY

15.3
VirtualAlloc
PVOID pvMem = VirtualAlloc(NULL, 99 * 1824,
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
99 KB 99 KB
100 KB 4 KB 104 KB 8 KB
pvAddress NULL pvAddress
VirtualAlloc NULL
PAGE_READWRITE
VirtualAlloc
pvMem
VirtualAlloc NULL
pvAddress
VirtualAlloc OR MEM_TOP_DOWN

fdwAllocationType pvAddress NULL
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200 x 256
CELLDATA
CELLDATA CellData[200]1[2561;
CELLDATA 128 6 553 600 200 x 256 x
128
CELLDATA
5 10
1) CELLDATA
2) CELLDATA

3) CELLDATA

4) CELLDATA

CELLDATA
CELLDATA

CELLDATA
CELLDATA
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. VirtualAlloc
CELLDATA
. Virtual Query CELLDATA
VirtualAlloc
VirtualAlloc
VirtualAlloc
. SEH SEH
SEH 23 24 25 25
15.5
VirtualFree

BOOL VirtualFree(

LPVOID pvAddress,

SIZE_T dwSize,

DWORD fdwFreeType);

VirtualFree
Virtual Free
pvAddress
VirtualAlloc
dwSize 0 dwSize 0 VirtualFree
fdwFreeType MEM_RELEASE
128 KB 64 KB 128 KB
VirtualFree
VirtualFree pvAddress

dwsSize

fdwFreeType
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MEM_DECOMMIT
pvAddress + dwSize
pvAddress pvAddress +
dwSize
dwSize 0 pvSddress VirtualFree

15.5.1

x86 4 KB 32 4096/128 CELLDATA

CellData[0][1] CellData[0][0]

CellData[0][31]

3

. CELLDATA
x86 CPU 8KB 12KB
CPU
100 100
0 1
0
0
BOOL fInUse
finUse TRUE
fInUse 0
TRUE
Virtual Free
“ InUse

/0
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15.5.2
15-1 VMAIlloc “ 15 VMAIlloc.exe”
1 Virtual Memory Allocator ] =]
15-VMAIlloc . : . 1
Page size:  4KB i Reserve region (50, 2KB stuctres] |
15-1
[ iul=rR 1 ID_ e | B[z | Igartage coll et |
Memary map
Reserve White: Free Grey: Reszerved Black: Committed
Region 50,2 KB VMAlloc 151 VMAIl
VirtualAlloc ' o
VirtualAlloc
Use
Use 7 46
« 15-2 4KB
Clear “ ?
Clear
flInUse FALSE
Garbage Collect VMAIlloc
46
Garbage Collect
15-3 GarbageCollect
BOOL

Page size:  4KB Hesere reqion (500 2KE shuichres] |

Index [0 - 49): IE llze I

Garbage collect |

temary map
‘wihite: Free Grey: Feserved Black: Committed

15-2

cma-m.%

Page size:  4KB Hesere reqion (500 2K shucines] |

Indes0-43) [46 wse | 0o |
Meman map
white: Free Grey: Fieserved Black: Committed
15-3
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3
. Use Clear Use
Clear
. flnUse
VMAIlloc Virtual Query
15-1 VMAlloc

VMAIlloc.cpp

/******************************************************************************
Module: VMAlloc.cpp
Notices: Copyright (c¢) 20086 Jeffrey Richter

******************************************************************************/

#include " ..\CmnHdr.h" /* See Appendix A. =/
#include <WindowsX.h>

ffinclude <tchar.h>

f#finclude "Resource.h”

FLLLETELTII T IA T L L0 ITIL L L EL i i i di i iiiririisiniiiiiititiiriiiid

// The number of bytés in a page on this host machine.
UINT g_uPageSize = 0;

// A dummy data structure used for the array.
typedef struct {

BOOL flInUse;

BYTE bOtherDatal2048 - sizeof(BOOL)];
} SOMEDATA, #PSOMEDATA;

// The number of structures in the array
fidefine MAX_SOMEDATA (50)

// Pointer to an array of data structures
PSOMEDATA g_pSomeData = NULL;

// The rectangular area in the window occupied by the memory map
RECT g_rcMemMap;

THELELTITITITETELITE T I IL LR ETE LI LT EIITIE AT IIL I ETTT 000000000000 700001010¢01)

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
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ChSETDLGICONS(hwnd, IDI_VMALLOC);

/1 Initialize the dialog box by disabling all the nonsetup controls.

EnableWindow(GetDlgItem{hwnd, IDC_INDEXTEXT), FALSE);
EnableWindow(GetDlgItem(hwnd, IDC_INDEX), FALSE);
EnableWindow(GetDlgItem(hwnd, IDC_USE), FALSE);
EnableWindow(GetD1gIltem(hwnd, IDC_CLEAR), FALSE);

EnableWindow(GetD1gItem(hwnd, IDC_GARBAGECOLLECT), FALSE);

// Get the coordinates of the memory map display.
GetWindowRect(GetDigIltem(hwnd, IDC_MEMMAP), &g_rcMemMap):
MapWindowPoints(NULL, hwnd, (LPPOINT) &g_rcMemMap, 2);

// Destroy the window that identifies the location of the memory map
DestroyWindow(GetDlgItem(hwnd, IDC_MEMMAP)):

// Put the page size in the dialog box just for the user's information.
TCHAR szBuf[1@];

wsprintf(szBuf, TEXT("("%d KB")"), g_uPageSize / 1024);
SetDlgltemText(hwnd, IDC_PAGESIZE, szBuf):

// Initialize the edit control.

SetDlgItemInt(hwnd, IDC_INDEX, @, FALSE);

return(TRUE);
1

///////////////////////////////////////////////////////////////////////////////

void Dig_OnDestroy(HWND hwnd) {

if (g_pSomeData != NULL)
VirtualFree(g_pSomeData, 0, MEM_RELEASE);

///////////////////////////////////////////////////////////////////////////////

VOID GarbageCollect(PVOID pvBase, DWORD dwNum, DWORD dwStructSize) {

static DWORD s_uPageSize = @;

if (s_uPageSize == @) {
// Get the page size used on this CPU.
SYSTEM_INFO si;
GetSystemInfo(&si);
s_uPageSize = si.dwPageSize;

UINT uMaxPages = dwNum * dwStructSize / g_uPageSize;
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for (UINT uPage = @; uPage < uMaxPages; uPage++) {

BOOL fAnyAllocsInThisPage = FALSE; ‘
UINT ulndex = uyPage =* g_uPageSize / dwStructSize;

UINT ulndexLast = ulndex + g_uPageSize / dwStructSize;

for (: uIndex < ulndexLast; ulndex++) {
MEMORY_BASIC_INFORMATION mbi; .
VirtualQuery(&g_pSomeDatalulndex], &mbi, sizeof(mbi));
fAnyAllocsInThisPage = ((mbi.State == MEM_COMMIT) &&
« (PBOOL) ((PBYTE) pvBase + dwStructSize * ulndex));

// Stop checking this page, we know we can't decommit it.
if (fAnyAllocsInThisPage) break;
}
if (1fAnyAllocsInThisPage) {
/7 No allocated structures in this page; decommit it.
VirtualFree(&g_pSomeDatalulndexLast - 1], dwStructSize, MEM_DECOMMIT):
}

}

PHLLETEETILITILIT O I I ITI IR LTI II 0L EIIT T LI III T 000100000070100007107077714

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCt1, UINT codeNotify) {
UINT ulndex = 0;

switch (id) {
case IDCANCEL:
EndDialog(hwnd, id);
break;

case IDC_RESERVE:
// Reserve enough address space to hold the array of structures.

g_pSomeData = (PSOMEDATA) VirtualAlloc(NULL,
MAX_SOMEDATA * sizeof(SOMEDATA), MEM_RESERVE, PAGE_READWRITE);

// Disable the Reserve button and enable all the other controls.

EnableWindow(GetDlgItem(hwnd, IDC_RESERVE), FALSE);
EnableWindow(GetD1gItem(hwnd, IDC_INDEXTEXT), TRUE);
EnableWindow(GetDlgItem(hwnd, IDC_INDEX), TRUE) ;
EnableWindow(GetDigItem(hwnd, IDC_USE), TRUE);

EnableWindow(GetDigItem(hwnd, IDC_GARBAGECOLLECT), TRUE):

// Force the index edit control to have the focus.
SetFocus(GetD1gItem(hwnd, IDC_INDEX));

// Force the memory map to update
InvalidateRect(hwnd, &g_rcMemMap, FALSE);
break;

case IDC_INDEX:
if (codeNotify != EN_CHANGE)
break;
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ulndex = GetDlgltemInt(hwnd, id, NULL, FALSE);
if ((g_pSomeData != NULL) && chINRANGE(O, ulndex, MAX_SOMEDATA - 1)) {
MEMORY_BASIC_INFORMATION mbi;
VirtualQuery(&g_pSomeDatalulndex], &mbi, sizeof(mbi));
BOOL fOk = (mbi.State == MEM_COMMIT);
if (fok)
fO0k = g_pSomeDatal[ulndex].fInUse;

EnableWindow(GetDlgItem(hwnd, IDC_USE), 1f0k);
EnableWindow(GetDlgltem(hwnd, IDC_CLEAR), fOk):;

} else {
EnableWindow(GetDlgItem(hwnd, IDC_USE), FALSE);
EnableWindow(GetDigItem(hwnd, IDC_CLEAR), FALSE);
}
break;

case IDC_USE:
ulndex = GetDlgItemInt(hwnd, IDC_INDEX, NULL, FALSE);
if (chINRANGE(@, ulndex, MAX_SOMEDATA - 1)) {

// NOTE: New pages are always zeroed by the system
VirtualAlloc(&g_pSomeDatafuIndex], sizeof(SOMEDATA),
MEM_COMMIT, PAGE_READWRITE);

g_pSomeDatalulndex].fInlUse = TRUE;

EnableWindow(GetDl1gItem(hwnd, IDC_USE), FALSE);
EnableWindow(GetDlgItem(hwnd, IDC_CLEAR), TRUE);

// Force the Clear button control to have the focus.:
SetFocus(GetDlgltem(hwnd, IDC_CLEAR));

// Force the memory map to update
InvalidateRect(hwnd, &g_rcMemMap, FALSE);
}
break;

case IDC_CLEAR:
ulndex = GetDlgItemInt(hwnd, IDC_INDEX, NULL, FALSE);
if (chINRANGE(®@, ulndex, MAX_SOMEDATA - 1)) {
g_pSomeDatalulndex].fInUse = FALSE;
EnableWindow(GetDlgItem(hwnd, IDC_USE), TRUE);

EnableWindow(GetDlgItem(hwnd, IDC_CLEAR), FALSE):

// Force the Use button control to have the focus.
SetFocus(GetDTgIltem(hwnd, IDC_USE)):

}

break;

case IDC_GARBAGECOLLECT:
GarbageCollect(g_pSomeData, MAX_SOMEDATA, sizeof(SOMEDATA))

// Force the memory map to update
InvalidateRect(hwnd, &g_rcMemMap, FALSE);
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break;

///////////////////////////////////////////////////////////////////////////////

void D1g_OnPaint(HWND hwnd) { // Update the memory map

PAINTSTRUCT ps;
BeginPaint(hwnd, &ps):

UINT uMaxPages = MAX_SOMEDATA =* sizeof(SOMEDATA) / g_uPageSize:
UINT uMemMapWidth = g_rcMemMap.right - g_rcMemMap.left:

if (g_pSomeData == NULL) {

// The memory has yet to be reserved.
Rectangle(ps.hdc, g_rcMemMap.left, g_rcMemMap.top,
g_rcMemMap.right - uMemMapWidth % uMaxPages, g_rcMemMap.bottom):

} else {

// Walk the virtual address space, painting the memory map
for (UINT uPage = 9; uPage < uMaxPages; uPage++) {

UINT ulndex = uPage = g4uPageSize / sizeof(SOMEDATA);
UINT ulndexLast = ulndex + g_uPageSize / sizeof(SOMEDATA):
for (; ulndex < ulndexLast:; uIndex++) {

MEMORY_BASIC_INFORMATION mbi;
VirtualQuery(&g_pSomeDatalulndex], &mbi, sizeof(mbi));

int nBrush = 9;

switch (mbi.State) {
case MEM_FREE: nBrush
case MEM_RESERVE: nBrush
case MEM_COMMIT: nBrush

WHITE_BRUSH; break;
GRAY_BRUSH; break;
BLACK_BRUSH; break;

(]

}

SelectObject(ps.hdc, GetStockObject(nBrush));

Rectangle(ps.hdc,
g_rcMemMap.left + uMemMapWidth / uMaxPages * uPage,

g.rcMemMap.top,
g_rcMemMap.left + uMemMapWidth / uMaxPages * (uPage + 1),

g_rcMemMap.bottom);

}

EndPaint(hwnd, &ps);
}

N R L s R sy
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INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) { -
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, D1g_OnInitDialog);

chHANDLE_DLGMSG(hwnd, WM_COMMAND, Dlg_OnCommand):
chHANDLE_DLGMSG(hwnd, WM_PAINT, Dlg_OnPaint);
chHANDLE_DLGMSG(hwnd, WM_DESTROY, Dlg_OnDestroy);
}
return(FALSE);
}

TEIIITIETITIE LT A AT I EETIIIEI T LT EIII I i I it it i riiitiiiiiisiiiei

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdlLine, int) {

// Get the page size used on this CPU.
SYSTEM_INFO si;
GetSystemInfo(&si);

g_uPageSize = si,dwPageSize;

DiaTogBax(hinstExe, MAKEINTRESOURCE(IDD_VMALLOC), NULL, D1g_Proc);
“return(e);

TETLIEELEIEELFIII8110141117111 End of File LHELTITETREIII 1400007000000 0101111

VMAIlloc.rc

//Microsoft Developer Studio generated resource script.
1/
#include "Resource,.h”

#define APSTUDIO_READONLY_SYMBOLS
/////////////////////////////////////////////////////////////////////////////
//

// Generated from the TEXTINCLUDE 2 resource.

// :

f#inctude "afxres.h"

THITITHTTEIILI LTI T LTI TELL AL LT IT I BT I LT EEEI T IT10000101074010117111
ffundef APSTUDIO_READONLY_SYMBOLS

/////////////////////////////////////////////////////////////////////////////
// English (U.S.) resources

#if ldefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)
f#Hifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

fipragma code_page(1252)

ffendif //_WIN32
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#ifdef APSTUDIO_INVOKED

;;///////////////////////////////////////////////////////////////////////////

// TEXTINCLUDE
1/

1 TEXTINCLUDE DISCARDABLE
BEGIN

"Resource.h\@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
n\gn

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

"\0"
END

fendif // APSTUDIO_INVOKED

JITIIIEIIIIETIIT L L Eddiddi it i ittt itiriitiiiidddidtiiriitiftiiiiiiry
//

// Dialog

/!

IDD_VMALLOC DIALOG DISCARDABLE 15, 24, 224, 97

STYLE WS_MINIMIZEBOX | WS_POPUP | WS_VISIBLE | WS_CAPTION ! WS_SYSMENU
CAPTION "Virtual Memory Allocator™

FONT 8, "MS Sans Serif"

BEGIN
LTEXT "Page size:",IDC_STATIC,4,6,34.8
CONTROL "16 KB",IDC_PAGESIZE,"Static”,SS_LEFTNOWORDWRAP |

SS_NOPREFIX | WS_GROUP,50,6,20,8
DEFPUSHBUTTON "gReserve region (58, 2KB structures)",IDC_RESERVE,88.,4,
140,14 ,WS_GROUP

LTEXT *aIndex (@ - 49):",IDC_INDEXTEXT,4,26,45,8
EDITTEXT IDC_INDEX,56,24,16,12

PUSHBUTTON "&Use”,IDC_USE,80,24,32,14

PUSHBUTTON "4&Clear”,IDC_CLEAR,116,24,32,14

PUSHBUTTON »&Garbage collect",IDC_GARBAGECOLLECT,160,24,60,14
GROUPBOX “Memory map"”,IDC_STATIC,4,42,216,52

CONTROL " IDC_MEMMAP,"Static™,SS_BLACKRECT,8,58,208,16
LTEXT "White: Free”,IDC_STATIC,8,80,39,8

CTEXT "Grey: Reserved”,IDC_STATIC,82,88,52,8

RTEXT "Black: Committed",IDC_STATIC,155,80,58,8

END
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//

// Icon

//

// Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_VMALLOC ICON DISCARDABLE "VMATloc.Ico"

ffendif // English (U.S.) resources

JII10TE0 10000000 E0 00T 000000000 T T i Ti i tiitiiiiiifitriretinriiiiiiniii/

ftifndef APSTUDIO_INVOKED

THTTEELIIEI PP 00700000000 H LTI EL i i iriiiitiiiiiiiiiriiiiietll
//

// Generated from the TEXTINCLUDE 3 resource.

//

THETIIIEIHEE IR T TTETIL LTI E LT i it iitialiiiiririinlry
fendif // not APSTUDIO_INVOKED

15.6

PAGE_READWRITE
PAGE_NOACCESS

Virtual Protect

BOOL VirtualProtect(
PVOID pvAddress,
SIZE_T dwSize,

DWORD f1NewProtect,
PDWORD pf101dProtect);

pvAddress dwSize
fINewProtect PAGE_*
PAGE_WRITECOPY PAGE_EXECUTE_WRITECOPY
pflOldProtect DWORD Virtual Protect pvAddress
DWORD
4 KB Virtual Protect

PAGE_NOACCESS
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VirtualProtect{pvRgnBase + (3 = 1024), 2 * 1024,
PAGE_NOACCESS, &f101dProtect);

Windows 98 Windows 98 PAGE_READONLY PAGE_READWRITE
PAGE_EXECUTE PAGE_EXECUTE_READ

PAGE_READONLY
PAGE_EXECUTE_READWRITE PAGE_READWRITE

Virtual Protect
Virtual Protect

15.7
Windows 98 Windows 98
RAM
.exe DLL /
RAM RAM RAM
Windows 2000
RAM RAM
RAM
VirtualAlloc MEM_RESET
VirtualAlloc
0 RAM RAM
RAM
0 RAM
RAM
VirtualAlloc
MEM_RESET VirtualAlloc

PINT pnData = (PINT) VirtualAlloc(NULL, 1024,
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
pn[@] = 100;

pnll] = 200;
VirtualAlloc((PVOID) pnData, sizeof(int), MEM_RESET, PAGE_RE,
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4 sizeof (int)
VirtualAlloc NULL
MEM_RESET VirtualAlloc
0 0
MEM_RESET OR
NULL
PVOID pvMem = VirtualAlloc(NULL, 1024,
MEM_RESERVE | MEM_COMMIT | MEM_RESET, PAGE_READWRITE);
MEM_RESET
MEM_RESET VirtualAlloc
MemReset
15-2 MemReset “ 15 MemReset.exe” MEM_RESET
15-MemReset
MemReset.cpp
VirtualAlloc 1024
Istrcpy
RAM
RAM
No
VirtualAlloc MEM_RESET
RAM
3
1) GlobalMemoryStatus RAM
2) VirtualAlloc
RAM
3) ZeroMemory RAM
RAM
RAM
ZeroMemory
MemReset RAM
RAM

RAM
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15-2 MemReset

MemReset.cpp

/******************************************************************************
Module: MemReset.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

f#include..\CmnHdr.h" /* See Appendix A. */
#include <tchar.h>

LELITETTIL LR LTI I LLEETI LR R P EIIL 87T TTI 800010000 10000000 01000007107¢0117

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, LPTSTR pszCmdLine, int) {

chWindows9xNotATlowed();

TCHAR szAppName[]
TCHAR szTestData(]

TEXT("MEM_RESET tester");
TEXT("Some text data");

// Commit a page of storage and modify its contents.
LPTSTR pszData = (LPTSTR) VirtualAlloc(NULL, 1024,

MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
1strcpy(pszData, szTestData);

if (MessageBox(NULL, TEXT("Do you want to access this data later?"),
szAppName, MB_YESNO) == IDNO) {

// We want this page of storage to remain in our process but the
// contents aren't important to us anymore.
// Tell the system that the data is not modified.

// Note: Because MEM_RESET destroys data, VirtualAlloc rounds

// the base address and size parameters to their safest range.

// Here is an example:

/1 VirtualAlloc(pvData, 5000, MEM_RESET, PAGE_READWRITE)

// resets @ pages on CPUs where the page size is greater than 4 KB

// and resets 1 page on CPUs with a 4-KB page. So that our call to

// VirtualAlloc to reset memory below always succeeds, VirtualQuery

// is called first to get the exact region size.

MEMORY_BASIC_INFORMATION mbi;

VirtualQuery{pszData, &mbi, sizeof(mbi));

VirtualAlloc(pszData, mbi.RegionSize, MEM_RESET, PAGE_READWRITE):
}

// Commit as much storage as there is physical RAM.
MEMORYSTATUS mst;
GlobalMemoryStatus(&mst);
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PVOID pvDummy = VirtualAlloc(NULL, mst.dwTotalPhys,
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE):

// Touch all the pages in the dummy region so that any
// modified pages in RAM are written to the paging file.
ZeroMemory(pvDummy, mst.dwTotalPhys);

// Compare our data page with what we originally wrote there.
if (Istrcmp(pszData, szTestData) == 9) {

/{ The data in the page matches what we originally put there.
// ZeroMemory forced our page to be written to the paging file.
MessageBox(NULL, TEXT("Modified data page was saved."),
szAppName, MB_0K);
} else {

// The data in the page does NOT match what we originally put there
// ZleroMemory didn't cause our page to be written to the paging file
MessageBox(NULL, TEXT("Modified data page was NOT saved."),
szAppName, MB_0K);
}
return(9);

LHEELEIIINIIEE0 170087777 1171177 End of File J////1171771771100170011110111111¢8111¢

15.8 _ Windows 2000

RAM

32
Windows 2000

AWE  Microsoft AWE

. RAM
. RAM
AWE RAM RAM
RAM VirtualAlloc
RAM
RAM
RAM
RAM
AWE

// First, reserve a 1MB region for the address window
ULONG_PTR ulRAMBytes = 10824 * 1024
PVOID pvWindow = VirtualAlloc(NULL, ulRAMBytes,
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MEM_RESERVE | MEM_PHYSICAL, PAGE_READWRITE);

// Get the number of bytes in a page for this CPU platform
SYSTEM_INFO sinf;
GetSystemInfo(&sinf);

// Calculate the required number of RAM pages for the
// desired number of bytes
ULONG_PTR ulRAMPages = ulRAMBytes / sinf.dwPageSize

// Allocate array for RAM page's page frame numbers

ULONG_PTR aRAMPages[ulRAMPages]:

// Allocate the pages of RAM (requires Lock Pages in Memory user right)

AllocateUserPhysicalPages(
GetCurrentProcess(), // Allocate the storage for our process
&ulRAMPages, // Input: # of RAM pages, Output: # pages allocated
aRAMPages); // Output: Opaque array indicating pages allocated

// Assign the RAM pages to our window

MapUserPhysicalPages(pvWindow, // The address of the address window
ulRAMPages, // Number of entries in array
aRAMPages); // Array of RAM pages

// Access the RAM pages via the pvWindow virtual address

// Free the block of RAM pages

FreeUserPhysicalPages(
GetCurrentProcess(), // Free the RAM allocated for our process
&ul1RAMPages, // Input: # of RAM pages, Output: # pages freed
aRAMPages); // Input: Array indicating the RAM pages to free

// Destroy the address window
VirtualFree(pvWindow, @, MEM_RELEASE);

AWE
VirtualAlloc 1MB
RAM
MEM_RESERVE

MEM_PHY SICAL RAM AWE
PAGE_READWRITE

VirtualAlloc Virtual Protect

RAM AllocateUserPhysical Pages

BOOL AllocateUserPhysicalPages(
HANDLE hProcess,
PULONG_PTR pulRAMPages,
PULONG_PTR aRAMPages);

pulRAMPages RAM
hProcess
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RAM RAM
RAM aRAMPages
RAM RAM
RAM
pulRAM Pages
RAM AWE RAM
RAM
RAM
RAM AWE
RAM
Global M emory StatusEx
RAM AllocateUserPhysical Pages Lock Pages
in Memory
Local System
AllocateUserPhysical Pages
Windows 2000 Windows 2000 Lock Pagesin Memory
1) Start Run Computer Management MMC
Run “ Compmgmt.msc/a’ OK
2) Local Computer Policy
Add/Remove Shap-ins / shap-in
Standalone Snap-ins Added To Computer
Management(local) Add Add Standal one Snap-in
Available Standalone Snap-ins Group Policy
Add Select Group Policy Object
Finish Add Standalone Snap-in Close
Add/Remove Shap-in OK Computer Management
Local Computer Policy
3) Local Computer Policy(
) Computer Configuration( )  Windows Settings
Security Settings Local Policy User Rights
Assignment
4) Lock Pagesin Memory

5) Action Security Lock Pagesin Memory



Chinas=pubecom

15

Add Select Users or Group Lock Pagesin
Memory / OK
Lock Pagesin
Memory

RAM MapUserPhysical
Pages RAM

BOOL MapUserPhysicalPages(
PVOID pvAddressWindow,
ULONG_PTR ulRAMPages,
PULONG_PTR aRAMPages);

pvAddressWindow
ulRAMPages aRAMPages RAM
Microsoft
MapUserPhysical Pages
RAM

M apU serPhysi cal Pages RAM
aRAM Pages NULL

// First, reserve a 1MB region for the address window
ULONG_PTR ulRAMBytes = 1024 =* 1024
RAM
pvWindow RAM
RAM FreeUserPhysical Pages

BOOL FreeUserPhysicalPages(
HANDLE hProcess,
PULONG_PTR pulRAMPages,
PULONG_PTR aRAMPages);

hProcess RAM
RAM
Virtual Free
0 MEM_RELEASE
RAM
RAM
RAM RAM RAM
64 Windows 2000 AWE AWE 32
64 AWE
AWE RAM

AWE

15-3 AWE “ 15-AWE.exe"



China=hubecom

15-
AWE RAM
RAM “ Text in Storage 0” RAM “ Text
in Storage 1” RAM RAM
15-4
B Addiess Windowing Extensions = =]
indow O | E{EE=Eg] ITEHt it Storage 0
wiindave 1 ISlorage 1 LI lTth in Storage 1
154 AWE
RAM
No Storage
RAM
RAM 15-5 AWE
C:ADocuments and 5ettingziJeffrey Richter\My Documents\Widvwin\CD\xB6\De.
Thiz storage can be mapped only once.
15-5
AWE 3
C++ AddrWindows.h CSystemlinfo GetSystemlnfo
CSysteminfo
C++ CAddrWindow Create
Destroy UnmapStorage
RAM PVOID
C++ CAddrWindowStorage CAddrWindow
RAM Allocate Lock Pages in Memory RAM
Free RAM HowM anyPagesAllocated
MapStorage UnmapStorage CAddrWindow RAM
C++
CAddrWindow CAddrWindowsStorage
15-3 AWE
AWE.cpp

/******************************************************************************
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/*************************************************************************

Module: AWE.cpp -
Notices: Copyright ¢c) 20800 Jeffrey Richter

o *
***************************************************************************** /

#include "..\CmnHdr.h" /% See Appendix A. */
f#include <Windowsx.h>

fHinclude <tchar.h>

ffinclude "AddrWindow.h"

#include "Resource.h"

FLOLTLITETELLTLELFTILET LTI LETELITITIITTEF LT AT 11T IR II01070070000070700071)

CAddriindow g_aw[2]; // 2 memory address windows
CAddrWindowStorage g_aws[2]; // 2 storage blocks
const ULONG_PTR g_nChars = 1024; // 1824 character buffers

LIHTTELITELELLI L LT ITTELELEL LI L0001 1000000 ET 000101010 1010107010001100017

BOOL D1g_OnInitDialog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_AWE);

// Create the 2 memory address windows
ChVERIFY(g_aw[0].Create(g_nChars * sizeof(TCHAR)));
ChVERIFY(g_aw[1].Create(g_nChars % sizeof(TCHAR))):

/] Create the 2 storage blocks
if (lg_aws[@].Allocate(g_nChars = sizeof(TCHAR))) {
chFAIL("Failed to allocate RAM.\nMost 1ikely reason: "
"you are not granted the Lock Pages in Memory user right.™);
}
ChVERIFY(g_aws[1].Allocate(g_nChars = sizeof(TCHAR)));

// Put some default text in the 1st storage block
g.aws[@].MapStorage(g_aw[@]):;
I1strcpy((PSTR) (PVOID) g_aw[@], TEXT("Text in Storage 8"));

// Put some default text in the 2nd storage block
g_aws[1].MapStorage(g_aw[@]);
Istrcpy((PSTR) (PVOID) g_aw[@1, TEXT("Text in Storage 1™));

// Populate the dialog box controls

for (int n = 0; n <= 1; n++) {
// Set the combo box for each address window
int id = ((n == @) ? IDC_WINDOWOSTORAGE : IDC_WINDOW1STORAGE);
HWND hwndCB = GetDlgItem(hwnd, id);
ComboBox_AddString(hwndCB, TEXT("No storage")):
ComboBox_AddString(hwndCB, TEXT("Storage 8"));
ComboBox_AddString(hwndCB, TEXT("Storage 1")):
/] Window @ shows Storage @, Window 1 shows Storage 1

ComboBox_SetCurSel(hwndCB, n + 1);
FORWARD_WM_COMMAND (hwnd, id, hwndCB, CBN_SELCHANGE, SendMessage);
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Edit_LimitText(GetDlgItem(hwnd,
(n == @) ? IDC_WINDOWOTEXT : IDC_WINDOWITEXT), g_nChars);
}

return(TRUE):;

FIPITEEIITELEETELHEEILE LTI EEITEETITI 8L i I i IR d i it iiiiiiiiiettiiiiitiiiiite

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCtl, UINT codeNotify) {
switch (id) {

case IDCANCEL:
EndDialog(hwnd, id);
break;

case IDC_WINDOW@STORAGE:
case IDC_WINDOW1STORAGE:
if (codeNotify == CBN_SELCHANGE) {

// Show different storage in address window
int nWindow = ((id == IDC_WINDOWOSTORAGE) ? @ : 1);
int nStorage = ComboBox_GetCurSel(hwndCt1) - 1;

if (nStorage == -1) { // Show no storage in this window
chVERIFY(g_aw[nWindow].UnmapStorage());
} else {

if (!g_aws[nStorage].MapStorage(g_awinWindow]}) {
// Couldn't map storage in window
chVERIFY(g_aw[nWindow].UnmapStorage());
ComboBox_SetCurSel(hwndCtl, @); // Force “"No storage”
chMB("This storage can be mapped only once.");
}
}

// Update the address window's text display
HWND hwndText = GetDigItem(hwnd,

((nWindow == @) ? IDC_WINDOWOTEXT : IDC_WINDOWLTEXT)):
MEMORY_BASIC_INFORMATION mbi;

yirtua10uery(g_aw[nwindow]. &mbi, sizeof(mbi));
/ Note: mbi.State == MEM_RESERVE if no st ¢ is i

: _ orage is in addr i
En?blewwndow(hwndText. (mbi.State == MEM_COMMIT)): ses window
Edit_SetText(hwndText, IsWindowEnabled(hwndText)

} ? (PCSTR) (PVOID) g_aw[nWindow] : TEXT("(No storage)™));

break;

case IDC_WINDOWOTEXT:
case IDC_WINDOWITEXT:
if (codeNotify == EN_CHANGE) {
// Update the storage in the address window
int nWindow = ((id == IDC_WINDOW@TEXT) ? 0 : 1);
Edit_GetText(hwndCtl, (PSTR) (PVOID) g_awlnWindow]l, g_nChars);
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break;

///////////////////////////////////////////////////////////////////////////////

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
ChHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnlnitDialog);
. ChHANDLE_DLGMSG(hwnd, WM_COMMAND, D1g_OnCommand) ;

return(FALSE);

///////////////////////////////////////////////////////////////////////////////

int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {
chWindows2000Required();

DialogBox(hinstExe, MAKEINTRESOURCE(IDD_AW

’ _AWE), .
return(e); ), NULL, DIg_Proc);
}

TIETIIIIIII00100000711011717711 End of File TILLEIIIEIII I 00T I1L00011010701117

AWE.rc

//Microsoft Developer Studio generated resource script.

1/
#include "resource.h”

f#tdefine APSTUDIO_READONLY_SYMBOLS
JITIETIEEITET A LTI LT ELLEEFIEEII i I L ET L i i L iiiii i iiiiiiieiiistiititisti

//
// Generated from the TEXTINCLUDE 2 resource.

//
finclude "afxres.h"

JITIIIIITIIIIEIL L LR d it it biiaiitiiiitidiiiiiiiiiititifiitizeeisiniirsiitrg
#fundef APSTUDIO_READONLY_SYMBOLS

JIITIIIIIILTII T EE LI Ei it iiiiiaiiiddiiiiiiiitiiiiiisiiiiiiiiiils
// English (U.S.) resources

f#if tdefined(AFX_RESOURCE_DLL) || defined(AFX_TARG_ENU)

#ifdef _WIN32
LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

J#pragma code_page(1252)
f#fendif //_WIN32

R
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//
// Dialog
//

IDD_AWE DIALOG DISCARDABLE @, @, 288, 45

STYLE DS_SETFOREGROUND | DS_3DLOOK | DS_CENTER | WS_MINIMIZEBOX ] WS_VISIBLE |
WS_CAPTION | WS_SYSMENU

CAPTION "Address Windowing Extensions”

FONT 8, "MS Sans Serif"

BEGIN
LTEXT "Window @:",IDC_STATIC,4,6,35,8
COMBOBOX IDC_WINDOWOSTORAGE,44,4,80,58,CBS_DROPDOWNLIST |
WS_TABSTOP .
EDITTEXT IDC_WINDOW@TEXT,132,4,152,14,ES_AUTOHSCROLL
LTEXT "Window 1:",IDC_STATIC,4,28,35,8
COMBOBOX IDC_WINDOW1STORAGE,44,25,80¢,58,CBS_DROPDOWNLIST |
WS_TABSTOP
EDITTEXT IDC_WINDOW1TEXT,132,25,152,14,ES_AUTOHSCROLL
END

/////////////////////////////////////////////////////////////////////////////
1/

// DESIGNINFO

//

Fifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_AWE, DIALOG
BEGIN ‘
LEFTMARGIN, 7
RIGHTMARGIN, 281
TOPMARGIN, 7
BOTTOMMARGIN, 38
END
END
fendif // APSTUDIO_INVOKED

fHifdef APSTUDIO_INVOKED
//////////////////////////////////////////////////////////////////l//////////
1/

// TEXTINCLUDE

!/

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o@"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h"“\r\n"
"\0"

END

3 TEXTINCLUDE DISCARDABLE
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BEGIN
"\r\n"
"\gn

END

flendif // APSTUDIO_INVOKED

JHITHETTIEEI LI IR TSI R EELL L AT T LTI F I AT i P i i1 it il e
1/

// 1con

/1!

// Icon with lowest ID value placed first to ensure application icon

// remains consistent on all systems.

IDI_AKE ICON DISCARDABLE "AWE.fco"

ffendif // English (U.S.) resources

TITEHEFIIEETEIT I L IR E T BT H 0L E i 0T EI i1 i i ity

#ifndef APSTUDIO_INVOKED

THITITETEII T T LI E L LI TR I T T FETE T T EE T LR i i r i iiiiitirliiist iy
//

// Generated from the TEXTINCLUDE 3 resource.

//

PEEEIEIIIIIEITT LTI HEL LI LI LE TP E LT ER T i ii i1t
fendif // not APSTUDIO_INVOKED

AddrWindow.h

/******************************************************************************

Module: AddrWindow.h
Notices: Copyright (c) 2000 Jeffrey Richter

oot oo e sk e ok o ok ok Rk Rk ko R kR ok ook sk kok sk R R Rk Rk Rk kA kR kR Rk kR kR kR Rk Rk Rk Rk kR ko k kg [

fipragma once
JIITILLEEEL R LTI E P EELIT T T T it it eiriiiriiissiiiiieiriterti/

#include "..\CmnHdr.h" /% See Appendix A, */°
#include <tchar.h>

THITIEETIEL LTI TR EF LT R P P E0 00 00 PR Eniiiirnintlii el

class CSystemInfo : public SYSTEM_INFO {
public:

CSystemInfo() { GetSystemInfo(this): }
}:

///////////////////////////////////////////////////////////////////////////////
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class CAddrWindow {

public:
CAddrWindow() { m_pvWindow = NULL; }
~CAddrWindow() { Destroy(); }

BOOL Create(SIZE_T dwBytes, PVOID pvPreferredWindowBase = NULL) {
// Reserve address window region to view physical storage
m_pvWindow = VirtualAlloc(pvPreferredWindowBase, dwBytes,

MEM_RESERVE | MEM_PHYSICAL, PAGE_READWRITE); '
return(m_pvWindow != NULL):

}

BOOL Destroy() {
BOOL fOk = TRUE;
if (m_pvWindow I= NULL) {
// Destroy address window region
fOk = VirtualFree(m_pvWindow, @, MEM_RELEASE);
m_pvWindow = NULL;
}
return(f0k);
}

BOOL UnmapStorage() {
// Unmap all storage from address window region
MEMORY_BASIC_INFORMATION mbi;
VirtualQuery(m_pviWindow, &mbi, sizeof(mbi)):
return(MapUserPhysicalPages(m_pvWindow,
mbi.RegionSize / sm_sinf.dwPageSize, NULL));

// Returns virtual address of address window
operator PVOID() { return(m_pvWindow): }

private:
PVOID m_pvWindow; // Virtual address of address window region

static CSystemInfo sm_sinf;
};

PIELETTIIII LTI EITEII T ELET T I EE TR L LTI II I8 8080 III 188000000001 E1111]

CSystemInfo CAddrWindow::sm_sinf;

Ry NN ANy as g

class CAddriWindowStorage {

public:
CAddrWindowStorage() { m_ulPages = @; m_pulUserPfnArray = NULL; }
~CAddrWindowStorage() { Free(); }

BOOL Allocate(ULONG_PTR ulBytes) {
// Allocate storage intended for an address window
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Free(); // Cleanup this object's existing address window

// Calculate number of pages from number of bytes
m_ulPages = (ulBytes + sm_sinf.dwPageSize) / sm_sinf.dwPageSize;

// Allocate array of page frame numbers
m_pulUserPfnArray = (PULONG_PTR)
HeapAlloc(GetProcessHeap(), @, m_ulPages * sizeof(ULONG_PTR));

BOOL fOk = (m_pulUserPfnArray != NULL);

if (fOk) {
// The "Lock Pages in Memory" privilege must be enabled
EnablePrivilege(SE_LOCK_MEMORY_NAME, TRUE):
fOk = AllocateUserPhysicalPages(GetCurrentProcess(),

&m_ulPages, m_pulUserPfnArray);

EnablePrivilege(SE_LOCK_MEMORY_NAME, FALSE);

}

return(f0k);

}

BOOL Free() {
BOOL fOk = TRUE;
if (m_pulUserPfnArray != NULL) {
fok = FreeUserPhysica]Pages(GetCurrentProcess(),
&m_ulPages, m_pulUserPfnArray);
if (fOk) {
// Free the array of page frame numbers
HeapFree(GetProcessHeap(), o, m_pulUserPfnArray);
m_ulPages = 9;
m_pulUserPfnArray = NULL:
}
}
return(fok);

ULONG_PTR HowManyPagesAllocated() { return(m_ulPages); )}

BOOL MapStorage(CAddrWindow& aw) {
return(MapUserPhysicalPages(aw,
HowManyPagesAllocated(), m_pulUserPfnArray));
1

BOOL UnmapStorage(CAddriWindow& aw) {
return(MapUserPhysicalPages(aw,
HowManyPagesAllocated(), NULL)):
}

private:
static BOOL EnablePrivilege(PCTSTR pszPrivName, BOOL fEnable = TRUE) {

BOOL fOk = FALSE; // Assume function fails
HANDLE hToken;

// Try to open this process's access token
if (OpenProcessToken(GetCurrentProcess().
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TOKEN_ADJUST_PRIVILEGES, &hToken)) { .

// Attempt to modify the "Lock pages in Memory" user right
TOKEN_PRIVILEGES tp = { 1 };

LookupPrivilegeValue(NULL, pszPrivName, &tp.Privileges[0].Luid);
tp.Privileges[@].Attributes = fEnable ? SE_PRIVILEGE_ENABLED : @;
AdjustTokenPrivileges(hToken, FALSE, &tp, sizeof(tp), NULL, NULL);

fOk = (GetLastError() == ERROR_SUCCESS);
CloseHandle(hToken);
1
return(fok);
1

private:
ULONG_PTR m_ulPages; // Number of storage pages
PULONG_PTR m_pulUserPfnArray; // Page frame number array

private:
static CSystemInfo sm_sinf;
};

LHETTHITIIL LTI LT LT 70 I I DT E LI E LTI AL b i I LTI I 81T 0100710010010000110717
CSystemInfo CAddrWindowStorage::sm_sinf;

ILLETIIIITILELEPEEETT110777101 End of File ///717117110000077771171111717111717




