DLL

CPU

CPU

4-1 CPU

CPU
CPU 4-1 CPU

Windows 2000 Micorsoft Windows 2000 CPU
Windows 2000 CPU
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Windows 98 Windows 98

Windows 2000

Windows
4.1 Windows
Windows GUI
CUI GUI
“ Windows’
Windows Notepad Calculator WordPad GUI
Cul
CMD.EXE Windows 2000 COMMAND.COM (
Windows 98) CUl
CUlI
GUI
GUI
Microsoft Visual C++
CUlI
/SUBSYSTEM:CONDOLE GUI
SUBSYSTEM:WINDOWS
CUlI

GUI

Windows
4

int WINAPI WinMain(
HINSTANCE hinstExe,
HINSTANCE,
PSTR pszCmdLine,
int nCmdShow);

int WINAPI wWinMain(
HINSTANCE hinstExe,
HINSTANCE,
PWSTR pszCmdLine,
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4
int nCmdShow);
int __cdecl main(
int argc,
char =*argv[],
char #envp[1);
int __cdecl wmain
int argc,
wchar_t =argv[],
wchar_t *envp[l);
C/C++
C/C++ malloc free
C++
( 41
4-1
ANSI GUI WinMain WinMainCRT Startup
Unicode GUI wWinMain wWinMainCRT Startup
ANSI CuUl main mainCRT Startup
Unicode Cul wmain wmainCRT Startup
C/C++
/SUBSY STEM:WINDOWS WinMain  wWinmain
WinMainCRT Startup wWinMainCRT Startup
/SUBSY STEM:CONSOLE
main wmain mainCRT Startup wmainCRT Startup
main  wmain “ "
/SUBSY STEM
4 WinMain wWinMain man wmain
C/C++
Windows/Visual C++
Win32
main win32
/SUBSY STEM:WINDOWS WinMain wWinMain
4
e main WinMain
e Visual C++ Win32
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. Project Settings Link /SUBSY STEM:WINDOWS
/SUBSY STEM:CONSOLE

. Project Settings Link /SUBSY STEM:WINDOWS
Visual C++ Developer Studio Win32
Win32
C/C++
ANSI Unicode C
Visual C++ C CRtO.c 4
o C/C++ StdLib.h
4-1
« C malloc calloc /
. C++
C/C++
wWinMain

GetStartupInfo(&StartupInfo);
int nMainRetVal = wWinMain(GetModuleHandle(NULL), NULL, pszCommandLineUnicode,
(StartupInfo.dwFlags & STARTF_USESHOWWINDOW)
? StartupInfo.wShowWindow : SW_SHOWDEFAULT);
WinMain
GetStartupInfo(&StartupInfo);

int nMainRetVal = WinMainGetModuleHandle(NULL), NULL, pszCommandLineAnsi,
(StartupInfo.dwFlags & STARTF_USESHOWWINDOW)

? StartupInfo.wShowWindow : SW_SHOWDEFAULT);
wmain

int nMainRetVal = wmain(__argc, __wargv, _wenviron);

main
int nMainRetVal = main(__argc, __argv, _environ);
C exit nMainRetVal
Exit
. _onexit
. C++
. ExitProcess nMainRetVal

exit
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4
4-2 C/IC++
4-2 C/C++
_osver unsigned int Windows 2000 Beta 3
2031 _osver 2031
_winmajor unsigned int Windows Windows
2000 5
_winminor unsigned int Windows Windows
2000 0
_winver unsigned int (_winmajor<<8)+_winminor
--argc unsigned int
--argv char** ANSI/Unicode __argc
--wargv wchar_t**
_environ char** ANSI/Unicode
_wenviron wchar_t**
_pgmptr char* ANSI/Unicode
_wpgmptr wchar_t*
41.1
DLL
(w)WinMain hinstExe

HICON LoadIcon(
HINSTANCE hinst,
PCTSTR pszlicon);

Loadlcon DLL
(W)WinMain hinstExe
Platform SDK HMODULE
GetModuleFileName
DWORD GetModuleFileName(
HMODULE hinstModule,
PTSTR pszPath,
DWORD cchPath);
HMODULE HINSTANCE
HMODULE HINSTANCE
HINSTANCE HMODULE
16 Windows HMODULE HINSTANCE
(w)WinMain hinstExe
0x00400000 (W)WinMain hinstExe 0x00400000
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Visual C++ 0x00400000 Windows
98
Microsoft /BASE:address
Windows 0x00400000 Windows 98
Windows 98 Windows
2000 0x00400000
GetModuleHandle DLL

/

HMODULE GetModuleHandle(PCTSTR pszModule);

0
DLL DLL
GetModuleHandle DLL
NULL GetModuleHandle pszModule NULL
GetModuleHandle C (w)WinMain
GetModuleHandle
GetModuleHandle “ ComDlg32”
NULL ComDlIlg32.dll
GetModuleHandle NULL
DLL NULL
DLL
4.1.2
C/C++ NULL (w)WinMain hinstExePrev
16 Windows (W)WinMain
16 Windows
(W)WinMain
int WINAPI WinMain(
HINSTANCE hinstExe,
HINSTANCE,
PSTR pszCmdLine,
int nCmdShow);
4.1.3
CreateProcess
C
WinMain pszCmdLine
pszCmdLine ANSI WinMain
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wWinMain Unicode

PTSTR GetCommandLine();

Unicode

PWSTR CommandLineToArgvW(
PWSTR pszCmdLine,
int* pNumArgs);

w

‘ Wide' pszCmdLine
GetCommandLinew PNumArgs

CommandLineToArgvW
CommaneLineToArgvW

HeapFree
int nNumArgs;

pszCmdLine

GetCommandLine

_argc __wargv
CommandLineToArgvW

Unicode W

PWSTR *ppArgv = CommandLineToArgvW(GetCommandLineW(), &nNumArgs);

// Use the arguments..
if (+ppArgv[l] == L'x") {

}
// Free the memory block

HeapFree(GetProcessHeap(), 8, ppArgv);

4.1.4

VarNamel=VarValuel\o
VarName2=VarValue2\0
VarName3=VarValue3\0

VarNameX=VarValueX\@
\0
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XYZ ABC

XYZ= Windows (Notice the space after the equal sign.)
ABC=Windows

XYZ Home
XYZ Work i
XYZ =Home (Notice the space before the equal sign.)
XYZ=Work
0
Windows98 Windows 98
AutoExec.bat SET SET
~ SET VarName=VarvValue
AutoExec.bat
Windows 98
Windows 2000 Windows 2000
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contral\
Session Manager\Environment
'HKEY_CURRENT_USER\Envirpnment
System
Advanced Environment Variables 4-2
-w--ui!m-rllu——-—————-n~
Vel (e |
T e
T = rmack
ahi [ L T P T ST i
') 1 CjCormards arsd Sotbnge! i oy Ea) j
b e s ] i, e g R -
[ [romabe T j
TR e e 3ol
WD o PR | -
o e W1
8] e da IR e 1T e T
1 e AN T e i £ 1 TR :I
- | i 1 Cwfain
Lo |

4-2 Environment Variables
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Explorer Task Manager Control Panel
SETTINGCHANGE

SendMessage (HWND_BROADCAST, WM_SETTINGCHANGE,
@, (LPARAM) TEXT("Environment"));

CreateProcess

Variable

DWORD GetEnvironmentVariable(
PCTSTR pszName,
PTSTR pszValue,
DWORD cchValue);

GetEnvironmentVariable pszName
cchvalue

#USERPROFILE%\My Documents

USERPROFILE

C:\Documents and Settings\Administrator

C:\Documents and Settings\Administrator\My Documents

Windows

DWORD ExpandEnvironmentStrings(
PCSTR pszSrc,
PSTR pszDst,
DWORD nSize);

pszSrc

WM_

GetEnvironment

pszVaue

USERPROFILE

ExpandEnvironmentStrings

pszDst
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nSize
SetEnvironmentV ariable
BOOL SetEnvironmentVariable(
PCTSTR pszName,
PCTSTR pszValue);
pszName pszVaue
SetEnvironmentVariable
pszValue NULL

SetEnvironmentVariable SetEnvironment
Variable
415
CPU
CPU 7
4.1.6
SetErrorMode
UINT SetErrorMode(UINT fuErrorMode):
fuErrorMode 4-3 OR

4-3 fuError Mode

SEM_FAILCRITICALERRORS
SEM_NOGOFAULTERRORBOX
GP
SEM_NOOPENFILEERRORBOX
SEM_NOALIGNMENTFAULTEXCEPT

x86
SEM_NOGPFAULTERRORBOX
GP
GP
CreateProcess
CREATE_DEFAULT_ERROR_MODE CreateProcess

4.1.7

Windows
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CreateFile

DWORD GetCurrentDirectory(
DWORD cchCurDir,
PTSTR pszCurDir);
BOOL SetCurrentDirectory(PCTSTR pszCurDir);

4.1.8

=C:=C:\Utility\Bin
=D:=D:\Program Files

C \Utility\Bin D
\Program Files
C:\Utility|Bin CreateFile D:ReadMe.Txt
=D =D D:\Program Files
ReadMe.Txt =D D ReadMe.Txt
Windows
C _chdir Windows SetCurrentDirectory
_chdir SetCurrentDirectory _chdir

GetFullPathName

DWORD GetFuTll1PathName(
PCTSTR pszFile,
DWORD cchPath,
PTSTR pszPath,
PTSTR *ppszFilePart):

C GetFullPathName

TCHAR szCurDir[MAX_PATH]:
DWORD GetFullPathName(TEXT("C:"), MAX_PATH. szCurDir. NUII}-
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4.1.9

Windows API
DWORD GetVersion();

MS-DOS

Microsoft

GetVersion

GetVersionEx:

Windows
Windows 2000
GetVersion

16 Windows
Windows

Windows

Microsoft

BOOL GetVersionEx(POSVERSIONINFO pVersionInformation);

OSVERSIONINFOEX

GetVersionEx OSVERSIONINFOEX

typedef struct {

DWORD dwOSVersionInfoSize;
DWORD dwMajorVersion;
DWORD dwMinorVersion;

DWORD dwBuildNumber;
DWORD dwPlatformld;

TCHAR szCSDVersion[128];

WORD
WORD
WORD
BYTE
BYTE

wSuiteMask;

wReserved;

wProductType;

wServicePackMajor;
wServicePackMinor;

} OSVERSIONINFOEX, *POSVERSIONINFOEX;

OSVERSIONINFOEX
OSVERSIONINFO ,

Windows 2000 Windows

4-4
4-4 OSVERSIONINFOEX

OSVERSIONINFOEX

dwOSVersioninfoSize

dwMajorVersion
dwMinorVersion
dwBuildNumber

GetVersionEx ,
sizeof (OSVERSIONINFOEX)

sizeof (OSVERSIONINFO)
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()

dw Platform Id VER_PLATFORM_WIN32
Win32 VER_PLATFORM_WIN32_ WINDOWS Windows 95/Windows
98 VER_PLATFORM_WIN32_NT Windows NT/Windows 2000
VER_PLATFORM_WIN32 CEHH Windows CE
szCSDVersion
wServicePackMajor
wServicePackMinor
wSuiteMask VER_SUITE_SMALLBUSINESS,
VER_SUITE_ENTERPRISE,VER_SUITE_BACKOFFICE,VER_SUITE_
COMMUNICATIONSVER_SUITE TERMINAL,VER _SUITE_SMALLBUSINESS _
RESTRICTED, VER_SUITE_ EMBEDDEDNT VER _SUITE_DATACENTER
wProductType VER_NT_WORKSTATION,
VER_NT_SERVER VER_NT_DOMAIN_CONTROLLER
wReserved

Windows 2000 VerifyVersionlnfo

BOOL VerifyVersionInfo(
POSVERSIONINFOEX pVersionInformation,
DWORD dwTypeMask,
DWORDLONG dwlConditionMask);

OSVERSIONINFOEX dwOSVersionlnfoSize

VerifyVersionlinfo dwTypeMask
dwTypeM ask OR
VER_MINORVERSION VER MAJORVERSION VER BUILDNUMBER VER PLATFORMID
VER_ SERVICEPACKMINOR VER_SERVICEPACKMAJOR VER_SUITENAME
VER_PRODUCT_TYPE dwlConditionMask 64

dwlConditionM ask
VER_SET_CONDITION

VER_SET_CONDITION(
DWORDLONG dwlConditionMask,
ULONG dwTypeBitMask,
ULONG dwConditionMask)

dwlConditionMask
VER_SET _CONDITION

dwTypeBitMask OSVERSIONINFOEX
VER_SET_CONDITION
VerifyVersioninfo dwTypeMask VER_MINORVERSION VER_BUILDNUMBER
VER_SET_CONDITION dwTypeBitMask
VER_SET_CONDITION dwConditionMask

VER EQUAL VER GREATER VER GREATER EQUAL VER_LESS
VER_LESS_EQUAL VER_PRODUCT_TYPE
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VER_NT_WORKSTATION  VER NT_SERVER VER_SUITENAME
VER_AND VER_OR

VerifyVersionlinfo
VerifyVersioninfo 0
GetL astError
0 GetL astError ERROR_OLD_WIN_VERSION

Windows 2000

// Prepare the OSVERSIONINFOEX structure to indicate Windows 2000.
OSVERSIONINFOEX osver = { 0 }:

osver.dwOSVersionInfoSize = sizeof(osver);

osver.dwMajorVersion = 5;

osver.dwMinorVersion = @;

osver.dwPlatformId = VER_PLATFORM_WIN32_NT;

// Prepare the condition mask.

DWORDLONG dwlConditionMask = @;// You MUST initialize this to 0.
VER_SET_CONDITION(dwlConditionMask, VER_MAJORVERSION, VER_EQUAL):
VER_SET_CONDITION(dwlConditionMask, VER_MINORVERSION, VER_EQUAL):
VER_SET_CONDITION(dwlConditionMask, VER_PLATFORMID, VER_EQUAL):

// Perform the version test.:

1f (VerifyVersionInfo(&osver, VER_MAJORVERSION | VER_MINORVERSION | VER_PLATFORMID,
dwlConditionMask)) {
// The host system is Windows 2000 exactly.

} else {
// The host system is NOT Windows 2000.

}

4.2 CreateProcess

CreateProcess

BOOL CreateProcess(
PCTSTR pszApplicationName,
PTSTR pszCommandLine,
PSECURITY_ATTRIBUTES psaProcess,
PSECURITY_ATTRIBUTES psaThread,
BOOL bInheritHandles,
DWORD fdwCreate,
PVOID pvEnvironment,
PCTSTR pszCurDir,
PSTARTUPINFO psiStartlInfo,
PPROCESS_INFORMATION ppiProcinfo):

CreateProcess

DLL
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WinMain wWinMain main
CreateProcess TRUE

CreateProcess TRUE
DLL DLL
CreateProcess TRUE

CreateProcess
4.2.1 pszApplicationName pszCommandLine

pszApplicationName pszCommandLine

C/C++
wmain

pszCommandLine

pszCommandLine PTSTR CreateProcess

CreateProcess
CreateProcess

“ NOTEPAD”

STARTUPINFO si = { sizeof(si) }:

PROCESS_INFORMATION pi;

CreateProcess(NULL, TEXT("NOTEPAD"), NULL, NULL,
FALSE, @, NULL, NULL, &si, &pi);

CreateProcess
/ CreateProcess
CreateProcess

STARTUPINFO si = { sizeof(si) };

PROCESS_INFORMATION pi:

TCHAR szCommandLine[] = TEXT("NOTEPAD");

CreateProcess(NULL, szCommandlLine, NULL, NULL,
FALSE, @, NULL, NULL, &si, &pi):

Visual C++ /Gf /GF

Visual Studio Edit & Continue IGF
IGF Microsoft

Windows
Windows 2000 CreateProcess ANSI

Visual C++

Visual C++

1Z]

Create-Process
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pszCommandLine CreateProcess
CreateProcess pszCommandLine

.exe CreateProcess

1) .exe

2)

3) Windows

4) Windows

5) PATH

C/C++
C/C++ (w)WinMain pszCmdLine
pszApplicationName NULL 99%
NULL pszApplicationName
.exe CreateProcess
CreateProcess
pszApplicationName CreateProcess

pszCommandLine
CreateProcess:

// Make sure that the path is in a read/write section of memory.
TCHAR szPath[] = TEXT("WORDPAD README.TXT");

// Spawn the new process.‘ .
CreateProcess (TEXT("C:\\WINNT\\SYSTEM32\\NOTEPAD.EXE"),szPath,...);

Notepad Notepad WORDPAD README.TXT
CreateProcess pszApplicationName
CreateProcess Windows 2000 POSIX

4.2.2 psaProcess psaThread binheritHandles

psaProcess psaThread
NULL
SECURITY_ATTRIBUTES

SECURITY_ATTRIBUTES psaProcess psaThread

4-1 Process A Process B
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4
CreateProcess psaProcess SECURITY_ATTRIBUTES
blnheritHandles TRUE psaThread
SECURITY_ATTRIBUTES blnheritHandles FALSE
Process B
ppiProclnfo Process A
Process A
Process A CreateProcess ProcessC Process A
Process C Process A BlnheritHandles
blnheritHandles TRUE Process C Process A
Process B
CreateProcess blnheritHandles Process B
Process A CreateProcess blnheritHandles FALSE Process C
Process A
4-1
Inherit.c

/************************************************************

Module name: Inherit.c
Notices: Copyright (c) 2000 Jeffrey Richter

************************************************************/

#include <Windows.h>

int WINAPI WinMain (HINSTANCE hinstExe, HINSTANCE,
PSTR pszCmdLine, int nCmdShow) {

// Prepare a STARTUPINFO structure for spawning processes.
STARTUPINFO si = { sizeof(si) };

SECURITY_ATTRIBUTES saProcess, saThread;
PROCESS_INFORMATION piProcessB, piProcessC;

TCHAR szPath[MAX_PATH];

// Prepare to spawn Process B from Process A.
// The handle identifying the new process

// object should be inheritable.
saProcess.nlLength = sizeof(saProcess);
saProcess.ipSecurityDescriptor = NULL;
saProcess.bInheritHandle = TRUE;

// The handle identifying the new thread
// object should NOT be inheritable.
saThread.nlLength = sizeof(saThread);
saThread.1pSecurityDescriptor = NULL;
saThread.bInheritHandle = FALSE;

// Spawn Process B.
1strcpy(szPath, TEXT("ProcessB™));
CreateProcess(NULL, szPath, &saProcess, &saThread,
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FALSE, @, NULL, NULL, &si, &piProcessB);

// The pi structure contains two handles

// relative to Process A:

// hProcess, which identifies Process B's process

// object and is inheritable; and hThread, which identifies
// Process B's primary thread object and is NOT inheritable.
// Prepare to spawn Process C from Process A.

// Since NULL is passed for the psaProcess and psaThread

// parameters, the handles to Process C's process and

// primary thread objects default to "noninheritable.™

// 1f Process A were to spawn andther process, this new
// process would NOT inherit handles to Process C's process
// and thread objects.

// Because TRUE is passed for the bInheritHandles parameter,
// Process C will inherit the handle that identifies Process
// B's process object but will not inherit a handle to
// Process B's primary thread object.
1strcpy(szPath, TEXT("ProcessC"));
CreateProcess(NULL, szPath, NULL, NULL,

TRUE, @, NULL, NULL, &si, &piProcessC);

return(0);

4.2.3 fdwCreate

fdwCreate OR

* EBUG_PROCESS

« DEBUG_ONLY_THIS_PROCESS DEBUG_PROCESS

* CREATE_SUSPENDED

ResumeThread 7

* DETACHED_PROCESS CuUl
CuUl CuUl

C

* CREATE_NEW_CONSOLE
CREATE_NEW_CONSOLE DETACHED_PROCESS
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4
« CREATE_NO_WINDOW
« CREATE_NEW_PROCESS GROUP Ctrl+C Ctrl+Break
CUl
CUl
Ctrl+C Ctrl_Break
* CREATE_DEFAULT_ERROR_MODE
SetErrorMode
* CREATE_SEPARATE_WOW_VDM Windows 2000 16 Windows
DOS VDM VDM
16 Windows 16 Windows
VDM VDM
VDM VDM
VDM 16 Windows
VDM
VDM VDM Windows 98 VDM
16 Windows
« CREATE_SHARED_WOW_VDM Windows 2000 16 Windows
CREATE_SEPARATE_WOW_VDM
16 Windows VDM
HKEY_LOCAL_MACHINE\system\CurrentControl Set\Control\WOW DefaultSeparate
VDM “ yes” CREATE_SHARED_
WOW_VDM VDM 16 Windows
« CREATE_UNICODE_ENVIRONMENT
Unicode ANSI
* CREATE_FORCEDOS 16 0S/2 MOS-DOS
« CREATE_BREAKAWAY_FROM_JOB
5
fdwCreate
4-5

4-5

IDLE_PRIORITY_CLASS
BELOW_NORMAL_PRIORITY_CLASS
NORMAL_PRIORITY_CLASS
ABOVE_NORMAL_PRIORITY_CLASS
HIGH_PRIORITY_CLASS
REALTIME_PRIORITY_CLASS
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BELOW_NORMAL_PRIORITY_CLASS ABOVE_NORMAL_PRIORITY_CLASS
Windows 2000 Windows NT 4( )  Windows 95

Windows 98

4.2.4 pvEnvironment

pvEnvironment

NULL
GetEnvironmentStrings
PVOID GetEnvironmentStrings();

CreateProcess pvEnvironment pvEnvironment NULL
CreateProcess FreeEnvironmentStrings

BOOL FreeEnvironmentStrings(PTSTR pszEnvironmentBlock);

4.2.5 pszCurDir

pszCurDir NULL
NULL pszCurDir

4.2.6 psiStartinfo

psiStartinfo STARTUPINFO
typedef struct _STARTUPINFO {
DWORD cb;

PSTR 1pReserved;
PSTR 1pDesktop;
PSTR 1pTitle;
DWORD dwX;
DWORD dwyY;
DWORD dwXSize;
DWORD dwYSize;
DWORD dwXCountChars;
DWORD dwYCountChars;
DWORD dwFillAttribute;
DWORD dwFlags;
WORD wShowWindow;
WORD chReserved?2;
PBYTE 1pReserved2;
HANDLE hStdInput;
HANDLE hStdOutput;
HANDLE hStdError;

} STARTUPINFO, *LPSTARTUPINFO;
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Windows

STARTUPINFO si = { sizeof(si) }:

CreateProcess(...

CreateProcess

, &si,

)

CreateProcess

cb

CreateProcess

CuUl

4-6  STARTUPINFO

4-6

cb

IpReserved
IpDesktop

IpTitle

dwX
dwy

dwXSize
dwYsize

dwXCountChars
dwY CountChars
dwFillAttribute
dwFlags
wShowWindow

STARTUPINFO

sizeof(STARTUPINFO)
NULL

IpDesktop NULL

CreateWindow x

CW_USEDEFAULT

47

Microsoft
cb

IpTitle NULL

Xy
CW_USEDEFAULT

CreateWindow nWidth

ShowWindow

SW_SHOWDEFAULT nCmdShow

Show Window SW_*
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()

cbReserved2 0
|pReserved2 NULL
hStdlInput
hStdOutput hStdI nput hStdOutput  hStdError
hStdError
dwFlags
CreateProcess STARTUPINFO
4-7
4-7
STARTF_USESIZE dwXSize dwYSize
STARTF_USESHOWWINDOW wShowWindow
STARTF_USEPOSITION dwX dwY
STARTF_USECOUNTCHARS dwXCountChars dwY Count Chars
STARTF_USEFILLATTRIBUTE dwFillAttribute
STARTF_USESTDHANDLES hStdinput hStdOutput  hStdError
STARTF_RUN_FULLSCREEN x86

STARTF_FORCEONFEEDBACK STARTF_[ FORCEOFFF-

EEDBACK Windows
CreateProcess

B
CreateProcess STARTF_FORCEOFFFEEDBACK
CreateProcess

STARTF_FORCEONFEEDBACK CreateProcess

CreateProcess 2s
GUI CreateProcess
2s GUI CreateProcess
GUI b5s CreateProcess
CreateProcess 5s

GetM essage CreateProcess

STARTUPINFO  wShowWindow
(W)WinMain nCmdShow
(W)WinMain nCmdShow ShowWindow
nCmdShow SW_SHOWNORMAL SW_SHOWMINNOACTIVE
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SW_SHOWDEFAULT

Explorer
(w)WinMain
SW_SHOWNORMAL nCmdShow
4-3
Notepad
Run
Notepad
Explorer
Explorer STARTUPINFO
CreateProcess Notepad
nCmdShow SW_SHOWMINNOACTIVE
(W)WinMain

Motepad Properties Kl
General  Shortout i Securityl
Hé Matepad
L ]
Target type: Application
Target location: System32
Target: ZwindirZ\Spztem32\Motepad. exe
¥ Bunitseparate memoy space. || Run as different user
Start in: |°/°winclir°/°
Shortcut key: |N0ne
Bun: INormaI window L!
Mormal window
Comment:
M awirnized
Find Target... | LChange lcon... |
ok | cancel | sy |
4-3 Notepad

STARTUPINFO

VOID GetStartupInfo(LPSTARTUPINFO pStartupInfo);

Windows
cb

STARTUPINFO si = { sizeof(si) };
GetStartupInfo(&si);

4.2.7 ppiProcinfo

ppiProcinfo

typedef struct _PROCESS_INFORMATION {
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcessld;
DWORD dwThreadlId;
} PROCESS_INFORMATION;

PROCESS_INFORMATION

GetStartInfo

CreateProcess

1 createProcess

PROCESS INFORMATION
hProcess hThread
2

CreateProcess
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CloseHandle

CloseHandle

CreateProcess
dwThreadld
Manager

ID
ID
ID

122

Windows
PROCESSENTRY 32

ID

I
ID

I
D

PROCESS_INFORMATION

D ID

Windows

CloseHandle

ID
0 ID
dwProcessld
Task

ID
ID 122

ID

ToolHelp
th32ParentProcessl D
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4.3

: ExitProcess

: TerminateProcess
4.3.1

. C++

: )

4.3.2 ExitProcess

ExitProcess
VOID ExitProcess(UINT fuExitCode)
fuExitCode ExitProcess
ExitProcess

WinMain wWinMain man wmain
C/C++ C C
C ExitProcess

Windows Platform SDK
C/C++
ExitProcess C/C++
ExitThread
ExtiProcess

ExitProcess ExitThread
C/C++
C/C++

#include <windows.h>
f#include <stdio.h>
class CSomeObj {
public:
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CSomeObj()

{ printf("Constructor\rin®); }

~CSomeObj() { printf("Destructor\rin™); }

};

CSomeObj g_GlobalObj;

void main () {
CSomeObj LocalObj:
ExitProcess(0);

// This shouldn't be here

// At the end of this function, the compiler automatically added
// the code necessary to call LocalObj's destructor.
// ExitProcess prevents it from executing.

Constructor
Constructor

C++
C/C++
ExitProcess

Constructor
Constructor
Destructor
Destructor

C/C++
C++

ExitProcess ExitThread
ExitThread

4.3.3 TerminateProcess

TerminateProcess

BOOL TerminateProcess(
HANDLE hProcess,
UINT fuExitCode);

ExitProcess

hProcess

Destructor
ExitProcess

ExitProcess

C++ C++

TerminateProcess

fuExitCode

TerminateProcess
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GDlI

TerminateProcess

WaitForSingleObject 9

ExitThread
TerminateProcess

4.3.4

1)
2) GDI

3) STILL_ACTIVE ExitProcess TerminateProcess
4) 9

CPU
GetExitCodeProcess

BOOL GetExitCodeProcess(
HANDLE hProcess,
PDWORD pdwExitCode);
hProcess
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pdwExitCode DWORD
GetExitCodeProcess
STILL_ACTIVE 0x103 DWORD

GetExitCodeProcess

CloseHandle
CloseHandle
4.4
Windows
DDE OLE
17

PROCESS_INFORMATION pi;
DWORD dwExitCode;

// Spawn the child process.
BOOL fSuccess = CreateProcess(..., &pi);
if (fSuccess) {

// Close the thread handle as soon as it is no longer needed!
CloseHandle(pi.hThread);

// Suspend our execution until the child has terminated.
WaitForSingleObject(pi.hProcess, INFINITE);

// The child process terminated; get its exit code.
GetExitCodeProcess(pi.hProcess, &dwExitCode);
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// Close the process handle as soon as it is no longer needed.
CloseHandle(pi.hProcess); ’

WaitForSingleObject

DWORD WaitForSingleObject(HANDLE hObject, DWORD dwTimeout);

9 WaitForSingleObject
hObject
WaitForSingleObject
WaitForSingleObject GetExitCodeProcess
CloseHandle 0
CreateProcess
Explorer Explorer
Explorer CloseHandle

PROCESS_INFORMATION pi;

// Spawn the child process.
BOOL fSuccess = CreateProcess(..., &pi);
if (fSuccess) {

// Allow the system to destroy the process & thread kernel
// objects as soon as the child process terminates.
CloseHandle(pi.hThread);

CloseHandle(pi.hProcess);

4.5

Windows

Windows API Windows NT
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Performance Data
HKEY_ PERFORMANCE_DATA
Windows

* Windows 95 Windows 98

Microsoft
PDH.dII
Data Helper
Windows 95 Windows 98
Platform SDK Process32First Process32Next
Microsoft Windows NT
Windows NT
PSAPI.dII
EnumProcesses
Microsoft
Microsoft ToolHelp Windows 2000
Windows 95 Windows98 Windows 2000

Processinfo “ 04 Processlnfo.exe”

ToolHelp
04-Processinfo
ProcessInfo
ID
ID ID
VMMap
VMMap VMMap
Modules!

RegQueryV alueEx

Performance Data Helper
Platform SDK Performance
ToolHelp API
ToolHelp

Process Status
Platform SDK

4-2

4-4

14

DLL

DLL DLL

ID
ProcessIinfo
Processinfo
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rocess Information

Processes! Modules!  YMMap!

Filenane: taskngr. exe ;ﬂ
PID=000001F4, ParentPID=00000200, PriorityClass=13. Threads=32. Heaps=2

Hodules Information

Uzage Baseiddr(Inage) Size MHodule
Fized 01000000 98304 C: ~WINHNT-Sy=stemdZ-Tasklgr. exe
Fized 77F20000 483328 C:~WINNT-System32-ntdll.dll
Fized 77E9000D 720896 C:~WINNTw=system32~KERNEL3Z dll
Fized 77F40000 241664 CSWINNT“system32%GDI32.dll
Fized 77E20000 401408 C:~WINNT“sy=stem32“USER3Z2.DLL
Fized 77DC0000 344064 C~WINNT =system32-ADVAPI3Z.d1l
Fized 77050000 450560 C:“WINNT“system32“RPCRT4.DLL
Fized 77B70000 57056 C:“WINNT“sy=tem32“COMCTL32 d1l
Fized 775F0000 2289664 CiWINHNT.system32~SHELL3Z .dll
Fized 77C80000 282624 C:~WINNT“system32“SHLWAPI .DLL
Fized &6C50000 45056 C:AWINNT-Sy=stem32~VDMDBEG.dll
Thread Information
R B Friority

00o0oo33o 13

oooonzec 133

00000354 13

4-4 Processinfo

E& Piocess Information - (O] =]

Processesl  Modules|

Pathname: C:“WINNT-“system32-USER32 DLL :J

Process Information:

PID Bassdddr Process
0000009c  FYEZ0000  c=r==. exe
000000BOD  77E20000 winlogon.eze
000000D0  FEZ0000 services. exe
000000Dc  FFEZ0000 lsass. exe
00000178 77E20000 swvchost. exe
00000198 77E20000 =poolsv.exs
000001CE  F7E20000 swchost.exes
000001F0  77E20000 mstashk.exs
00000218  F7E20000 =stiswve. exe
00000300 77E20000 e=plorer.eze
Q0oo032e  F7E20000 cdplayer. ezs
000001F4 77E20000 taskmgr.exe
000003EC 77E20000 MSDEV. EXE
00000308 77E20000 mepaint.exs

i o

4-5 Processinfo User32.dll

Processlinfo
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ID
Processinfo ToolHelp
ToolHelp C++ ToolHelp.h
C++ ToolHelp ToolHelp

ProcessInfo.cpp GetModul ePreferredBaseAddr

PVOID GetModulePreferredBaseAddr(
DWORD dwProcesslId,
PVOID pvModuleRemote);

ID

20 /

4-2 Processinfo

Processinfo.cpp

/******************************************************************************
Module: ProcessInfo.cpp
Notices: Copyright (c) 2000 Jeffrey Richter

******************************************************************************/

#include "..\CmnHdr.h" /* See Appendix A. =/
#include <windowsx.h>

#include <tlhelp32.h>

fHinclude <tchar.h>

#include <stdarg.h>

#include <stdio.h>

f#finclude "Toolhelp.h"

#include "Resource.h”

TITILITIIILEIILTEEIIETTIIIL I AL L LTI EEII I TT I 18010111711817

// Adds a string to an edit control
void AddText(HWND hwnd, PCTSTR pszFormat, ...) {

va_list arglList;
va_start(argList, pszFormat);

TCHAR sz[20 = 1624];

Edit_GetText(hwnd, sz, chDIMOF(sz));
_vstprintf(_tcschr(sz, @), pszFormat, arglList);
Edit_SetText(hwnd, sz);

va_end(arglist);

TILTELEEIITILETIITII I T I I TR0 00 i i i ni it iiiiitiiiidiiifnitiiriiiiirily
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VOID Dlg_PopulateProcessList(HWND hwnd) {

HWND hwndList = GetDI1gItem(hwnd, IDC_PROCESSMODULELIST);
SetWindowRedraw(hwndList, FALSE);
ComboBox_ResetContent(hwndlList);

CToolhelp thProcesses(TH32CS_SNAPPROCESS);

PROCESSENTRY32 pe = { sizeof(pe) };

BOOL fOk = thProcesses.ProcessFirst(&pe);

for (; fOk; fOk = thProcesses.ProcessNext(&pe)) {
TCHAR sz[1024];

// Place the process name (without its path) & ID in the Tist

PCTSTR pszExeFile = _tcsrchr(pe.szExeFile, TEXT('\\'));

if (pszExeFile == NULL) pszExeFile = pe.szExeFile;

else pszExeFile++; // Skip over the slash

wsprintf(sz, TEXT("%s (0x%08X)"), pszExeFile, pe.th32ProcessID);
int n = ComboBox_AddString(hwndList, sz);

// Associate the process ID with the added item
ComboBox_SetItemData(hwndList, n, pe.th32ProcessID);

1
ComboBox_SetCurSel(hwndList, @8); // Select the first entry

// Simulate the user selecting this first item so that the
// results pane shows something interesting
FORWARD_WM_COMMAND(hwnd, IDC_PROCESSMODULELIST,

hwndList, CBN_SELCHANGE, SendMessage);

SetWindowRedraw(hwndlList, TRUE);
InvalidateRect(hwndList, NULL, FALSE);

FHVITLEZLI LRI L EL I I 2070070 T EL I I i L i il riiiriiigi

VOID Dlg_PopulateModulelist(HWND hwnd) {

HWND hwndModuleHelp = GetDlglItem(hwnd, IDC_MODULEHELP);
ListBox_ResetContent (hwndModuleHelp);.

CToolhelp thProcesses(TH32CS_SNAPPROCESS);
PROCESSENTRY32 pe = { sizeof(pe) };

BOOL fOk = thProcesses.ProcessFirst(&pe);

for (; fOk; fOk = thProcesses.ProcessNext(&pe)) {

CToolhelp thModules(TH32CS_SNAPMODULE, pe.th32ProcessID);
MODULEENTRY32 me = { sizeof(me) };
BOOL fOk = thModules.ModuleFirst(&me);
for (; fOk; fOk = thModules.ModuleNext(&me)) {
int n = ListBox_FindStringExact(hwndModuleHelp, -1, me.szExePath);
if (n == LB_ERR) { ,
// This module hasn't been added before
ListBox_AddString(hwndModuleHelp, me.szExePath);
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HWND hwndList = GetDlgltem(hwnd, IDC_PROCESSMODULELIST);
SetWindowRedraw(hwndList, FALSE):;
ComboBox_ResetContent(hwndList);
int nNumModules = ListBox_GetCount(hwndModuleHelp);
for (int 1 = @; i < nNumModules; i++) {
TCHAR sz[10241;
ListBox_GetText(hwndModuleHelp, i, sz);
// Place module name (without its path) in the list
int nIndex = ComboBox_AddString(hwndList, _tcsrchr(sz, TEXT('\\')) + 1);

// Associate the index of the full path with the added item
ComboBox_SetItemData(hwndlList, nlIndex, 1);
1

ComboBox_SetCurSel (hwndList, 0); // Select the first entry

// Simulate the user selecting this first item so that the
// results pane shows something interesting
FORWARD_WM_COMMAND (hwnd, IDC_PROCESSMODULELIST,

hwndList, CBN_SELCHANGE, SendMessage);

SetWindowRedraw(hwndlList, TRUE);
InvalidateRect(hwndList, NULL, FALSE);

N

PVOID GetModulePreferredBaseAddr(DWORD dwProcessld, PVOID pvModuleRemote) {

PVOID pvModulePreferredBaseAddr = NULL;
IMAGE_DOS_HEADER idh;
IMAGE_NT_HEADERS inth;

// Read the remote module's DOS header
Toolhelp32ReadProcessMemory(dwProcessid,
pvModuleRemote, &idh, sizeof(idh), NULL);

// Verify the DOS image header
if (idh.e_magic == IMAGE_DOS_SIGNATURE) {
// Read the remote module's NT header
Toolhelp32ReadProcessMemory(dwProcessid,
(PBYTE) pvModuleRemote + idh.e_1fanew, &inth, sizeof(inth), NULL);

// Verify the NT image header
if (inth.Signature == IMAGE_NT_SIGNATURE) {
// This is valid NT header, get the image's preferred base address
pvModulePreferredBaseAddr = (PVOID) inth.OptionalHeader.ImageBase;
}
}
return(pvModulePreferredBaseAddr);
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VOID ShowProcessInfo(HWND hwnd, DWORD dwProcessID) {
SetWindowText (hwnd, TEXT("")); // Clear the output box
CToothelp th(TH32CS_SNAPALL, dwProcessID);

// Show Process details
PROCESSENTRY32 pe = { sizeof(pe) };
BOOL fOk = th.ProcessFirst(&pe):
for (; fOk; fOk = th.ProcessNext(&pe)) {
if (pe.th32ProcessID == dwProcessID) {
AddText(hwnd, TEXT("Filename: %s\r\n"), pe.szExeFile);
AddText(hwnd, TEXT(" PID=%08X, ParentPID=%08X%, ")
TEXT("PriorityClass=%d, Threads=%d, Heaps=%d\r\n"),
pe.th32ProcessID, pe.th32ParentProcessID,
pe.pcPriClassBase, pe.cntThreads,
th.HowManyHeaps()):
break; // No need to continue looping

}

// Show Modules in the Process
// Number of characters to display an address
const int cchAddress = sizeof(PVOID) * 2;
AddText(hwnd, TEXT("\r\nModules Information:\r\n")
TEXT(" Usage %-*s(%-*s) %8s Module\r\n"),
cchAddress, TEXT("BaseAddr™),
cchAddress, TEXT("ImagAddr™), TEXT("Size™));

MODULEENTRY32 me = { sizeof(me) };
fOk = th.ModuleFirst(&me);
for (; fOk; fOk = th.ModuleNext(&me)) {
if (me.ProccntUsage == 65535) {
// Module was implicitly loaded and cannot be unloaded
AddText(hwnd, TEXT(" Fixed"));
} else {
AddText (hwnd, TEXT(" %5d"), me.ProccntUsage);
}
PVOID pvPreferredBaseAddr =
GetModulePreferredBaseAddr(pe.th32ProcessID, me.modBaseAddr);
if (me.modBaseAddr == pvPreferredBaseAddr) {
AddText(hwnd, TEXT("™ %p %*s %8u %s\r\n"),
me.modBaseAddr, cchAddress, TEXT(""),
me.modBaseSize, me.szExePath);
} else {
AddText (hwnd, TEXT(" %p(%p) %8u %s\r\n"),
me.modBaseAddr, pvPreferredBaseAddr, me.modBaseSize, me.szExePath);

// Show threads in the process
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AddText(hwnd, TEXT("\r\nThread Information:\r\n")
TEXT(" TID Priority\r\n"));
THREADENTRY32 te = { sizeof(te) };
f0k = th.ThreadFirst(&te);
for (; fOk; fOk = th.ThreadNext(&te)) {
if (te.th320wnerProcessID == dwProcessID) {
int nPriority = te.tpBasePri + te.tpDeltaPri;

if ((te.tpBasePri < 16) && (nPriority > 15)) nPriority = 15;
if ((te.tpBasePri > 15) && (nPriority > 31)) nPriority = 31;
if ((te.tpBasePri < 16) && (nPriority < 1)) nPriority = 1;
if ((te.tpBasePri > 15) && (nPriority < 16)) nPriority = 16;

AddText(hwnd, TEXT(" %08X %2d\r\n"),
te.th32ThreadID, nPriority);

TITETTTTELTLIITEIL AL LI L IL LI III I I I7 0101010001007 01010710107101001011

VOID ShowModuleInfo(HWND hwnd, LPCTSTR pszModulePath) {
SetWindowText (hwnd, TEXT("")); // Clear the output box

CToolhelp thProcesses(TH32CS_SNAPPROCESS);

PROCESSENTRY32 pe = { sizeof(pe) };

BOOL fOk = thProcesses.ProcessFirst(&pe);

AddText(hwnd, TEXT("Pathname: %s\r\n\r\n"), pszModulePath);
AddText(hwnd, TEXT("Process Information:\r\n"));
AddText(hwnd, TEXT(" PID BaseAddr Process\r\n"})):
for (; fOk; fOk = thProcesses.ProcessNext(&pe)) {

CToolhelp thModules(TH32CS_SNAPMODULE, pe.th32ProcessiD);
MODULEENTRY32 me = { sizeof(me) };
BOOL fOk = thModules.ModuleFirst(&me);
for (; fOk; fOk = thModules.ModuleNext(&me)) {
if (_tcscmp(me.szExePath, pszModulePath) == 0) {
AddText(hwnd, TEXT(" %08X %p %s\r\n"),
pe.th32ProcessID, me.modBaseAddr, pe.szExeFile);

THHHETELELTETET IR TR LTI T LTI LTI T EI TR EEEE LT EIEE LI EEII 1007000718111

BOOL D1g_OnInitDiatog(HWND hwnd, HWND hwndFocus, LPARAM 1Param) {
chSETDLGICONS(hwnd, IDI_PROCESSINFO);

// Hide the module-helper listbox.
ShowWindow(GetD1gItem(hwnd, IDC_MODULEHELP), SW_HIDE);

// Have the results window use a fixed-pitch font
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SetWindowFont(GetDlgItem(hwnd, IDC_RESULTS),
GetStockFont (ANSI_FIXED_FONT), FALSE);

// By default, show the running processes
Dig_PopulateProcessList{hwnd);

return(TRUE);

N NNy ay

BOOL D1g_OnSize(HWND hwnd, UINT state, int cx, int cy) {

RECT rc;
int n = LOWORD(GetDialogBaseUnits());

HWND hwndCt1 = GetDlgltem(hwnd, IDC_PROCESSMODULELIST):
GetClientRect(hwndCtl, &rc);
SetWindowPos(hwndCtl, NULL, n, n, ¢x - n - n, rc.bottom, SWP_NOZORDER);
hwndCt1 = GetDlgltem(hwnd, IDC_RESULTS);
SetWindowPos(hwndCt1, NULL, n, n + rc.bottom + n,

cX - n -n, cy - {n+ rc.bottom + n) - n, SWP_NOZORDER):

return(0);

THLEELETTEEII LT LI ETEE L L LTI LR LI L EEIT I LT LI T EHEHE 1170000000000 1041

void D1g_OnCommand(HWND hwnd, int id, HWND hwndCt1, UINT codeNotify) {
static BOOL s_fProcesses = TRUE;

switch (id) {
case IDCANCEL:
EndDialog(hwnd, 1id);
break;

case ID_PROCESSES:
s_fProcesses = TRUE;
EnableMenultem(GetMenu(hwnd), ID_VMMAP, MF_BYCOMMAND | MF_ENABLED);
DrawMenuBar(hwnd);
D1g_PopulateProcessList(hwnd);
break;

case ID_MODULES:
EnableMenultem(GetMenu(hwnd), ID_VMMAP, MF_BYCOMMAND | MF_GRAYED);
DrawMenuBar(hwnd);
s_fProcesses = FALSE;
D1g_PopulateModulelist(hwnd);
break;

case IDC_PROCESSMODULELIST:
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if (codeNotify == CBN_SELCHANGE) {
DWORD dw = ComboBox_GetCurSel(hwndCt1);
if (s_fProcesses) {
dw = (DWORD) ComboBox_GetItemData{hwndCtl, dw); // Process ID
ShowProcessInfo(GetDlgItem(hwnd, IDC_RESULTS), dw):
} else {
// Index in helper listbox of full path
dw = (DWORD) ComboBox_GetItemData(hwndCtl. dw):
TCHAR szModulePath[1024];
ListBox_GetText(GetDlgltem(hwnd, IDC_MODULEHELP),
dw, szModulePath);
ShowModuleInfo(GetDlgIltem(hwnd, IDC_RESULTS)., szModulePath);
}
}
break;

case ID_VMMAP:
STARTUPINFO si = { sizeof(si) };
PROCESS_INFORMATION pi;
TCHAR szCmdlLine[1024];
HWND hwndCB = GetDlgItem{hwnd, IDC_PROCESSMODULELIST):
DWORD dwProcessId = (DWORD)

ComboBox_GetItemData(hwndCB, ComboBox_GetCurSel(hwndCB));
wsprintf(szCmdLine, TEXT("\"14 VMMap\" %d"), dwProcessld);
BOOL fOk = CreateProcess({NULL, szCmdLine, NULL, NULL,

FALSE, @, NULL, NULL, &si, &pi):
if (fO0k) {

CloseHandle(pi.hProcess);

CloseHandle(pi.hThread);

} else {

chMB("Failed to execute VMMAP.EXE."):
1
break;

TITITIITITETIITIETET AL T ELEELE R LR LT 8000 I ELE TP I T 801178071008 8007100117

INT_PTR WINAPI D1g_Proc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) {

switch (uMsg) {
chHANDLE_DLGMSG(hwnd, WM_INITDIALOG, Dlg_OnInitDialeg):

chHANDLE_DLGMSG(hwnd, WM_SIZE, B1g_0nSize);
ChHANDLE_DLGMSG(hwnd, WM_COMMAND, Dig_OnCommand) ;
} .
return({FALSE);

LITEEEEII I LLTEEELI LT EE 0800I 0 0L E B0 T LTI i EiI7800011141117
int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdLine, int) {

CToolhelp::EnableDebugPrivilege(TRUE);
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DialogBox(hinstExe, MAKEINTRESOURCE(IDD_PROCESSINFO), NULL, Dig_Proc);
CToolhelp::EnableDebugPrivilege(FALSE);
return(@);

}

HITIITIITIITTET T 7 111770700 End of File J7/77077717177117000000001171771111

Processinfo.rc

//Microsoft Developer Studio generated resource script.
1/
ffinclude “resource.h”

fidefine APSTUDIO_READONLY_SYMBOLS

LITEITTITILTT LTI TR0 0 0070000 T R I IITE0 010 ET i Ii1IT1E01177710170101¢8¢
//

// Generated from the TEXTINCLUDE 2 resource.

//

#include "afxres.h”

NNy a sy ses,
fundef APSTUDIO_READONLY_SYMBOLS

LITEITETILIFIT I EET 0TI I I T I I E L i i T i1 101700t 81071717700717
// English (U.S.) resources

#if ldefined (AFX_RESOURCE_DLL) || defined (AFX_TARG_ENUY)
#ifdef _WIN32

LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

#pragma code_page(1252)

fendif //_MWIN32

TIITEETIITIIETT I TP I TR I 0TI I TIE P T 7000017008177 00170000007717701717
//

// Dialog

//

IDD_PROCESSINFO DIALOGEX @, @, 400, 317
STYLE DS_3DLOOK | DS_NOFAILCREATE | DS_CENTER | WS_MINIMIZEBOX |
WS_MAXIMIZEBOX | WS_VISIBLE | WS_CAPTION | WS_SYSMENU | WS_THICKFRAME

EXSTYLE WS_EX_NOPARENTNOTIFY | WS_EX_CLIENTEDGE
CAPTION "Process Information”

MENU IDR_PROCESSINFO

FONT 8, "MS Sans Serif"

BEGIN
COMBOBOX IDC_PROCESSMODULELIST,4,4,392,156,CBS_DROPDOWNLIST |
CBS_AUTOHSCROLL | CBS_SORT | WS_VSCROLL | WS_TABSTOP
LISTBOX IDC_MODULEHELP,9,0,48,40,N0T LBS_NOTIFY | LBS_SORT |
LBS_NOINTEGRALHEIGHT | NOT WS_VISIBLE | NOT WS_BORDER |
WS_TABSTOP
EDITTEXT IDC_RESULTS,4,24,392,284 ,ES_MULTILINE | ES_AUTOVSCROLL |
ES_AUTOHSCROLL | ES_READONLY | WS_VSCROLL | WS_HSCROLL
END

LHLTTIEIIIE T HET P DI LT TTT T 00 E L LI T EE T I LT Eit 7107000178017 01777
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/1
// DESIGNINFO
/1

#Hifdef APSTUDIO_INVOKED
GUIDELINES DESIGNINFO DISCARDABLE
BEGIN
IDD_PROCESSINFO, DIALOG
BEGIN
LEFTMARGIN, 7
RIGHTMARGIN, 393
TOPMARGIN, 7
BOTTOMMARGIN, 310
END
END
flendif // APSTUDIO_INVOKED

##ifdef APSTUDIO_INVOKED

LHTTLLELEIITL LTI E T T L L P I T LTI P EET i I I T L i i ri i iiiiitiiiiess
1/

// TEXTINCLUDE

1

1 TEXTINCLUDE DISCARDABLE
BEGIN

"resource.h\o"
END

2 TEXTINCLUDE DISCARDABLE

BEGIN
"#include ""afxres.h""\r\n"
"g"

END

3 TEXTINCLUDE DISCARDABLE
BEGIN

"\r\n"

"\@"
END

fendif // APSTUDIOQ_INVOKED

N

!/
// Menu
//

IDR_PROCESSINFO MENU DISCARDABLE

BEGIN
MENUITEM "&Processes!™, ID_PROCESSES
MENUITEM "&Modules!"”, ID_MODULES
MENUITEM "&VMMap!", ID_VMMAP

END
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TIIIETILIIIELTI I I T EL I I Ed I Ei i i idtiiiiiiiiiiiiisiriiliieiririiiliiiiiiy
//

// Icon

//

// Tcon with lowest ID value placed first to ensure application icon

// remains consistent on all systems. o
IDI_PROCESSINFO ICON DISCARDABLE “ProcessInfo.ico

ffendif // English (U.S.) resources '
R R Ry

JHifndef APSTUDIO_INVOKED

JILIIIIIIIIIIE L LI LTI IdEddLEii I idiiiiiiiiiiiiitttiidisiiiiititittiitiriiiss
//

// Generated from the TEXTINCLUDE 3 resource.

//

TELITTELILT LI LTI EI LTI T I T EELI I L L EELI T I I I P10 0000010 00001010107010177
ftendif // not APSTUDIO_INVOKED

Toolhelp.h

/******************************************************************************
Module: Toolhelp.h
Notices: Copyright (c) 20008 Jeffrey Richter

******************************************************************************/

#include "..\CmnHdr.h" /* See Appendix A. */
ffinclude <tlhelp32.h>
f#include <tchar.h>

HELITELILIIEIIT LT ITT LI I LI LTI 2 ELETII I I I 0 0TI I I T I I 0170001 i11000011101077

class CToolhelp {
private:
HANDLE m_hSnapshot;

public:
CToolhelp(DWORD dwFlags = @, DWORD dwProcessID = 0):
~CToolhelp();

BOOL CreateSnapshot(DWORD dwFlags, DWORD dwProcessID = 0):

BOOL ProcessFirst(PPROCESSENTRY32 ppe) const;

BOOL ProcessNext(PPROCESSENTRY32 ppe) const;

BOOL ProcessFind(DWORD dwProcessId, PPROCESSENTRY32 ppe) const;

BOOL ModuleFirst(PMODULEENTRY32 pme) const;
BOOL ModuleNext(PMODULEENTRY32 pme) const;
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BOOL ModuleFind(PVOID pvBaseAddr, PMODULEENTRY32 pme) const:
BOOL ModuleFind(PTSTR pszModName, PMODULEENTRY32 pme) const;
BOOL ThreadFirst(PTHREADENTRY32 pte) const;
BOOL ThreadNext(PTHREADENTRY32 pte) const;

BOOL HeapListFirst(PHEAPLIST32 phl) const;
BOOL HeapListNext(PHEAPLIST32 phl) const;
int HowManyHeaps() const;

// Note: The heap block functions do not reference a snapshot and
// just walk the process's heap from the beginning each time. Infinite
// Toops can occur if the target process changes its heap while the
// functions below are enumerating the blocks in the heap.
BOOL HeapFirst(PHEAPENTRY32 phe, DWORD dwProcesslD,
UINT_PTR dwHeapID) const;
BOOL HeapNext(PHEAPENTRY32 phe) const;
int HowManyBlocksInHeap(DWORD dwProcessID, DWORD dwHeapld) const;
BOOL IsAHeap(HANDLE hProcess, PVOID pvBlock, PDWORD pdwFlags) const;

public:
static BOOL EnableDebugPrivilege(BOOL fEnable = TRUE);
static BOOL ReadProcessMemory(DWORD dwProcessID, LPCVOID pvBaseAddress,
PVOID pvBuffer, DWORD cbRead, PDWORD pdwNumberOfBytesRead = NULL};
}s
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inline CToolhelp::CToothelp(DWORD dwFlags, DWORD dwProcessID) {

m_hSnapshot = INVALID_HANDLE_VALUE;
CreateSnapshot(dwFlags, dwProcessID);

JIEIEIITIIEE LTI I TEET I L E I I E i i i i i it ii it i iiiiiiiediiiidtiniitiiftiitiisi

inline CToolhelp::~CToolhelp() {

if (m_hSnapshot != INVALID_HANDLE_VALUE)
CloseHandle(m_hSnapshot);
1

IHHTHTIITIITT T LTI EL LT T T EL DT E LTI Ei i i iT iy

inline CToolhelp::CreateSnapshot(DWORD dwFlags, DWORD dwProcessID) {

if (m_hSnapshot != INVALID_HANDLE_VALUE)
CloseHandle(m_hSnapshot);

if (dwFlags == @) {
m_hSnapshot = INVALID_HANDLE_VALUE;
} else {
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m_hSnapshot = CreateToolhelp32Snapshot(dwFlags, dwProcessiID);
}
return(m_hSnapshot != INVALID_HANDLE_VALUE):

THELLEEIIIEIIT T ER T T LRI I LT EE LT LT TET LI I E FE LI L1111 EET T

inline BOOL CToolhelp::EnableDebugPrivilege(BOOL fEnable) {

// Enabling the debug privilege allows the application to see
// information about service applications

BOOL fOk = FALSE; // Assume function fails

HANDLE hToken;

// Try to open this process's access token
if (OpenProcessToken(GetCurrentProcess(), TOKEN_ADJUST_PRIVILEGES,
&hToken)) {

// Attempt to modify the "Debug" privilege
TOKEN_PRIVILEGES tp:
tp.PrivilegeCount = 1;
LookupPrivilegeValue(NULL, SE_DEBUG_NAME, &tp.Privileges[0].Luid);
tp.Privileges[@].Attributes = fEnable ? SE_PRIVILEGE_ENABLED : @;
AdjustTokenPrivileges(hToken, FALSE, &tp, sizeof(tp), NULL, NULL):
fOk = (GetlLastError() == ERROR_SUCCESS);
CloseHandle(hToken);
1
return(f0k);
}
JIPITIIIIEI I LELEI I AL F iR EELi i i iiiiiididiiititiiesziiddittsiiriitiiiiiiiiill

inline BOOL CToolhelp::ReadProcessMemory{DWORD dwProcessiD,
LPCVOID pvBaseAddress, PVOID pvBuffer, DWORD cbRead,
PDWORD. pdwNumberQfBytesRead) {

return(Toolhelp32ReadProcessMemory(dwProcessID, pvBaseAddress, pvBuffer,
cbRead, pdwNumberOfBytesRead));
}

JITITILEEILL PR ELEFTE LI LTI EE I I B I T IS It T iii1114i11417

inline BOOL CToolhelp::ProcessFirst(PPROCESSENTRY32 ppe) const {

BOOL fOk = Process32First(m_hSnapshot, ppe);
if (fOk &% (ppe->th32ProcessID == 8))

fOk = ProcessNext(ppe); // Remove the "[System Processl" (PID = 8)
return(fok);

inline BOOL CToolhelp::ProcessNext(PPROCESSENTRY32 ppe) const {
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BOOL fOk = Process32Next{(m_hSnapshot, ppe);
if (fOk && (ppe->th32ProcessID == 9))
f0k = ProcessNext(ppe): // Remove the “[System Process]™ (PID = @)

return(f0k);

inline BOOL CToolhelp::ProcessFind(DWORD dwProcessIid, PPROCESSENTRY3Z ppe)
const {

BOOL fFound = FALSE;
for (BOOL fOk = ProcessFirst(ppe); fOk; fOk = ProcessNext(ppe)) {

fFound = (ppe->th32ProcessID == dwProcessld);
if (fFound) break;
}
return(fFound);
}
TEEHITILEII LTI L LT HT AL LI E T 70 LI TII I T I 0000 I1 700010 1100017010001177)

inline BOOL CToolhelp::ModuleFirst(PMODULEENTRY32 pme) const {

return(Module32First(m_hSnapshot, pme));
}

inline BOOL CToolhelp::ModuleNext(PMODULEENTRY32 pme) const {

return(Module32Next(m_hSnapshot, pme));
}

inTine BOOL CToolhelp::ModuleFind(PVOID pvBaseAddr, PMODULEENTRY32 pme) const {

BOOL fFound = FALSE;
for (BOOL fOk = ModuleFirst(pme); fOk; fOk = ModuleNext(pme)) {
fFound = (pme->modBaseAddr == pvBaseAddr):
if (fFound) break;
}
return(fFound);
}

inline BOOL CToolhelp::ModuleFind(PTSTR pszModName, PMODULEENTRY32 pme) const {
BOOL fFound = FALSE;
for (BOOL fOk = ModuleFirst(pme); fOk; f0k = ModuleNext(pme)) {
fFound = (1strcmpi(pme->szModule, pszModName) == @) ||
(1strcmpi(pme->szExePath, pszModName) == 8);
if (fFound) break;
1
return(fFound);
}
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inline BOOL CToolhelp::ThreadFirst(PTHREADENTRY32 pte) const {

return(Thread32First(m_hSnapshot, pte));
} .
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inline BOOL CToolhelp::ThreadNext(PTHREADENTRY32 pte) const {

return(Thread32Next(m_hSnapshot, pte));
}
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inline int CToolhelp::HowManyHeaps() const {

int nHowManyHeaps = 0;
HEAPLIST32 h1 = { sizeof(hl) };
for (BOOL fOk = HeapListFirst(&hl); fOk; fOk = HeapListNext(&hl))
nHowManyHeaps++;
return(nHowManyHeaps);
}

inline int CToolhelp::HowManyBlocksInHeap(DWORD dwProcessID,
DWORD dwHeapID) const {

int nHowManyBlocksInHeap = 0;
HEAPENTRY32 he = { sizeof(he) };
BOOL fOk = HeapFirst(&he, dwProcessID, dwHeaplID):
for (; fOk; fOk = HeapNext(&he))
nHowManyBlocksInHeap++;
return(nHowManyBlocksInHeap);
1

inline BOOL CToolhelp::HeapListFirst(PHEAPLIST32 phl) const {

return(Heap32ListFirst(m_hSnapshot, phl));
}

inline BOOL CToolhelp::HeaplListNext(PHEAPLIST32 phl) const {

return(Heap32ListNext(m_hSnapshot, phl));
}

inline BOOL CToolhelp::HeapFirst(PHEAPENTRY32 phe, DWORD dwProcesslID,
UINT_PTR dwHeapID) const {

return(Heap32First(phe, dwProcessID, dwHeapID));
}

inline BOOL CToolhelp::HeapNext(PHEAPENTRY32 phe) const {

return(Heap32Next(phe));:
}

inTine BOOL CToolhelp::IsAHeap(HANDLE hProcess, PVOID pvBlock,
PDWORD pdwFlags) const {

HEAPLIST32 h1 = { sizeof(hl) };

for (BOOL fOkHL = HeaplistFirst(&hl); fOkHL; fOKHL = HeaplListNext(&h1)) {
HEAPENTRY32 he = { sizeof(he) }:
BOOL fOKHE = HeapFirst(&he, h1.th32ProcessID, hl.th32HeaplD);
for (; fOKHE; fOKHE = HeapNext(&he)) {
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MEMORY_BASIC_INFORMATION mbi;
VirtualQueryEx(hProcess, (PVOID) he.dwAddress, &mbi, sizeof(mbi));
if (chINRANGE(mbi.AllocationBase, pvBlock,

(PBYTE) mbi.AllocationBase + mbi.RegionSize)) {

*pdwFlags = hl.dwFlags;
return(TRUE);

}

}
return(FALSE);
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