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__try {
// Guarded body

}
__finally {
// Termination handler
}
--try --finally
--finally try
return goto longjump
finally
23.1
SEH SEH

23.2 Funcensteinl

DWORD Funcensteinl() {
DWORD dwTemp;

// 1. Do any processing here.

__try {
// 2. Request permission to access
!/ protected data, and then use it.
WaitForSingleObject(g_hSem, INFINITE);

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;
}
__finally { )
// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);
} .

// 4. Continue processing.
return(dwTemp);

Funcensteinl try-finally
semaphore
dwTemp

23.3 Funcenstein2

DWORD Funcenstein2() {
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findly

DWORD dwTemp;

// 1. Do any processing here.

__try {

}

// 2. Request permission to access
// protected data, and then use it.
WaitForSingTleObject(g_hSem, INFINITE);

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;

// Return the new value.
return(dwTemp);

__finally {

}

// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

// Continue processing--this code

// will never execute in this version.
dwTemp = 9;

return(dwTemp);

Funcenstein2 try return
dwTemp
return
finally finally
Funcenstein2 ReleaseSemaphore
CPU
finally
try
try
try return
try
finaly
CPU
CPU try finally

try

Alpha

return
5

return
try

finally
9

finally

finaly

return

try
return

__leave
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SEH
try finally Funcensteinl finally

x86 CPU try finally

Funcenstein2

23.4 Funcenstein3

DWORD Funcenstein3() {
DWORD dwTemp;

// 1. Do any processing here.

—_try {
// 2. Request permission to access
// protected data, and then use it.
WaitForSingleObject(g_hSem, INFINITE);

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;

// Try to jump over the finally block.
goto ReturnValue;

}

__finally {
// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

) .

dwTemp = 9;

// 4. Continue processing.
ReturnValue:

_return(dwTemp);
}
Funcenstein3 try goto
finally finally ReturnValue
try finally 5
try finally CPU

23.5 Funcfurterl

DWORD Funcfurterl() {
DWORD dwTemp;

// 1. Do any processing here.
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__try {
// 2. Request permission to access
// protected data, and then use it.
WaitForSingleObject(g_hSem, INFINITE):

dwTemp = Funcinator(g_derotectedData);

}

__finally {
// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL):

}

// 4. Continue processing.

return(dwTemp);

}
try Funcinator
SEH
Rel easeSemaphore finally
setjiump  longjump
23.6 FuncaDoodleDoo

DWORD FuncaDoodleDoo() {
DWORD dwTemp = 0;

while (dwTemp < 10) {

__try {
if (dwTemp == 2)
continue;

if (dwTemp == 3)
break;
}
__finally {
dwTemp++;
}

dwTemp++;
}

dwTemp += 10;
return(dwTemp);

dwTemp
if TRUE finally
finally dwTemp 2

Application Error

break continue

0 try

dwTemp

CPU
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dwTemp 2 try continue
try finally while dwTemp
continue try
finally finally dwTemp 3 finally
continue
if FALSE
TRUE try finally dwTemp
4 break finally
dwTemp 10 dwTemp 14
FuncaDoodleDoo continue break
try
finally ExitThread ExitProcess
finally TerminateThread
TerminateProcess finally C
abort ExitProcess finally

ExitThread ExitProcess

23.7 Funcenstein4d

DWORD Funcensteind() {
DWORD dwTemp;
// 1. Do any processing here.

_try {
// 2. Request permission to access
// protected data, and then use it.
WaitForSingleObject(g_hSem, INFINITE);

g_dwProtectedData = 5;
dwTemp = g_dwProtectedData;

// Return the new value.
return(dwTemp);
}
__finally {
// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

return(103);
}
// Continue processing--this code will never execute.
dwTemp = 9;
return(dwTemp);
1
Funcensteind try dwTemp 5 Funcenstein4

Funcenstein2 try
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finally
Funcenstein2 finally return Funcenstein4 5
103 103 finally return 103 5
5 finaly 103 Funcensteind
try
try
try return continue break goto
try finally
try

23.8 Funcaramal

BOOL Funcaramal() ({
HANDLE hFile = INVALID_HANDLE_VALUE;
PVOID pvBuf = NULL: '
DWORD dwNumBytesRead;
BOOL fOk;

hFile = CreateFile("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, 0, NULL);

if (hFile == INVALID_HANDLE_VALUE) {
return(FALSE);

}
pvBuf = VirtualAlloc(NULL, 1624, MEM_COMMIT, PAGE_READWRITE);

if (pvBuf == NULL) {
CloseHandle(hFfile);
return(FALSE);

}

fOk = ReadFile(hFile, pvBuf, 1024, &dwNumBytesRead, NULL):

if (1f0k || (dwNumBytesRead == 0)) {
VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);

CloseHandle(hFile);
return(FALSE);

}

// Do some calculation on the data.

// Clean up all the resources.
VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
CloseHandle(hFile);
return({TRUE);

}

Funcaramal
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23.9 Funcarama?

Funcaramal

BOOL Funcarama2() {
HANDLE hFile = INVALID_HANDLE_VALUE;
PVOID pvBuf = NULL;
DWORD dwNumBytesRead;
BOOL fOk, fSuccess = FALSE;

hFile = CreateFile("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, @, NULL);

if (hFile != INVALID_HANDLE_VALUE) {
pvBuf = VirtualAlloc(NULL, 1824, MEM_COMMIT, PAGE_READWRITE):
if (pvBuf I= NULL) {

fOk = ReadFile(hFile, pvBuf, 1024, &dwNumBytesRead, NULL);
if (fOk &% (dwNumBytesRead != 0)) {
// Do some calculation on the data.

fSuccess = TRUE;

}

VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
}

CloseHandle(hFite);
return(fSuccess);
}

Funcarama2 Funcaramal

23.10 Funcarama3

SEH Funcaramal
DWORD Funcarama3() {

// IMPORTANT: Initialize all variables to assume failure.
HANDLE hFile = INVALID_HANDLE_VALUE;
PVOID pvBuf = NULL;

__try {
DWORD dwNumBytesRead;
BOOL fOk;

hFile = CreateFile("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, @, NULL):

if (hFile == INVALID_HANDLE_VALUE) {
return(FALSE);

}
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pvBuf = VirtualAlloc(NULL, 1824, MEM_COMMIT, PAGE_READWRITE);
if (pvBuf == NULL) {

return(FALSE);
}

fOk = ReadFile(hFile, pvBuf, 1024, &dwNumBytesRead, NULL);
if (1f0k || (dwNumBytesRead != 1024)) {

return{FALSE);
}

// Do some calculation on the data.

}

__finally {
// Clean up all the resources.
if (pvBuf != NULL)
VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
if (hFile != INVALID_HANDLE_VALUE)
CloseHandle(hFile);
}
// Continue processing.
return(TRUE):; '
}

Funcarama3 cleanup
finally finally

23.11 Funcarama4

Funcarama3 Funcensteind try
return
try return C/C++ --
leave Funcarma4 --leave

DWORD Funcarama4() {

// IMPORTANT: Initialize all variables to assume failure.
HANDLE hFile = INVALID_HANDLE_VALUE;
PVOID pvBuf = NULL;

// Assume that the function will not execute successfully.
BOOL fFunctionOk = FALSE;

——try {

DWORD dwNumBytesRead;

BOOL fOk;

hFile = CreateFile("SOMEDATA.DAT", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, @, NULL):

if (hFile == INVALID_HANDLE_VALUE) {
__leave;

}

pvBuf = VirtualAlloc(NULL, 1024, MEM_COMMIT, PAGE_READWRITE);
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if (pvBuf == NULL) {
__leave;
}

fOk = ReadFile(hFile, pvBuf, 1024, &dwNumBytesRead, NULL):
if (1fOk || (dwNumBytesRead == @)) {

—-leave;
}

// Do some calculation on the data.

// Indicate that the entire function executed successfully.
fFunctionOk = TRUE;

}
—_finally {
// Clean up all the resources.
if (pvBuf != NULL) ’
VirtualFree(pvBuf, MEM_RELEASE | MEM_DECOMMIT);
if (hFile I= INVALID_HANDLE_VALUE)
CloseHandle(hFile);
i/ Continue processing.
return(fFunctionQk);
}
try --leave try try
try finally
Boolean fFunctionOk
try
finally
finally
23.12 finally
finally
o try finally
. try goto longjump continue break return
finally
global unwind
Funcfurterl Funcfurterl try Funcinator
Funcinator memory access violation
Funcfurterl finally
finally
finaly intrinsic function Abnormal Termination

BOOL AbnormalTermination();
finally Boolean finally try
try finally Abnormal Termination
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FALSE try —— goto return break continue
—— Abnorma Termination
TRUE finally
inline memcpy
/0i memcpy memcpy
memcpy memcpy

23.13 Funcfurter2

Funcfurter2 Abnormal Termination

DWORD Funcfurter2() {
DWORD dwTemp:

// 1. Do any processing here.

__try {
// 2. Request permission to access
/1l protected data, and then use it.
WaitForSingleObject(g_hSem, INFINITE);

dwTemp = Funcinator(g_dwProtectedData);

}

__finally {
// 3. Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);

if (!AbnormalTermination()) {
// No errors occurred in the try block, and
// control flowed naturally from try into finally.

} else {
// Something caused an exception, and
// because there is no code in the try block
// that would cause a premature exit, we must
// be executing in the finally block
// because of a global unwind.

// If there were a goto in the try block,
// we wouldn't know how we got here.

}

// 4. Continue processing.
return(dwTemp);
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23.14 SEH

SEHTerm “ 23 SEHTerm.exe” 23-1
CD-ROM  23-SEHTerm
try try 23-1
Yes
NULL 5 NULL
23-2 Windows98
SEHTerm: In ty block
Perform invald memony access? Q ;:ﬁmfﬁr:?hnféopﬁg_mmd ciilkoaore L W
|F the prablem persists, contact the program &I
Mo I wendor. T |
23-2  Windows 98
231 SEHTerm
Windows2000 23-3
Close windows98 OK Windows 2000
finally finally finally
23-4
23 SEHT erm.exe - Application Error .
Q Thehlnsltllugtlomal “0x0040106F " referenced memory at “0:00000000, The memany could
e Abnormal termination
Click on OK. to terminate the program
Click on CANCEL to debug the program
— |
23-3  Windows 2000 23-4 SEH Term: Infinally
block
finally try
No
try finally finally 23-5
try finally
23-6
Marmal termination Moimal process temination
23-5 No SEH Term: In finally 23-6 23-5

block SEHTerm After finally block
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WinMain

23-1 SEHTerm

SEHTerm.cpp

/******************************************************************************
Module: SEHTerm.cpp
Notices: Copyright (c) 20@@ Jeffrey Richter

******************************************************************************/

f#include "..\CmnHdr.h" /% See Appendix A. */
#include <tchar.h>

THITTIELTELTET 7T 0770000070700 i i iriiiiiririritliriririniitiriieil
int WINAPI _tWinMain(HINSTANCE hinstExe, HINSTANCE, PTSTR pszCmdlLine, int) {
__try {
int n = MessageBox(NULL, TEXT("Perform invalid memory access?"),

TEXT("SEHTerm: In try block"), MB_YESNO);

if (n == IDYES) {
* (PBYTE) NULL = 5; // This causes an access violation.

}
}
__finally {
PCTSTR psz = AbnormalTermination()
? TEXT("Abnormal termination™) : TEXT("Normal termination”);
MessageBox(NULL, psz, TEXT("SEHTerm: In finally block"), MB_0K);
1

MessageBox(NULL, TEXT("Normal process termination™),
TEXT("SEHTerm: After finally block™), MB_0K);

return(@);

FHITHEIPTIE 71007770 70701777777 End of File /7717171171777 7177100008000017717771
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