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0 CPU
0 CPU
hardware exception
software exception

_try {
// Guarded body

1
__except (exception filter) {
// Exception handler

--except try finally except
try finally except try-except try-finally

24.1

exception filter

try-except

24.1.1 Funcmeisterl

try-exception

DWORD Funcmeisterl() {
DWORD dwTemp;

// 1. Do any processing here.

——try {
// 2. Perform some operation.
dwTemp = 0;

}
__except (EXCEPTION_EXECUTE_HANDLER) {
// Handle an exception; this never executes.
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1
// 3. Continue processing.
return(dwTemp);
1
Funcmeisterl try 0 dwTemp
except try-finally dwTemp
0 return
try return goto continue break
try
except try
24.1.2 Funcmeister2
DWORD Funcmeister2() {
DWORD dwTemp = 0;
// 1. Do any processing here.
__try {
// 2. Perform some operation(s).
dwTemp = 5 / dwTemp; // Generates an exception
dwTemp += 10; // Never executes

}
__except ( /* 3. Evaluate filter. =/ EXCEPTION_EXECUTE_HANDLER) {
// 4. Handle an exception.

MessageBeep(0);

}

// 5. Continue processing.
return(dwTemp):

}
Funcmeister2 try 0 5 CPU
except
Windows Excpt.h
24-1
24-1
EXCEPTION_EXECUTE_HANDLER 1
EXCEPTION_CONTINUE_SEARCH 0

EXCEPTION_CONTINUE_EXECUTION -1
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except try

except

—

except

24-1

24.2 EXCEPTION_EXECUTE_HANDLER

Funcmeister2 EXCEPTION_EXECUTE_HANDLER

except except

Windows
except
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CPU Funcmeister2
dwTemp 10
Funcmeister2 Funcmeister2
CPU
CPU
Funcmeister2 C
malloc(5 / dwTemp);
CPU malloc
except
dwTemp = 2;
except 2 5
“ EXCEPTION_CONTINUE_EXECUTION"
except
EXCEPTION_EXECUTE_HANDLER except
except
24.2.1
7 24
SEH
C strepy

char* strcpy(
char* strDestination,
const char* strSource);

NULL strepy

SEH strcpy
char# RobustStrCpy(char* strDestination, const charx strSource) {

__try { .
strcpy(strDestination, strSource);
}
__except (EXCEPTION_EXECUTE_HANDLER) {
// Nothing to do here
}
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return(strDestination);

strcpy
strcpy
EXECUTE_HANDLER
RobustStrCpy

int RobustHowManyToken(const char* str) {

int nHowManyTokens = -1; // -1 indicates failure
char* strTemp = NULL; // Assume failure

try {

// Allocate a temporary buffer
strTemp = (char*) malloc(strien(str) + 1);

// Copy the original string to the temporary buffer
strcpy(strTemp, str);

// Get the first token
charx pszToken = strtok(strTemp, " ");

// Iterate through all the tokens
for (; pszToken != NULL; pszToken = strtok(NULL, " "))
nHowManyTokens++;

nHowManyTokens++; // Add 1 since we started at -1

} :
__except (EXCEPTION_EXECUTE_HANDLER) {

// Nothing to do here
}
// Free the temporary buffer (guaranteed)
free(strTemp);

return(nHowManyTokens);

strtok strtok

strcpy
EXCEPTION_

SEH

NULL nHowManyTokens

-1 try strlen

except except free
free NULL ANSI C NULL

free -1
malloc

NULL strcpy
except free NULL

malloc
nHowM anyTokens

except

free

try

try
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except
nHowManyTokens
SEH RobustHowMany Token try-finally
try
SEH
PBYTE RobustMemDup(PBYTE pbSrc, size_t cb) {
PBYTE pbDup = NULL; // Assume failure
__try {
// Allocate a buffer for the duplicate memory block
pbDup = (PBYTE) malloc(cb);
memcpy (pbDup, pbSrc, cb);
}
__except (EXCEPTION_EXECUTE_HANDLER) {
free(pbDup);
pbDup = NULL;
}
return(pbDup);
}
NULL
except
. pbSrc malloc
NULL  memcpy except
except pbDup NULL
ANSI C free NULL
. malloc
24.2.2
EXCEPTION_EXECUTE_HANDLER
globa unwind try_exoept try-findly

24-2
void FuncOStimpyl() {

// 1. Do any processing here.
—_—try {
// 2. Call another function.

FuncORenl1();

// Code here never executes.
}

__except ( /+ 6. Evaluate filter. */ EXCEPTION_EXECUTE_HANDLER) {
// 8. After the unwind, the exception handler executes.
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MessageBox(..);
}

// 9. Exception handled--continue execution.
}
void FuncORenl() {
DWORD dwTemp = 0;
// 3. Do any processing here.
—try { .
// 4. Request permission to access protected data.

WaitForSingleObject(g_hSem, INFINITE);

// 5. Modify the data.

1/ An exception is generated here.
g_dwProtectedData = 5 / dwTemp;

}

__finally {

// 7. Global unwind occurs because filter evaluated
// to EXCEPTION_EXECUTE_HANDLER.

// Allow others to use protected data.
ReleaseSemaphore(g_hSem, 1, NULL);
}

// Continue processing--never executes.

}
FuncOStimpyl FuncOrenl SEH
FuncOStimpy1 try FuncORenl FuncORenl
try FuncORenl1 g_dwProtectedData
0 except try
FuncORenl1 try finally try
FuncOStimpy1 try try except
FuncOStimpyl except
EXCEPTION_EXECUTE_HANDLER FuncORenl finaly
FuncOStimpyl except
try finally try
finally FuncORen1 finally
FuncORenl finally SEH
FuncORenl finally ReleaseSemaphore
finally finally
finally try-except
except

SEH
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24-1 24-2 SEH

EXCEPTION_EXECUTE_
HANDLER try

!
!

except
_\.tr/
\

try

try > try
\J
finally
24-2
EXCEPTION_EXECUTE_HANDLER
except FuncORenl try 23
try-finally finally
24.2.3
finaly return
void FuncMonkey() {
——try {
FuncFish();
}
__except (EXCEPTION_EXECUTE_HANDLER) {
MessageBeep(0);
}

MessageBox(..);
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}

void FuncFish() {
FuncPheasant();
MessageBox(..);
}

void FuncPheasant() {

—_try {
strcpy (NULL, NULL);
}

__finally {
return;
}

FuncPheasant

try strcpy

FuncPheasant finally
return FuncPheasant
FuncMonkey FuncMonkey

FuncMonkey
return

SEH

finally

24.3 EXCEPTION_CONTINUE_EXECUTION

“ Funcmeister2”
EXECUTE_HANDLER

char g_szBuffer[100];

void FunclinRooseveltl() {
int x = 0;

char *pchBuffer = NULL;
—try {
«pchBuffer = 'J°';
x =51/ x;
}
——except (0il1Filterl(&pchBuffer)) {
MessageBox(NULL, "An exception occurred”,
1

MessageBox(NULL, "Function completed”, NULL,

FuncMonkey
return
FuncFish FuncFish
M essageBox
M essageBeep FuncPheasant
finally return
Excpt.h
EXCEPTION_

NULL, MB_OK);

MB_OK);
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LONG O0i1Filterl(char **ppchBuffer) {
if (sppchBuffer == NULL) {
*ppchBuffer = g_szBuffer;
return(EXCEPTION_CONTINUE_EXECUTION);
1
return(EXCEPTION_EXECUTE_HANDLER);

pchBuffer T
pchBuffer g_szBuffur pchBuffer
NULL CPU try except
except QilFilter pchBuffer
OilFilter * ppchBuffer NULL
g_szBuffer EXCEPTION_CONTINUE_EXECUTION
EXCEPTION_CONTINUE_EXECUTION
CJ g_szBuffer
try 0
OilFilter *ppchBuffer NULL EXCEPTION_EXECUTE_HANDLER

except

EXCEPTION_CONTINUE_EXECUTION

FunclinRooseveltl
CPU C C++

C/C++
#pchBuffer = 'J';

MOV EAX, [pchBuffer] // Move the address into a register

MOV [EAX], 'd°' // Move 'J' into the address
pchBuffer
CPU pchBuffer
CPU
bug

EXCEPTION_CONTINUE_EXECUTION

EXCEPTION_CONTINUE_EXECUTION
15
VMAIlloc VMAIloc
SEH Virtual Alloc
16 1MB
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SEH
VirtualAlloc
EXECUTION
SpreadSheet

EXCEPTION_CONTINUE_
CPU

SEH

24.4 EXCEPTION_CONTINUE_SEARCH

char g_szBuffer[100];

void FunclinRoosevelt2() {

char =pchBuffer =

__try {

NULL;

FuncAtude2(pchBuffer);

}

__except (0il1Filter2(&pchBuffer)) {

MessageBox(..);
}
}

void FuncAtude2(char =*sz) {

*Sz = 0;
}

LONG 0i1Filter2 (char

*xsppchBuffer) {

if (*ppchBuffer == NULL) {
xppchBuffer = g_szBuffer;
return(EXCEPTION_CONTINUE_EXECUTION);

1
return(EXCEPTION_EXECUTE_HANDLER);
}
FunclinRoosevelt2 FuncAtude2 NULL FuncAtude?
try
FunclinRoosevelt2 try try OilFilter2

char g_szBuffer[100];

FunclinAtude2
try_except

void FunclinRoosevelt3() {

char *pchBuffer =

__try {

NULL;

FuncAtude3(pchBuffer);

}
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__except (0i1Filter3(&pchBuffer)) {
MessageBox(..);
}
}
void FuncAtude3(char =*sz) {
—try {
*S§zZ = @;
}
——except (EXCEPTION_CONTINUE_SEARCH) {
// This never executes.

}

LONG Oi1Filter3(char #=xppchBuffer) { -
if (*ppchBuffer == NULL) {
*ppchBuffer = g_szBuffer;
return(EXCEPTION_CONTINUE_EXECUTION);
}
return(EXCEPTION_EXECUTE_HANDLER);
}

FuncAtude 3 NULL 0

FuncAtude3 FuncAtude3 EXCEPTION _
CONTINUE_ SEARCH except try

try

FuncAtude3 EXCEPTION_CONTINUE_SEARCH
try FunclinRoosevelt3 OilFilter3
OilFilter3 pchBuffer NULL pchBuffer

FuncAtude3 try FuncAtude3
sz
except try
finally except try
finally
FuncAtude3 finally except FunclinRoosevelt3
OilFilter3
25 EXCEPTION_CONTINUE_SEARCH

24.5 GetExceptionCode

__try {
X

y

o
[\~
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__except ((GetExceptionCode() == EXCEPTION_INT_DIVIDE_BY_ZERO) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH) {
// Handle divide by zero exception.

}
GetExceptionCode

DWORD GetExceptionCode();
Platform SDK
WinBase.h
1.
« EXCEPTION_ACCESS VIOLATION

* EXCEPTION_DATATYPE_MISALIGNMENT alignment
16 2 32
4
« EXCEPTION_ARRAY_BOUNDS EXCEEDED

* EXCEPTION_IN_PAGE_ERROR

* EXCEPTION_GUARD_PAGE PAGE_GUARD
EXCEPTION_GUARD_PAGE
* EXCEPTION_STACK_OVERFLOW
* EXCEPTION_ILLEGAL_INSTRUCTION
CPU CPU
* EXCEPTION_PRIV_INSTRUCTION

2

« EXCEPTION_INVALID_DISPOSITION
EXCEPTION_EXECUTE_HANDLER EXCEPTION_CONTINUE_SEARCH
EXCEPTION_CONTINUE_EXECUTION

« EXCEPTION_NONCONTINUABLE_EXCEPTION

EXCEPTION_CONTINUE_EXECUTION

3.

« EXCEPTION_BREAKPOINT

« EXCEPTION_SINGLE_STEP

« EXCEPTION_INVALID_HANDLE

4,

« EXCEPTION_INT_DIVIDE_BY_ZERO 0

« EXCEPTION_INT_OVERFLOW

5.

« EXCEPTION_FLT_DENORMAL_OPERAND

« EXCEPTION_FLT _DIVIDE_BY_ZERO 0
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* EXCEPTION_FLT _INEXACT_RESULT
« EXCEPTION_FLT_INVALID_OPERATION
* EXCEPTION_FLT_OVERFLOW
* EXCEPTION_FLT_STACK_CHECK
*« EXCEPTION_FLT_UNDERFLOW
GetExceptionCode --except

x=4171y;
}

__except (
((GetExceptionCode() == EXCEPTION_ACCESS_VIOLATION) ||
(GetExceptionCode() == EXCEPTION_INT_DIVIDE_BY_ZERQ)) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH)} {

switch (GetExceptionCode()) {
case EXCEPTION_ACCESS_VIOLATION:
// Handle the access violation.

break;

case EXCEPTION_INT_DIVIDE_BY_ZERO:
// Handle the integer divide by o.

break;

}

}
GetExceptionCode

__try {

y=26;

x=41/y;
}

__except (CoffeeFilter()) {

// Handle the exception.

}

LONG CoffeeFilter (void) {
// Compilation error: il11égal call to GetExceptionCode.
return((GetExceptionCode() == EXCEPTION_ACCESS_VIOLATION) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH):

__try {
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4/ y;
}

——except (CoffeeFilter(GetExceptionCode())) {

// Handle the exception.

}

LONG CoffeeFilter (DWORD dwExceptionCode) {
return((dwExceptionCode == EXCEPTION_ACCESS_VIOLATION) ?
EXCEPTION_EXECUTE_HANDLER : EXCEPTION_CONTINUE_SEARCH);

WinError.h DWORD
24-2
24-2
31-30 29 28 27-16 15-0
/
0 0= 0
1 (243
2 1=
3
( 24-3)
24-3
FACILITY_NULL 0 FACILITY_CONTROL 10
FACILITY_RPC 1 FACILITY_CERT 11
FACILITY_DISPATCH 2 FACILITY_INTERNET 12
FACILITY_STORAGE 3 FACILITY_MEDIASERVER 13
FACILITY_ITF 4 FACILITY_MSMQ 14
FACILITY_WIN32 7 FACILITY_SETUPAPI 15
FACILITY_WINDOWS 8 FACILITY_SCARD 16
FACILITY_SECURITY 9 FACILITY_COMPLUS 17
EXCEPTION_ACCESS VIOLATION (bit)
WinBase.h EXCEPTION_ACCESS VIOLATION 0xC0000005
C 0 0 0 0 0 0 5
1100 0000 0000 0000 0000 0000 0000 0101
30 31 1 29 0
Microsoft 28 0 16 27 0
FACILITY_NULL
0 15 5 5

24.6 GetExceptioninformation
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EXCEPTION_RECORD CONTEXT EXCEPTION_POINTERS
EXCEPTION_RECORD CPU CONTEXT
CPU EXCEPTION_POINTERS
EXCEPTION_RECORD CONTEXT
typedef struct _EXCEPTION_POINTERS {
PEXCEPTION_RECORD ExceptionRecord;

PCONTEXT ContextRecord;
} EXCEPTION_POINTERS, *PEXCEPTION_POINTERS;

GetExceptionlnformation

PEXCEPTION_POINTERS GetExceptionInformation();

EXCEPTION_POINTERS

GetExceptionlnformation
CONTEXT EXCEPTION_RECORD EXCEPTION_

POINTERS

EXCEPTION_POINTERS CONTEXT EXCEPTION_RECORD
EXCEPTION_

RECORD CONTEXT

void FuncSkunk() {
// Declare variables that we can use to save the exception

// record and the context if an exception should occur.
EXCEPTION_RECORD SavedExceptRec;
CONTEXT SavedContext;

__try {

}

__except (
SavedExceptRec =
=(GetExceptionInformation())->ExceptionRecord,
SavedContext =
*(GetExceptionInformation())->ContextRecord,
EXCEPTION_EXECUTE_HANDLER) {

// We can use the SavedExceptRec and SavedContext
// variables inside the handler code block.
switch (SavedExceptRec.ExceptionCode) {
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c
FuncSkunk EXCEPTION_RECORD
Saved ExceptRec SavedExceptRec
CONTEXT SavedContext
SavedContext

EXCEPTION_EXECUTE_HANDLER

EXCEPTION_EXECUTE_HANDLER except

SavedExceptRec SavedContext except
SavedExceptRec SavedContext try
EXCEPTION_POINTERS ExceptionRecord

EXCEPTION_RECORD

typedef struct _EXCEPTION_RECORD {

DWORD ExceptionCode;

DWORD ExceptionFlags;

struct _EXCEPTION_RECORD *ExceptionRecord;

PVOID ExceptionAddress;

DWORD NumberParameters;

ULONG_PTR ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS];
} EXCEPTION_RECORD;

EXCEPTION_RECORD CPU
» ExceptionCode GetExceptionCode
« ExceptionFlags 0

EXCEPTION_NONCONTINUABLE
EXCEPTION_NONCONTINUABLE_
EXCEPTION
 ExceptionRecord EXCEPTION_RECORD

NULL
* ExceptionAddress CPU
*NumberParameters 0 15
Exceptionlnformation
* Exceptionlnformation

EXCEPTION_RECORD NumberParameters Exceptionlnformation

EXCEPTION_ACCESS VIOLATION NumberParameters
Exceptionlnformation
EXCEPTION_ACCESS VIOLATION Exceptionlnformation[0]
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0
1 Exceptionlnformation[1]

__try {

}
__except (ExpFltr(GetExceptionInformation()->ExceptionRecord)) {

}

LONG ExpF1tr (PEXCEPTION_RECORD pER) {
char szBuf[300], =*p;
DWORD dwExceptionCode = pER->ExceptionCode;

sprintf(szBuf, "Code = %x, Address = %p",
dwExceptionCode, pER->ExceptionAddress);

// Find the end of the string.

p = strchr(szBuf, 9);

// 1 used a switch statement in case Microsoft adds
// information for other exception codes in the future.
switch (dwExceptionCode) {
case EXCEPTION_ACCESS_VIOLATION:
sprintf(p, "Attempt to %s data at address %p".
pER->ExceptionInformation[@] ? “"write" : “"read",
pER->ExceptionInformation[1]);
break;

default:
break;
}

MessageBox(NULL, szBuf, "Exception™, MB_OK | MB_ICONEXCLAMATION);

return(EXCEPTION_CONTINUE_SEARCH);

}
EXCEPTION_POINTERS ContextRecord CONTEXT 7
CPU
CPU
CONTEXT
#ifdefs Windows CPU CONTEXT
WinNT.h
24.7

CPU
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SEH
SEH
SEH
SEH
Windows
Windows Heap
HeapCreate heapAlloc 18
heap NULL
HEAP_GENERATE_EXCEPTIONS
NULL STATUS NO_MEMORY
SEH
try
except try finally
RaiseException
VOID RaiseException(
DWORD dwExceptionCode,
DWORD dwExceptionFlags,
DWORD nNumberOfArguments,
CONST ULONG_PTR =pArguments);
dwExceptionCode HeapAlloc
STATUS NO_MEMORY Windows
WinError.h 24-1
DWORD 4
e 31 30 (severity)
e 29 10 HeapAlloc STATUS NO_MEMORY
- 28 0

- 27 16
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« 15 0

RaiseException dwExceptionFlags 0 EXCEPTION_
NONCONTINUABLE EXCEPTION_
CONTINUE EXECUTION RaiseException
EXCEPTION_NONCONTINUABLE EXCEPTION_CONTINUE
EXECUTION CPU

Rai seException
RaiseException EXCEPTION_NONCONTINUABLE

HeapAlloc ~ STATUS NO_MEMORY
EXCEPTION_NONCONTINUABLE

EXCEPTION_NONCONTINUABLE EXCEPTION_CONTINUE_
EXECUTION EXCEPTION_NONCONTINUABLE_EXCEPTION

finally
GetExceptionlnformation EXCEPTION_ POINTERS
EXCEPTION_POINTERS ExceptionRecord EXCEPTION_ RECORD
ExceptionRecord EXCEPTION _
RECORD
ExceptionRecord NULL
EXCEPTION_RECORD

EXCEPTION_RECORD ExceptionRecord EXCEPTION_

RECORD EXCEPTION_RECORD

RaiseException nNumberOf Arguments pArguments
pArguments NULL
RaiseException nNumberOf Arguments
nNumberOf Arguments pArguments ULONG_PTR
EXCEPTION_MAXIMUM_PARAMETERS EXCEPTION_MAXIMUM_
PARAMETERS WinNT.h 15
EXCEPTION_RECORD Number
Parameters Exceptionlnformation nNumberOf Arguments pArguments

RaiseException



