cm»-w&e&

Microsoft

Windows

Windows

1992

8.1

// Define a global variable.
long g_x = @;

DWORD WINAPI ThreadFuncl(PVOID pvParam) {
g_Xx++;
return(@);

}

DWORD WINAPI ThreadFunc2(PVOID pvParam) {°
g_X++;
return(e);
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g_X 0
ThreadFuncl ThreadFunc2
1 g_X X 2
g_X
g_X 1

MOV EAX, [g_x] ; Move the ya]ue in g_x into a register.
INC EAX ; Increment the value in the register.
MOV [g_x], EAX ; Store the new value back in g_x.
MOV EAX, {[g_x] ; Thread 1: Move @ into a register.
INC EAX : Thread 1: Increment the register to 1.
MOV [g_x1, EAX ; Thread 1: Store 1 back in g_x.
MOV EAX, [g_x] : Thread 2: Move 1 into a register.
INC EAX ; Thread 2: Increment the register to 2.
MOV [g_x], EAX ; Thread 2: Store 2 back in g_x.

g_Xx g_Xx 2

0 1 2 Windows
MOV EAX, [g_x] ; Thread 1: Move @ into a register.
INC EAX : Thread 1: Increment the register to 1.
MOV EAX, [g_x] ; Thread 2: Move @ into a register.
INC EAX ; Thread 2: Increment the register to 1.
MOV [g_x], EAX ; Thread 2: Store 1 back in g_x.
MOV [g_x], EAX ; Thread 1: Store 1 back in g¢g_x.
g_X 2 1
100
g_X 1
0 2
CPU CPU
Windows
Interlocked
ExchangeAdd

LONG InterlockedExchangeAdd(
PLONG ptAddend,
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LONG 1Increment);

// Define a global variable.
long g_x = 0;

DWORD WINAPI ThreadFuncl(PVOID pvParam) {
InterTockedExchangeAdd(&g_x, 1);
return(0);

}

DWORD WINAPI ThreadFunc2(PVOID pvParam) {
InterlockedExchangeAdd(&g_x, 1);

return(0);
1
g_X g_X
C
// The long variable shared by many threads

LONG g_x;

// Incorrect way to increment the long
g_x++;

// Correct way to increment the long
InterlockedExchangeAdd(&g_x, 1);

CPU x86 CPU
CPU Alpha

1) CPU
2)
3
4) CPU

4 CPU

CPU CPU
CPU

13
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CPU 50
1000 CPU
I nterlockedExchangeAdd —_—
InterlockedExchangeAdd *plAddend

LONG InterlockedExchange(
PLONG plTarget,
LONG 1Value);

PVOID InterlockedExchangePointer(
PVOID* ppvTarget,
PVOID pvValue);

InterlockedExchange InterlockedExchangePointer
32 32
32 64 I nterlockedExchange 32
I nterlockedExchangePointer 64

InterlockedExchange

// Global variable indicating whether a shared resource is in use or not
BOOL g_fResourceInUse = FALSE;

void Funcl() {
// Wait to access the resource.
while (InterlockedExchange (&g_fResourceInUse, TRUE) == TRUE)
Sleep(0);

// Access the resource.

// We no Tonger need to access the resource.
Inter1ockedExchange(&g_fResourceInUse. FALSE):

}
while g_fResourcelnUse TRUE
TRUE FALSE
TRUE
while
while g_fResourcelnUse
FALSE InterlockedExchange g_fResourcelnUse
FALSE
CPU CPU

SetProcessPriorityBoost  setThreadPriorityBoost

CPU
CPU
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CPU
CPU while
CPU Sleep

CPU

Sleep SwitchToThread Windows 98

CPU
CPU 10

PVOID InterlockedCompareExchange(
PLONG plDestination,
LONG 1Exchange,
LONG 1Comparand);

PVOID InterlockedCompareExchangePointer(
PVOID* ppvDestination, :
PVOID pvExchange,
PVOID pvComparand);

32
32 64 InterlockedCompareExchange
I nterlockedCompareExchangePointer 64

LONG InterlockedCompareExchange(PLONG pl1Destination,
LONG 1Exchange, LONG 1Comparand) {

LONG 1Ret = *plDestination; // Original value
if (*plDestination == 1Comparand)

x*p1Destination = 1Exchange;
return(1Ret);

plDestination |Comparand

CPU

32

*plDestination |Exchange *plDestination

|Exchange *plDestination *plDestination
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8
9
Windows
LONG InterlockedIncrement(PLONG plAddend);
LONG InterlockedDecrement(PLONG plAddend);
InterlockedExchangeAdd
1 1
8.2
CPU
CPU
32 64 CPU 32
64 CPU
CPU
1) CPU1 CPU1
2) CPU2 CPU2
3) CPU1 CPU1
RAM
4) CPU2 CPU2
CPU2
CPU CPU
CPU2
CPU1 4 CPU1
CPU2
CPU
struct CUSTINFO {
DWORD dwCustomerID; // Mostly read-only
int nBalanceDue; // Read-write
char szName[100]; // Mostly read-only

FILETIME ftLastOrderDate; // Read-write
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8.3

// Determine the cache line size for the host CPU.
#ifdef _X86_

fidefine CACHE_ALIGN 32

ffendif

#ifdef _ALPHA_

ffdefine CACHE_ALIGN 64

ffendif

f#ifdef _IA64_

fidefine CACHE_ALIGN ??

ffendif

jidefine CACHE_PAD(Name, BytesSoFar) \
BYTE Name[CACHE_ALIGN - ((BytesSoFar) % CACHE_ALIGN)]

struct CUSTINFO { )
DWORD dwCustomerlID; // Mostly read-only
char szName[1@07]; // Mostly read-only

// Force the following members to be in a different cache line.
CACHE_PAD(bPadl, sizeof(DWORD) + 100);

int nBalanceDue; // Read-write
FILETIME ftLastOrderDate; // Read-write

// Force the following structure to be in a different cache line.
CACHE_PAD(bPad2, sizeof(int) + sizeof(FILETIME)):

CACHE_ALIGN
CACHE_PAD
Microsoft C/C++
__declspec(align(32))
CPU
32 64
Windows

CPU
CPU

CPU
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CPU

volatile BOOL g_fFinishedCalculation = FALSE:

int WINAPI WinMain(...) {
CreateThread(..., RecalcFunc, ...);

// Wait for the recalculation to complete.
while (lg_fFinishedCalculation)

}

DWORD WINAPI RecalcFunc(PVOID pvParam) {
// Perform the recalculation.

g_fFinishedCalculation = TRUE;

return(e);
}
WinMain RecalcFunc
CPU
BOOL g_f FinishedCalculation
TRUE RecalcFunc
RecalcFunc WinMain
RecalcFunc
volatile

volatile
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volatile
while
MOV  Regd, [g_fFinishedCalculation] ; Copy the value into a register
Label: TEST Reg®, @ ; Is the value 07? .
JMP Regd == @, Label ; The register is @, try again
; The register is not @ (end of loop)
C
BOOL CPU CPU
g_fResourcelnUse volatile
8.4

const int MAX_TIMES = 1000;
int g_nlndex = @;
DWORD g_dwTimes[MAX_TIMES];

DWORD WINAPI FirstThread(PVOID pvParam) {

while (g_nIndex < MAX_TIMES) {
g_dwTimes[g_nIndex] = GetTickCount();
g_nIndex++; '

}
return(9);

DWORD WINAPI SecondThread(PVOID pvParam) {

while (g_nIndex < MAX_TIMES) {
g_nlndex++; ‘
g_dwTimes[g_nIndex - 1] = GetTickCount():
} .
return(9);

FirstThread g_dwTimes SecondThread
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g_dwTimes

SecondThread

g_nlndex 1 FirstThread
g_dwTimes[1]

SecondThread SecondThread ¢ dwTimes[1l 1]

FirstThread
g_dwTimes 1 0

const int MAX_TIMES = 1000;
int g_nlndex = 9;

DWORD g_dwTimes[MAX_TIMES];
CRITICAL_SECTION g_cs;

DWORD WINAPI FirstThread(PVOID pvParam) {

while (g_nIndex < MAX_TIMES) {
EnterCriticalSection(&g_cs); _
g_dwTimes[g_nIndex] = GetTickCount():
g_nIndex++;
LeaveCriticalSection(&g_cs):

}

return(9);

DWORD WINAPI SgcondThread(PVOID pvParam) {

while (g_nIndex < MAX_TIMES} {
EnterCriticalSection(&g_cs);
g_nIndex++; ) )
g_dwTimes[g_nIndex - 1] = GetTickCount();
LeaveCriticalSection(&g_cs);

}

return(9);

g_dwTimes

CPU
SecondThread
FirstThread
CPU

. CRITICAL_SECTION g._cs EnterCritical Section  LeaveCriticd
Section g nindex g dwTimes

EnterCriticalSection LeaveCritical Section

gcs
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CRITICAL_SECTION
CRITICAL_SECTION

CRITICAL_SECTION
1 2 1 3
CRITICAL_SECTION
EnterCritical Section
CRITICAL_SECTION
“ " CRITICAL_SECTION
EnterCritical Section “ "
EnterCritical Section “ "
EnterCritical Section

LeaveCritical Section
LeaveCritical Section

EnterCriticalSection LeaveCritical Section

FristThread EnterCritical Section
LeaveCritical Section g_nindex g_dwTimes
SecondThread EnterCritical Section LeaveCritical Section

EnterCritical Section LeaveCritical Section

19
Optex

8.4.1

CRITICAL_SECTION
Platform SDK
CRITICAL_SECTION Microsoft
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8
Windows
CRITICAL_SECTION WinNT.h RTL_CRITICAL _
SECTION RTL_CRITICAL_SECTION WinBase.h
CRITICAL_SECTION Windows

CRITICAL_SECTION
CRITICAL_SECTION

CRITICAL_SECTION
CRITICAL_SECTION

VOID InitializeCriticalSection(PCRITICAL_SECTION pcs);

pcs CRITICAL_SECTION
VOID
EnterCritical Section Platform SDK
CRTICAL_SECTION
CRITICAL_SECTION
VOID DeleteCriticalSection(PCRITICAL_SECTION pcs);
DeleteCritical Section
Platform SDK
VOID EnterCriticalSection(PCRITICAL_SECTION pcs):
EnterCritical Section
EnterCritical Section
. EnterCritical Section
. EnterCritical Section
EnterCritical Section
L eaveCritical Section

EnerCritical Section
CPU
CRITICAL_SECTION LeaveCritical Section
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EnterCritical Section

EnterCritical Section

EnterCritical Section
CPU
CPU

Windows 2000 CPU
EnterCritical Sectiom

Critical SectionTimeout
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager

2 592 000s 30
3s 3s

EnterCritical Section
BOOL TryEnterCriticalSection(PCRITICAL_SECTION pcs);
TryEnterCritical Section
TryEnterCritical Section
FALSE TRUE

TryEnterCritical Section

TRUE CRITICAL_SECTION
TRUE TryEnterCritical Section L eaveCritical Section
Windows 98 Windows 98 TryEnterCritical Section
FALSE

VOID LeaveCriticalSection(PCRITICAL_SECTION pcs);
LeaveCritical Section 1
0 LeaveCritical Section
0 EnterCritical Section

LeaveCritical Section

EnterCritical Section LeaveCritical Section
L eaveCritical Section
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8
8.4.2
1000 CPU
CPU
Microsoft
EnterCritical Section
BOOL InitializeCriticalSectionAndSpinCount(
PCRITICAL_SECTION pcs,
DWORD dwSpinCount);
InitializeCritical Section InitializeCritical SectionAndSpinCount

dwSpinCount

0 OXOOFFFFFF

dwSpinCount

DWORD SetCriticalSectionSpinCount(
PCRITICAL_SECTION pcs,
DWORD dwSpinCount);

dwSpinCount

10
8. .3

InitializeCritical Section

STATUS NO_MEMORY
24 25
InitializeCritical SectionAndSpinCount

dwSpinCount

4000

Microsoft
VOID

23

FALSE

10 Coptex C++
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EnterCritical Section EXCEPTION_INVALID_HANDLE

EnterCritical Section
InitializeCritical SectionAndSpinCount

dwSpinCount
FALSE

EnterCritical Section

EnterCritical Section

8.4.4
1. CRITICAL_SECTION
CRITICAL_SECTION CRITICAL_SECTION
int g_nNums[108]; // A shared resource
TCHAR g_cChars[100]; // Another shared resource

CRITICAL_SECTION g_cs; // Guards both resources

DWORD WINAPI ThreadFunc(PVOID pvParam) {
EnterCriticalSection(&g_cs);
for (int x = 0; x < 100; x++) {
g_nNums[x] = 9; _
g_cChars[x] = TEXT('X");
}

LeaveCriticalSection(&g_cs);
return(@);

g_nNums g_cChars

ThreadFunc

DWORD WINAPI ThreadFunc(PVOID pvParam) {
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EnterCriticalSection(&g_cs);
for (int x = 0; x < 100; x++)
g_nNums{x] = 0;
for (x = @; x < 100: x+¥)
g_cChars[x] = TEXT('X"');
LeaveCriticaiSection(&g_cs);
return(@);
}
g_nNums g_nNums
g_cChars ThreadFunc g_cChars
int g_nNum[100]; // A shared resource

CRITICAL_SECTION g_csNums; // Guards g_nNUms

TCHAR g_cChars[100]; // Another shared resource
CRITICAL_SECTION g_csChars; // Guards g_cChars

DWORD WINAPI ThreadFunc(PVOID pvParam) {
EnterCriticalSection(&g_csNums);

for (int x = @; x < 100; x++)
g_nNums[x] = 0;

LeaveCriticalSection(&g_csNums);
EnterCriticalSection(&g_csChars);

for (x = 8; x < 100; x++)
g_cChars[x] = TEXT('X"');

LeaveCrit%ca1Section(&g_ csChars);
return(9);

}
ThreadFunc g_nNums
g_nNums g_nNums
g_nChars
2.
ThreadFunc

DWORD WINAPI ThreadFunc(PVOID pvParam) {

EnterCriticalSection(&g_csNums);
EnterCriticalSection(&g_csChars);

// This Toop requires simultaneous access to both resources.
for (int x = @; x < 100; x+t)
g_nNums[x] = g_cChars(x];

LeaveCriticalSection(&g_csChars);
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LeaveCritica1Section(&é_csNums);
return(@);

DWORD WINAPI OtherThreadFunc(PVOID pvParam) {

EnterCriticalSection(&g_csChars);
EnterCriticalSection(&g_csNums);

for (int x = 0; x < 100; x++)
g_nNums[x] = g_cChars[x];

LeaveCriticalSection(&g_csNums);

LeaveCriticalSection(&g_csChars);
return(9);

EnterCriticalSection LeaveCritical Section

ThreadFunc g_csNums OtherThreadFunc
CPU g_csChars
ThreadFunc  OtherThreadFunc

L eaveCritical Section

WM_SOMEMSG g.s

SOMESTRUCT g_s;
CRITICAL_SECTION g_cs;

DWORD WINAPI SomeThread(PVOID pvParam) {
EnterCriticalSection(&g_cs);

// Send a message to a window.
SendMessage(hwndSomeWnd, WM_SOMEMSG, &g_s, 8);

LeaveCriticalSection(&g_cs);
return(0);

WM_SOMEMSG

SOMESTRUCT g_s;
CRITICAL_SECTION g_cs;
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DWORD WINAPI SomeThread(PVOID pvParam) {

EnterCriticalSection(&g_cs);
SOMESTRUCT sTemp = g_s;
LeaveCritica1Section(&g_cs):

// Send a message to a window.

SendMessage(hwndSomeWnd, WM_SOMEMSG, &sTemp, 9);
return(0);

sTemp CPU
—_— CPU LeaveCritical Section

CPU g_s



