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13 Windows

Microsoft Windows

13.1
32 4GB
32 0x00000000 OxFFFFFFFF
4 294 967 296 4GB 64
16EB 10?® 64 0x0000000000000000
OxFFFFFFFFFFFFFFFF 18 446 744 073 709 551 616
16EB

Windows 2000

Windows 98
Windows 98
A
0x12345678 B
0x12345678 A 0x12345678
A B 0x12345678

B A B
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13.2
Windows 13-1
13-1
32 Windows 32 Windows 64 Windows Windows 98
2000 x86 2000(x86 w/3 2000 Alpha
Alpha GB I1A-64
NULL 0x00000000 0x00000000 0x00000000 00000000 0X 00000000
OX0000FFFF OX0000FFFF 0x00000000 0000FFFF 0Xx00000FFF
DOS/16 0x000001000
Windows 0x003FFFFF
0x00010000 0x00010000 0x00000000 00010000 0x00400000
OX7FFEFFFF OXBFFEFFFFF 0x000003FF FFFEFFFF OX7FFFFFFF
64-KB 0x7FFF0000 OxBFFF0000 0x000003FFFFFF0000
OX7FFFFFFF OXBFFFFFFF 0x000003FFFFFFFFFF
0x80000000
MMF) OXBFFFFFFF
0x800000000 0xC0000000 0x00000400 00000000 0xC0000000
OXFFFFFFFF OXFFFFFFFF OXFFFFFFFFF FFFFFFF OXFFFFFFFF
32 Windows 2000 64 Windows 2000
Windows 98
Microsoft 64 Windows 2000
64 Windows 2000
64 Windows 2000
IA-64 64 Intel
13.2.1 NULL —_— Windows 2000 Windows 98
NULL
CPU NULL
C/C++

int* pnSomelnteger = (int*) malloc(sizeof(int));

+pnSomelnteger = 5;
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malloc NULL
0x00000000
13.2.2 MS-DOS/16 Windows —_— Windows 98
4MB Windows 98 MS-DOS 16
32
CPU
Microsoft 4MB
Windows 2000 16 MS-DOS 16 Windows
32
13.2.3 —_ Windows 2000 Windows 98
Windows 2000 Windows 2000 .exe DLL
DLL
Windows 98 Windows 98 Win32 DLL Kernel32.dll AdvAPI32.dl|
User32.dll  GDI32.dll .exe DLL
DLL
DLL DLL
Windows 98
32
1/0
Microsoft 2GB
64 Windows 2000
1. x86 Windows2000 3GB
Microsoft
x86 Windows 2000 Advanced Server Windows 2000 Data Center
3GB 3GB 1GB
/3GB BOOT.INI 13-1 “ 32 Windows 2000 x86
w/3GB K 3GB

Microsoft /3GB
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3GB
Microsoft 3GB
/LARGEADDRESSAWARE
3GB ILARGEADDRESSAWARE
0x80000000 OxBFFFFFFF 1GB
2GB 3GB
1GB /3GB
16GB RAM 64GB RAM
RAM

LARGEADDRE
SSAWARE DLL DLL 3
GB
2. 64 Windows 2000 2GB
Microsoft 32 64

32
0x000000007FFFFFFF
33 0 64 32
GB
64 0x000000080000000
2GB 64
64
4 TB(terabyte) /ILARGEADDRESSAWARE
64
LARGEADDRESSAWARE DLL DLL
4TB
13.2.4 64 KB —_ Windows 2000
64 KB
Microsoft Microsoft
Windows

32  Windows 2000

BYTE bBuf[70000];

DWORD dwNumBytesWritten;

WriteProcessMemory(GetCurrentProcess(), (PVOID) Ox7FFEEE9@, bBuf,
sizeof(bBuf), &dwNumBytesWritten);
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WriteProcessM emory
32 0x80000000
0x80000000
Microsoft
13.2.5 MMF —_ Windows 98
1GB 32
Kernel32.dll AdvAPI32.dll User32.dll GDI32.dll
32 DLL
17
13.2.6 —_— Windows 2000 Windows 98
Windows 2000
23 24 25
Windows 2000 64 Windows 2000 4TB 16, 777, 212
B
64
4TB
Windows 98 Windows 98
13.3
VirtualAlloc 15
(reserving)
CPU CPU
x86 32 Alpha 64 Alpha I|A-64 64K B
CPU
x86 4 KB Alpha 32 Windows 2000 64
Windows 2000 8 KB Microsoft 1A-64 8

KB

Microsoft
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16KB
FEB FEB
FEB
TEB
TEB
64KB PEB TEB
64 KB
CPU
10 KB
x86 12KB
Alpha 16KB
Virtual Free
13.4
~ —‘}_
11 6
Virtual Alloc 16 8
24576 24576
64KB
10
13-1 4096 5
9 8192
4096
CPU 8
x86 4096 4
7 8192 64KB
Alpha 8 6
4096 3
KB 5 8192
4096
4
4096 2
3 8192
VirtualFree i >
4096 1
13.5 1 8192
4096 v

RAM 13-1 CPU



iha=pubecom -

305

Windows
16MB RAM 16MB RAM
CPU
CPU RAM
RAM
64MB RAM 100 MB
164MB RAM
164MB RAM CPU RAM
RAM
RAM
RAM
VirtualAlloc
RAM
13-2
RAM CPU
RAM
CPU
RAM
RAM
RAM CPU
CPU RAM
RAM
RAM

RAM CPU
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.exe
.exe
.exe

-

niam -
RAM \/
13-2
.exe DLL
.exe DLL

Windows 2000 Windows 2000

System Properties Control Panel
Advanced Performance Options
13-3

17
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Drive [Wolume Label] Paging File Size (ME)

—Paging file size for selected drive

Dirive: C: [3ystem]

Space available: 649 ME

Initial size (ME): 1

Maximum size (ME): 288 Set

—Total paging file size for all drives

Minirmurn allowed: Z MB
Recommended: 142 MB
Currently allocated; 144 MB

—Registry size

Current regiskry size: 15 MB

Maximum registry size (MB): I )
ok I Cancel

13-3 Virtua Memory

.exe DLL Windows 98 Windows 2000
RAM
RAM
RAM
RAM
Microsoft
.exe DLL
RAM
RAM
ISWAPRUN CD /SWAPRUN NET Windows 98
/SWAPRUN
13.6
13-2
x86 AlphaCPU “ " CPU

PAGE_EXECUTE
CPU Windows
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13-2

PAGE_NOACCESS
PAGE_READONLY
PAGE_READWRITE
PAGE_EXECUTE
PAGE_EXECUTE_READ
PAGE_EXECUTE_READWRITE
PAGE_WRITECOPY

PAGE_EXECUTE_WRITECOPY

“ ” “ ”

Windows 98 Windows 98 PAGE_NOACCESS PAGE_READONLY PAGE_
READWRITE

13.6.1 Copy-On-Write

13-2
PAGE_WRITECOPY PAGE_EXECUTE_WRITECOPY
RAM Windows
10 Notepad

Copy-On-Write
.exe DLL
PAGE_EXECUTE_READ PAGE_READWRITE

1) RAM

2)

PAGE_READWRITE PAGE_EXECUTE_READWRITE

3) RAM
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17 Copy-On-Write
Virtual Alloc
PAGE_WRITECOPY PAGE_EXECUTE _WRITECOPY VirtualAlloc
GetL astError ERROR_INVALID_PARAMETER
.exe DLL
Windows 98 Windows 98 Copy-On-Write Windows 98
Copy_On_Write
13.6.2
3 PAGE_NOCACHE PAGE_
WRITECOMBINE PAGE_GUARD OR 3
PAGE_NOCACHE
PAGE_NOCACHE
PAGE_WRITECOMBINE
PAGE_GUARD
Windows 2000
16
Windows 98 Windows 98 PAGE_NOCACHE PAGE_WRITECOMBINE
PAGE_GUARD 3
13.7
14 VMMap
32 x86 Windows 2000 VMMap 13-3
Windows 2000 Windows 98
13-3
6
0x00000000
0x7FFEO000

64KB
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13-3 32 x86 Windows 2000

00000000 65 536

00010000 4096 1 -RW-

00011000 61 440

00020000 4096 1 -RW-

00021000 61440

00030000 1048576 3 -RW-

00130000 1048576 2 -RwW-

00230000 65 536 2 -Rw-

00240000 90112 1 -RW- \Device\HarddiskVolumel\WINNT\
system32\unicode.nls

00256000 40 960

00260000 208 896 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\locale.nls

00293000 53248

002A0000 266 240 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\sortkey.nls

002E1000 61 400

002F0000 16 384 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\sorttbls.nls

002F4000 49152

00300000 819 200 4 ER--

003C8000 229 376

00400000 106 496 5 ERWC C:\CD\x86\Debug\14\VMMap.exe

0041A000 24576

00420000 274 432 1 -R--

00463000 53248

00470000 3145728 2 ER--

00770000 4096 1 -RW-

00771000 61440

00780000 4096 1 -RwW-

00781000 61 440

00790000 65 536 2 -RW-

007A0000 8192 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\ctype.nls

007A2000 1763 893 248

699D0000 45 056 4 ERWC C \WINNT\System32\PSAPI.dll

699DB000 238 505 984

77D50000 450 560 4 ERWC C \WINNT\System32\RPCRT4.dl

77DBE000 8192

77DC0000 344 064 5 ERWC C \WINNT\System32\ADVAPI32.dlI

77E14000 49152

77E20000 401 408 4 ERWC C \WINNT\System32\USER32.dlI

77E82000 57 344

77E90000 720 896 5 ERWC C \WINNT\System32\K ERNEL 32.dlI

77F40000 241 664 4 ERWC C \WINNT\System32\GDI32.dl

77F7B000 20480
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()
77F80000 483328 5 ERWC C \WINNT\System32\ntdl1.dll
77FF6000 40 960
78000000 290 816 6 ERWC C \WINNT\System32\M SV CRT.dl|
78047000 124 424 192
7F6F0000 1048576 2 ER--
7F7F0000 8126 464
7FFB0000 147 456 1 -R--
7FFD4000 40 960
7FFDEO0O 4096 1 ERW-
7FFDF000 4096 1 ERW-
7FFE0000 65 536 2 -R--
4 13-4
13-4
.exe DLL
VMMap
VNNap 3
14
User.DLL
0x77E20000 401 408
CPU x86CPU 4096
0
1 /
0x77E20000 401 408
x86 CPU x86 CPU 4096
98 401 408/4096 4
E= R= W=
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GUARD NO-CACHE
VMMap
VMMap VMMap
GUARD
GUARD VMMap
VMMap ToolHelp
VMMap Windows 2000 GetMappedFileName
Windows 98 VMMap
13.7.1
13-3 13-5 13-3
13-5 32 x86 Windows 2000
00000000 65 536
00010000 4096 1 -RW-
00010000 4096 -RW- -
00011000 61440
00020000 4096 1 -RW-
00020000 4096 -RW- -
00021000 61440
00030000 1048576 3 -RW-
00030000 905 216 -RW- ---
0010D000 4096 -RW- G--
0010E000 139 264 -RW- ---
00130000 1048576 2 -RW-
00130000 36 864 -RW- ---
00139000 1011712 -RW- ---
00230000 65536 2 -RW-
00230000 4096 -RW- ---
00231000 61440 -RW- ---
00240000 90112 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\unicode.nls
00240000 90112 R -
00256000 40 960
00260000 208 896 1 -R-- \Device\HarddiskVolumel\WINNT\
system32\locale.nls
00260000 208 896 -R-- -
00293000 53248
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002A0000 266240 -R-- \Device\HarddiskVolumel\WINNT\
system32\sortkey.nls
002A0000 266240 -R-- -
002E1000 61 440
002F0000 16 384 -R-- \Device\HarddiskVolume\WINNT
system32\sortthls.nls
002F0000 16 384 -R-- -
002F4000 49 152
00300000 819 200 ER--
00300000 16 384 ER-- ---
00304000 770048 ER-- ---
003C0000 8192 ER-- ---
003C2000 24 576 ER-- -
003C8000 229 376
00400000 106 496 ERWC C:\CD\x86\Debug\14 VMMap.exe
00400000 4096 ‘R -
00401000 81920 ER-- ---
00415000 4096 -R-- -
00416000 8192 -RW- ---
00418000 8192 -R-- -
0041A000 24 576
00420000 274 432 -R--
00420000 274432 ‘R -
00463000 53248
00470000 3145728 ER--
00470000 274432 ER-- ---
004B3000 2871296 ER-- ---
00770000 4096 -RW-
00770000 4096 -RW- ---
00771000 61 440
00780000 4096 -RW-
00780000 4096 -RW- —--
00781000 61 440
00790000 65 536 -RW-
00790000 20 480 RW- —-
00795000 45 056 -RW- ---
007A0000 8192 -R-- \Device\HarddiskVolumel\WINNT\
system32\ctype.nls
007A0000 8192 ‘R -
007A 2000 57 344
007B0000 524 288 -RW-
007B0000 4096 -RW- ---
007B1000 520 192 -RW- ---
00830000 1763311616
699D0000 45 056 ERWC C:\WINNT\System32\PSAPI.dll
699D0000 4096 = S
699D1000 16 384 ER-- ---
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699D5000
699D9000
699DB000
77D50000
77D50000
77D51000
77DB8000
77DB9000
77DBEO0O
77DC0000
77DCO0000
77DC1000
77E0C000
77EODOOO
77EOEO00
77E14000
77E20000
77E20000
77E21000
77E76000
77E77000
77E82000
77E90000
77E90000
77E91000
77EEB00O
77EEDOOO
77TEEEO00
77FA0000
77FA40000
77F41000
77F77000
77F78000
77F7B000
77F80000
77F80000
77F81000
77FCA000
77FCC000
77FCDO000
77FF6000
78000000
78000000
78001000
78034000
7803C000
7803F000

16 384
8192
238 505 984
450 560
4096
421 888
4096
20 480
8192
344 064
4096
307 200
4096
4096
24576
49 152
401 408
4096
348 160
4096
45 056
57344
720 896
4096
368 640
8192
4096
335872
241 664
4096
221184
4096

12 288
20 480
483 328
4096
299 008
8192
4096
167 936
40 960
290 816
4096
208 896
32768
12 288
16 384

C:\WINNT\system32\RPCRT4.DLL

C:\WINNT\system32\ ADVAPI32.dlI

C:\WINNT\system32\USER32.dI

C:\WINNT\system32\KERNEL 32.dl

C:\WINNT\system32\GDI32.DLL

C:\WINT\system32\ntdll.dl

C:\WINNT\system32\M SV CRT.dl|
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()

78043000 16 384 -R--

78047000 124 424 192

7F6F0000 1048576 ER--

7F6F0000 28672 ER-- ---

7F6F7000 1019904 ER-- ---
7F7F0000 8126 464
7FFB0000 147 456 -R--

7FFB0000 147 456 -R--
7FFD4000 40 960
7FFDE00O 4096 ERW-

7FFDE000 4096 ERW- ---
7FFDF000 4096 ERW-
7FFDF000 4096 ERW- --

7FFE0000 65 536 -R--
7FFE0000 4096 -R--
7FFE1000 61 440 -R-- -
4

4096 O0x77E20000 Ox77E21000 85
348 160
352 256
5
5
.exe DLL
.exe DLL PAGE_WRITECOPY

PAGE_EXECUTE_WRITECOPY

PAGE_GUARD PAGE_NOCACHE PAGE_WRITECOMBINE

13.7.2

13-6

Windows 98

Windows 98

VMMAP

copy_on_write
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0x80018000 0x85620000

13-6 Windows 98
00000000 4194 304
00400000 131072 C \CD\X86\DEBUG\14 VMMAPEXE
00400000 8192 -R-- ---
00402000 8192 “RW- ---
00404000 73728 -R-- ---
00416000 8192 -RW- -
00418000 8192 -R-- ---
0041A000 24576 em e
00420000 1114112
00420000 20 480 -RW- -
00425000 1028096 0 -e-- -
00520000 4096 -RW- ---
00521000 61440 e e
00530000 65 536 -RW-
00530000 4096 -RW- -—-
00531000 61 440 -RW- -
00540000 1179 648 ——--
00540000 942080 0 -
00626000 4096 -RW- -—-
00627000 b2y (- T ——
0062D000 0 L T ———
0062E000 139 264 “RW- -
00650000 65536 0000 -
00660000 1114112 J—
00660000 20 480 -RW- -
00665000 1028096 0 —ee- -
00760000 4096 -RW- ---
00761000 61440 -
00770000 1048576 -RW-
00770000 32768 -RW- -
00778000 1015808 -RW- ---
00870000 2004 418 560
7800000 262114 C:\WINDOWS\SY STEM\MSVCRT.DLL
78000000 188416 -R-- ---
7802E000 57344 -RW- ---
7803C000 16 384 R-- -
78040000 133 955 584
80000000 4096 -
80000000 10 J R ——
80001000 4096 —
80001000 4096 -RW- -—-
80002000 4096 —
80002000 4096 -RW- -—-
80003000 4096 J—
80003000 4096 -RW- -—-
80004000 65 536 -
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80004000 32768 “RW- -
8000C000 32768 e

80014000 4096
80014000 4096 -RW- -

80015000 4096
80015000 4096 -RW- -

80016000 4096
80016000 4096 -RW- —-

80017000 4096
80017000 4096 -RW- -

85620000 9773056

85F72000 151 552
85F72000 151 552 R -

85F97000 327 680
85F97000 327680 Re- -

85FE7000 22 052 864

874EF000 4194304
874EF000 4194304 e

878EF000 679 219 200

BOOB000O 880 640
BOOB000O 233472 Re- -
BOOE9000 20 480 “RW- -
BOOEEO0O 626 288 R -

B0187000 177 311 744

BAAA0000 315392
BAAA0000 4096 Re- -
BAAA1000 4096 -RW- —
BAAA2000 241 664 R -
BAADDO0O 4096 RW- -
BAADEOQO 4096 “Re- -
BAADF000 32768 “RW- —
BAAE7000 24576 R -

BAAEDO00 86 978 560

BFDE000O 20 480
BFDEO000 20480 Re- -

BFDE5000 45056

BFDF0000 65536
BFDF0000 40 960 Ree v
BFDFA000 4096 “RW- -
BFDFB000 20 480 Re- -

BFE00000 131072

BFE20000 16 384
BFE20000 8192 Re- -
BFE22000 4096 “RW- -
BFE23000 4096 Ree v

BFE24000 245 760

BFE60000 24576
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BFE60000 8192 -R-- -
BFE62000 4096 -RW- -
BFE63000 12288 -R-- -
BFE66000 40 960
BFE70000 24576 3
BFE70000 8192 Re- -
BFE72000 4096 -RW- ---
BFE73000 12288 -R-- -
BFE76000 40 960
BFES80000 65 536 3 C:\WINDOWS\SY STEM\ADVAPI32.DLL
BFES0000 49152 -R-- -
BFESC000 4096 -RW- -
BFESD000 12288 R -
BFE90000 573 440 3
BFE90000 425984 -R-- -
BFEFS000 4096 -RW- ---
BFEF9000 143 360 -R-- -
BFF1C000 16 384
BFF20000 155 648 5 C \WINDOWS\SYSTEM\GDI32.DLL
BFF20000 126 976 -R-- -
BFF3F000 8192 -RW- ---
BFF41000 4096 -R-- -
BFF42000 4096 -RW- ---
BFF43000 12288 R -
BFF46000 40 960
BFF50000 69 632 3 C:\WINDOWS\SY STEM\USER32.DLL
BFF50000 53248 -R-- -
BFF5D000 4096 -RW- -
BFF5E000 12288 R -
BFF61000 61440
BFF70000 585728 5 C\WINDOWS\SY STEM\KERNEL 32.DLL
BFF70000 352 256 -R-- -
BFFC6000 P N —
BFFC9000 16 384 -RW- —
BFFCDO000 90112 Re- o
BFFE3000 114688 0 e
BFFFF000 4096
Windows 98
Windows 98
.exe DLL
64KB
64KB

0x00530000 4 KB
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60 KB
copy-on-write Windows 98
3 PAGE_NOCACHE PAGE_WRITECOMBINE
PAGE_GUARD PAGE_GUARD VMMap
Windows 2000 Windows 98 0x80000000 OxBFFFFFFF
32
4 DLL
13.8
CPU
CPU
0 WORD 2 DWORD
4 CPU CPU

VOID SomeFunc(PVOID pvDataBuffer) {

// The first byte in the buffer is some byte of information
char ¢ = % (PBYTE) pvDataBuffer;

// Increment past the first byte in the buffer
pvDataBuffer = (PVOID)((PBYTE) pvDataBuffer + 1);

// Bytes 2-5 contain a double-word value
DWORD dw = * (DWORD =) pvDataBuffer;

// The 1ine above raises a data misalignment exception on the Alpha

CPU
x86 CPU X86 CPU EFLAGS
AC CPU
0 0 CPU
1
CPU INT 17H x86 Windows 2000 Windows 98 CPU
x86

Alpha CPU Alpha CPU
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CPU Windows 2000

Alpha Windows 2000

Windows 2000
HKEY_LOCAL_MACHINE\CurrentControlSet\Control\Session Manager

EnableAlignmentFaul tExceptions
Windows 2000

Alpha Microsoft Visual C++
AXPAlign.exe AXPAlign

Alpha AXP alignment fault exception control
Usage: axpalign [option]

Options:
/enable to enable alignment fault exceptions.
/disable to disable alignment fault exceptions.
/show to display the current alignment exception setting.

Enable alignment fault exceptions:
In this mode any aligned access to unaligned data will result in a
data misalignment exception and no automatic operating system fixups
will occur. The application may be terminated or a debugger can be
used to locate the source of alignment faults in your code.

This setting applies to all running processes and thus care should
be taken since older applications may get exceptions and terminate.

Note that SetErrorMode(SEM_NOALIGNMENTFAULTEXCEPT) can be used to
suppress alignment exceptions even in this mode.

Disable alignment fault exceptions:
This is the default mode with Windows NT for Alpha AXP, versions 3.1
and 3.5. In this mode the operating system will fixup any misaligned
data accesses should they occur and applications or debuggers will
not see them. This may lead to performance degradation if it occurs
at a high rate. Perfmon or wperf may be used to monitor the rate.

AXPAlign

SetErrorMode
UINT SetErrorMode(UINT fuErrorMode);

SEM_NOALIGNMENTFAULTEXCEPT
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CPU
NOALIGNMENTFAULTEXCEPT
Alpha
1

CreateProcess

SEM

SetErrorMode
x86
EnableAlignmentFault Exceptions

Windows 2000 MM C Performance Monitor

13-4

Add Counters

 Use local computer counters

|\W-JEFFRR-NE =]
Performance object:
I Syzteri j

Performance counters:

ec
Contest Switches/sec
Exception Dispatches/zec
File Contral Bytes/zec
File Control Dperations/zec
File D'ata Operationszec
File Rrad Rutesser
A

.

Add Counter

Add

Cloze

i

Explain

) Alllinstaries

&' Select istances fiom st

13-4 Add Counters

CPU

X86
CPU
SetErrorMode

Reference Manual
100

Microsoft
const volatile

Alpha CPU C/C++

VOID SomeFunc(PVOID pvDataBuffer) {

__unaligned

x86
0 x86 CPU
x86 CPU
Windows 2000
Digital Alpha Architecture

__unaligned
__unaligned
CPU
__unaligned

// The first byte in the buffer is some byte of information

* (PBYTE) pvDataBuffer;

char ¢
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// Increment past the first byte in the buffer
pvDataBuffer = (PVOID)((PBYTE) pvDataBuffer + 1);

// Bytes 2-5 contain a double-word value
DWORD dw = * (__unaligned DWORD *) pvDataBuffer;

// The line above causes the compiler to generate additional

// instructions so that several aligned data accesses are performed
// to read the DWORD.

// Note that a data misalignment exception is not raised.

}
Alpha 7 CPU
DWORD dw = * (__unaligned DWORD =*) pvDataBuffer;
__unaligned 3 CPU
Alpha CPU __unaligned CPU
CPU
Alignment Fixup/sec
x86 CPU Visual C/C++ __unaligned
Microsoft CPU
x86 __unaligned
UNALIGNED __unaligned WIinNT.h
UNALIGNED

#if defined(_M_MRX@00) || defined(_M_ALPHA) || defined(_M_IA64)
fidefine UNALIGNED __unaligned
#if defined(_WIN64)

jidefine UNALIGNED64 __unaligned
felse

f#define UNALIGNED64

fendif

ffelse

#define UNALIGNED

#define UNALIGNED64

fendif



