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140 case PRU_SEND: uipe_usrreq.c
141 if (control && (error = unp_internalize(control, p)))
142 break;
143 switch (so->so_type) {
144 case SOCK_DGRAM: {
145 struct sockaddr *from;
146 if (nam) {
147 if (unp->unp_conn) {
148 error = EISCONN;
149 break;
150 }
151 error = unp_connect (so, nam, p):;
152 if (error)
153 break;
154 } else {
155 if (unp->unp_conn == 0) {
156 error = ENOTCONN;
157 break;
158 }
159 }
160 s02 = unp->unp_conn->unp_socket;
161 if (unp->unp_addr)
162 from = mtod(unp->unp_addr, struct sockaddr *);
163 else -
164 from = &sun_noname; )
165 if (sbappendaddr (&so2->so_rcv, from, m, control)) {
166 sorwakeup (s02) ; )
167 m= 0;
168 control = 0;
169 } else
170 error = ENOBUFS;
171 if (nam)
172 unp_disconnect (unp) ;
173 break;
174

18-1 PRU sSE\ND

uipc_usrreq.c
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1
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file 18.4
2.
146-153 ( nam )
El SCONN unp_connect
2 23-15 UDP
154-159 ENOTCONN
3.
160-164 so2 socket (unp)
from sockaddr _un from sun_noname
sun_nonane sockaddr _un
Unix
( sendt o UDP
UDP UDP
Unix
Unix
sysl og
Unix sysl ogd
4, mbuf

165-170 sbappendaddr

sorwakeup

mbuf m contr ol
UDP
sender
)
ENOBUFS
Unix
5.

171-172 unp_di sconnect

0( 17-10) (
) ENOBUFS
Unix
UDP
UDP
ICMP
( 2 600~601
Unix
[Rago1993] SVR4
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175 case SOCK_STREAM:
176 #define rcv (&so2->so_rcv)
177 #define snd (&so->so_snd)

uipc_usrreq.c

178 if (so->so_state & SS_CANTSENDMORE) {

179 error = EPIPE;

180 break;

181 }

182 if (unp->unp_conn == 0)

183 panic("uipc 3");

184 s02 = unp->unp_conn->unp_socket;

185 : /*

186 * Send to paired receive port, and then reduce
187 * send buffer hiwater marks to maintain backpressure.
188 * Wake up readers.

189 */

190 if (control) {

191 if (sbappendcontrol(rcv, m, control))

192 control = 0;

193 } else

194 sbappend (rcv, m);

195 snd->sb_mbmax -=

196 rcv->sb_mbcnt - unp->unp_conn->unp_mbent ;
197 unp->unp_conn->unp_mbcnt = rcv->sb_mbent ;

198 snd->sb_hiwat -= rcv->sb_cc - unp->unp_conn->unp_cc;
199 unp->unp_conn->unp_cc = rcv->sb_cc;

200 sorwakeup (s02) ;

201 m= 0;

202 #undef snd
203 #undef rcv

204 break;
205 » default:
206 panic("uipc 4");
207 }
208 break; .
uipc_usrreq.c
18-2 PRJ SEND
6.
175-183 EPI PE sosend
panic( 2 16-24)
sosend ( 2
16-24)
7.  mbuf
184-194 so2 socket sendnsg
mbuf mbuf sbappendcontr ol
sbappend mbuf sbappendcont r ol
mfreem control o( 17-10) sbappendcont rol mbuf
8. ( )

195-199 sb_nmbmax( mbuf )
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sb_hi wat ( ) 2 16-24 mbuf
mbuf
Unix
Unix sb_hi wat 4096( 17-2)
1024 sb_cc( ) O 1024(
) sb_hi wat 4096 3072( )
TCP sb_hi wat sb_mbmax
sb_nmbcnt sb_mbmax
Unix
sosend
198-199 sb_hi wat unp_cc (sb_mbmax
unp_mbcnt ) rcv-
>sh_cc unp- >unp_conn->unp_cc rcv->sb_cc
( )
snd- >sb_hi wat ( )
unp- >unp_conn- >unp_cc
sb_hi wat 4096 sb_cc unp_cc 0
1024 sb_hi wat 3072 sb_cc unp_cc
1024 18-3 1024 sb_hi wat
4096 sb_cc unp_cc 0
9.
200-201 sorwakeup mbuf
m freem m 0
18-3 1/0 PRU_RCVD
PR_WANTRCVD sorecei ve ( 2 16-51) 17-5 Unix
TCP
Unix
10.
121-122
11.
123-131 so2 socket sb_mbmax

sb_hi wat unp->unp_cc rcv->sh_cc
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113 case PRU_RCVD:
114 switch (so->so_type) (
115 case SOCK_DGRAM:
116 panic("uipc 1");
117 /* NOTREACHED */
118 case SOCK_STREAM:

119 #define rcv (&so->so_rcv)
120 #define snd (&so2->so_snd)

121 if (unp->unp_conn == 0)

122 break;

123 s02 = unp->unp_conn->unp_socket;

124 /*

125 * Adjust backpressure on sender

126 * and wake up any waiting to write.

127 */

128 snd->sb_mbmax += unp->unp_mbcnt - rcv->sb_mbent;
129 unp->unp_mbcnt = rcv->sb_mbecnt;

130 snd->sb_hiwat += unp->unp_cc - rcv->sb_cc;
131 unp->unp_cc = rcv->sb_cc;

132 sowwakeup (s02) ;

133 #undef snd
134 #undef rcv

135 break;
136 default:
137 panic ("uipc 2");
138 }
139 break; X
uipc_usrreg.c
18-3 PRUROD
12.
132 sb_hi wat
18.3
[Stevens 1992] 15 4.4BSD
SVR4
(access right)
1/0 ( )

18-4



CM a'PUbOCOM 18 Unix 110

proc{} file{} socket{} unpcb{}

__/_. Unix >

fdi

i | .
2 \. gile(} vnode(}

B Unixdsidd O 2 ARy
I IX A A R R AT

proc{} file(} socket{} unpcb{}
/-]
i Unix
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18-4
1) Unix
Unix fdm
fdi
Unix 17.10
accept fdi
2) fdj
vnode
file f _count 1
3) fdi sendnsg SCM RI GHTS fd
fdm fdj file

2

4) fdm recvmsg
SCM Rl GHTS fdn fdn

5) sendnsg (fdj)

1 sendnsg recvnsg “ " (inflight)
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Unix
)f _count file
file
f _count 1 fork file
f _count 2
f _count 1 0
file
2)f _msgcount file 0
sendmsg f _msgcount 1 recvmsg
f _msgcount 1 f _msgcount file file
( )
3)unp_rights
f _count 0 f_msgcount
18-5
f _count f _msgcount unp_rights
open 1 0 0
sendnsg 2 1 1
2 1 1
recvnsg 2 0 0
cl ose 1 0 0
18-5
recvisg
recvmnsg 18-6
f _count f _msgcount unp_rights
open 1 0 0
sendnsg 2 1 1
2 1 1
cl ose 1 1 1
1 1 1
recvmsg 1 0 0
18-6
recvinsg
sendnsg recvnsg
file Unix file
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Unix
file (internalizing)
file (externalizing)
18-1 PRU_SEND unp_internalize
MTI_CONTROL mbuf soreceive unp_externalize ( 2 16-44)
18-7 sendnsg
recvmsg
251 struct cmsghdr { socket.h
252 u_int cmsg_len; /* data byte count, including hdr */
- 253 int cmsg_level; /* originating protocol */
254 int cmsg_type; /* protocol-specific type */
255 /* followed by wu_char cmsg_datal]l; */
256 };
socket.h
18-7 cnsghdr
3 7 18-8
msghdr
msghdr{} cmsghdr{}
msg_name cmsg_len - 20
msg_namelen cmsg_level SOL_SOCKET
msg_lov cmsg,_type SCM_RIGHTS
msg_iovlen 3
msg_control g 7
msg_controllen | 20
msg_flags
18-8
sendnsg
mbuf(
sockar gs sockar gs sendi t 2 15-20
16-21) 24
4.3BSD Reno msghdr msg_control nsg_controllen
msg_accrights nsg_accrightslen
cmsg_l en msg_controllen
UDP Internet IP ( 2
23-25) (ON] oSl
18-9
2
18-10 unp_i nternalize unp_externalize mbuf

file



Chinaspubecom

Unix

sendit

mbuf

sbappendcontrol

file

file
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> mbuf
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18-9

18.4 unp_internalize

18-11 unp_internalize 18-1
PRU_SEND ui pc_usrreq
1 cnsghdr
564-566 cnmsghdr SCM_RI GHTS SOL_SOCKET
mbuf ( nmsghdr msg_controll en

msghdr sendmag)
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cnmsghdr {} nmbuf {}
D, mbuf
<,
Q%% oo ( MT_CONTROL)
b, >,
% By

} unp_internalize

file

sbappendcontr ol

. mbuf
Ut

nbuf {}
mbuf
( MT_CONTROL)
S unp_external i ze
s
& }
crmeghdr {} 04“’/%%\\ file
g& R
18-10 unp_internal i ze unp_external i ze
2.
567-574 ol dfds rp
for
( )
3. file
575-578 rp for file fp
4,
579-581 file f _count f_rmsgcount
unp_externalize unp_internalize
unp_rights unp_externalize

unp_rights
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553 int

uipc_usrreq.c

554 unp_internalize(control, p)
555 struct mbuf *control;
556 struct proc *p;

557 {
558 struct filedesc *fdp = p->p_£fd;
559 struct cmsghdr *cm = mtod(control, struct cmsghdr *);
560 struct file **rp;
561 struct file *fp;
562 int i, f£4;
563 int oldfds;
564 if (cm->cmsg_type != SCM_RIGHTS || cm->cmsg_level != SOL_SOCKET | |
565 cm->cmsg_len != control->m_len)
566 return (EINVAL);
567 oldfds = (cm->cmsg_len - sizeof(*cm)) / sizeof(int);
568 rp = (struct file **) (cm + 1);
569 for (1 = 0; i < oldfds; i++) {
570 fd = *(int *) rp++;
571 if ((unsigned) fd >= fdp->fd_nfiles ||
572 fdp->£fd_ofiles[fd] == NULL)
573 return (EBADF);
574 }
575 rp = (struct file **) (cm + 1);
576 for (i = 0; i < oldfds; i++) {
577 fp = fdp->fd_ofiles[* (int *) rpl:
578 *rp++ = fp;
579 fp->f_count++;
580 fp->f_msgcount++;
581 unp_rights++;
582 }
583 return (0);
584 } .
uzpc_usrreq.c
18-11 wunp_internal i ze
17-14 Unix 0
unp_gc

18.5 unp_externalize

18-12 unp_externalize MI_CONTROL mbuf

sorecei ve dom externalize

unp_externalize( 2 16-44)

1.

532-541 newf ds mbuf file f davai |

unp_di scar d( ) EMSGSI ZE
2. file

542-546 file fdall oc
fdall oc 0 file

fdall oc f file
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3.
547-548 f _msgcount unp_rights
4, file
549 mbuf file
recvmsg
unp_externalize file
recvit( 2 16-44)
msg_fl ags MSG_CTRUNC
recvimsg
uipc_usrreq.c

523 int pe- 1
524 unp_externalize(rights)
525 struct mbuf *rights;
526 {
527 struct proc *p = Curproc; /* XXX */
528 int i;
529 struct cmsghdr *cm = mtod(rights, struct cmsghdr *);
530 struct file **rp = (struct file **) (cm + 1);
531 struct file *fp;
532 int newfds = (cm->cmsg_len - sizeof(*cm)) / sizeof(int);
533 int £;
534 if (!'fdavail(p, newfds)) {
535 for (i = 0; i < newfds; i++) {
536 fp = *rp;
537 unp_discard(fp);
538 *rp++ = 0;
539 }
540 return {(EMSGSIZE);
541 }
542 for (i = 0; i < newfds; i++) {
543 if (fdalloc(p, 0, &f))
544 panic ("unp_externalize");
545 fp = *rp;
546 p->p_fd->fd_ofiles[f] = fp;
547 fp->f_msgcount--;
548 unp_rights--;
549 *(int *) rp++ = £;
550 }
551 return (0};
552 }

18-12 unp_external i ze

18.6 unp_di scard

18-12
18-13 unp_di scard
1.
730-731 f_msgcount unp_rights

uipc_usrreq.c
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uipc_usrreq.c
726 void

727 unp_discard(£fp)
728 struct file *fp;

729 {
730 fp->f_msgcount--;
731 unp_rights--;
732 (void) closef(fp, (struct proc *) NULL);
733 } .
uipc_usrreq.c
18-13 unp_di scard
2. cl osef
732 cl osef file f _count 0 closef f _count

fo_close (2 15-38)

18.7 unp_di spose

17-14 unp_rights 0 )
Unix unp_det ach sorflush
PR_RI GHTS sorflush( 2 15-37)
dom di spose ( ) mbuf
file f _count f_msgcount

unp_rights unp_internalize

Unix dom di spose unp_di spose( 17-4) 18-14

682 void uipc_usrreq.c

683 unp_dispose (m)
684 struct mbuf *m;
685 {

686 if (m)

687 unp_scan(m, unp_discard);
688 }

uipc_usrreq.c
18-14 unp_di spose

unp_scan

686-687 unp_scan

unp_di scard unp_di scard
unp_scan

18.8 unp_scan

unp_di spose unp_scan unp_di scard
unp_gc unp_mar k 18-15
unp_scan
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uipc_usrreq.c
689 void pe- 1
690 unp_scan(m0, op)
691 struct mbuf *m0;
692 void (*op) (struct file *);
693 {
694 struct mbuf *m;
695 struct file **rp;
696 struct cmsghdr *cm;
697 int i;
698 int qfds; .
699 while (m0) {
700 for (m = m0; m; m = m->m_next)
701 if (m->m_type == MT_CONTROL &&
702 m->m_len >= sizeof({*cm)) {
703 cm = mtod(m, struct cmsghdr *);
704 if (cm->cmsg_level != SOL_SOCKET ||
705 cm->cmsg_type != SCM_RIGHTS)
706 continue;
707 gfds = (cm->cmsg_len - sizeof *cm)
708 / sizeof (struct file *);
709 rp = (struct file **) (cm + 1);
710 for (i = 0; i < gfds; i++)
711 (*op) (*rp++);
712 break; /* XXX, but saves time */
713 } i
714 m0 = mO->m_nextpkt;
715 }
716 } .
utpc_usrreq.c
18-15 unp_scan
1 mbuf
699-706 m ) mbuf
MT_CONTROL mbuf
SOL_ SOCKET SCM RI GHTS mbuf
2. file
707-716 qgfds file file op
(unp_di scard unp_mark) op file
mbuf br eak
712 XXX br eak mbuf mbuf
18.9 unp_gc
unp_det ach Unix sorflush
Unix
1) MI_CONTROL mbuf sbappendcontrol ( 18-2)

recvinsg
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Unix
soreceive MFREE
MT_CONTROL mbuf ( 2 15-44)
mbuf file f _count f_msgcount 1(
18-6) unp_rights
file
file
[Leffler et al.1989] 305
MI_CONTROL mbuf
2)
Unix 18.2
Unix
sbappendaddr ( 18-1 ) 0
error ENOBUFS rel ease mbuf
file
3) Unix fdi Unix fdj fdj fdi
Unix
4.4BSD ( 18-18)
“ " file f _count f _msgcount (
) file Unix
file f _count f _msgount
( file f_count
f _msgcount ) f _count f _msgcount
file uUnix
unp_gc file cl osef
file 18-13 cl osef file
unp_rights 0O( 17-14)
Unix
unp_gc - (mark-and-sweep)
file file
Unix (
file )
file file
18-16 unp_gc
1

594-596 unp_gci ng unp_gc sorflush
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sorfl ush

unp_di spose unp_di spose

cl osef cl osef unp_det ach

2. FMARK FDEFER

unp_di scard
unp_det ach

unp_di scard
unp_gc

i FER

598-599 file FMARK FDE

3. unp_defer
600-622 unp_defer 0 do while

file file
file
Unix Unix
file

4. file
601-603 file (f_count
0)

uipc_usrreq.c

587 void pe 9

588 unp_gc ()

589 {

590 struct file *fp, *nextfp;

591 struct socket *so;

592 struct file **extra ref, **fpp;

593 int nunref, i;

594 if (unp_gcing)

595 return;

596 unp_gcing = 1;

597 unp_defer = 0;

598 for (fp = filehead.lh_first; fp != 0; fp = fp->f_list.le_next)

599 fp->f_flag &= ~(FMARK | FDEFER);

600 do {

601 for (fp = filehead.lh_first; fp != 0; fp = fp->f_list.le_next) {

602 if (fp->f_count == 0)

603 continue;

604 if (fp->f_flag & FDEFER) {

605 fp->f_flag &= “FDEFER;

606 unp_defer--;

607 } else {

608 if (fp->f_flag & FMARK)

609 continue;

610 if (fp->f_count == fp->f_msgcount)

611 continue;

612 fp->f_flag |= FMARK;

613 }

614 if (fp->f_type != DTYPE_SOCKET | |

615 (so = (struct socket *) fp->f_data) == 0)

616 continue;

617 if (so->so_proto->pr_domain != &unixdomain | |

618 (so->so_proto->pr_flags & PR_RIGHTS) == 0)

619 continue;

620 unp_scan(so->so_rcv.sb_mb, unp_mark) ;

621 }

622 } while (unp_defer);

uinc usrren.c

18-16 unp_gc
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5.
604-606 FDEFER unp_defer
unp_mar k FDEFER FMARK
if Unix
6.
607-609 FMARK
7.
610-611 f _count f _msgcount
Unix
8.
612 FMARK
9. Unix
614-619 socket
PR_RI GHTS Unix
Unix
10. Unix
620 file Unix unp_scan
MI_CONTROL  mbuf unp_mar k
Unix (so_qg)[McKusick
et al.1996]
18-17 file
unp_defer 1
file file
Dfile (f _count 2)
(f __msgcount 0) 18-16 f_flag FMARK
vnode( f_type DTYPE_
f _flag FMARK FDEFER
)
2) f _count f _msgcount
f_flag
3) FMARK
Unix unp_scan
file
FMARK unp_mark FMARK FDEFER
unp_defer 1
file FMARK (
) FMARK FDEFER unp_defer 2
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Unix 1/0
4) FDEFER 18-16 unp_defer
1
f _count f_msgcount
file{) file{} file() file(}
£f_type VNODE f_type VNODE f_type SOCKET f_type SOCKET
£_flag FMARK f_flag FrarK f_flag FMARK f_flag FMARK
f_count 2 f_count 1 f_count 1 f_count 2
£_msgcount |0 f_msgcount |1 f_msgcount |0 f_msgcount |1
- £_data - £_data - f_data - f_data
vnode({} vnode({)} socket () socket ()}
so_rcv
mbuf{}
-
r MT_CONTROL

cmsg_len

cmsg_level

cmsg_type

AL
18-17
file unp_defer 1

Unix



China=pupecom
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FMARK FDEFER
file
(sweep) 18-18

623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671

uipc_ustrreq.c

We grab an extra reference to each of the file table entries -
that are not otherwise accessible and then free the rights
that are stored in messages on them.

The bug in the orginal code is a little tricky, so I’11 describe
what'’s wrong with it here.

It is incorrect to simply unp_discard each entry for f_msgcount
times -- consider the case of sockets A and B that contain
references to each other. On a last clogse of some other socket,
we trigger a gc since the number of outstanding rights ‘(unp_xrights)
is non-zero. If during the sweep phase the gc code unp_discards,
we end up doing a (full) closef on the descriptor. A closef on A
results in the following chain. Closef calls soo_close, which
calls soclose. Soclose calls first (through the switch
uipc_usrreq) unp_detach, which re-invokes unp_gc. Unp_gc simply
returns because the previous instance had set unp_gcing, and

we return all the way back to soclose, which marks the socket

with SS_NOFDREF, and then calls sofree. Sofree calls sorflush

to free up the rights that are queued in messages on the socket A,
i.e., the reference on B. The sorflush calls via the dom_dispose
switch unp_dispose, which unp_scans with unp_discard. This second
instance of unp_discard just calls closef on B.

Well, a similar chain occurs on B, resulting in a sorflush on B,
which results in another closef on A. Unfortunately, A is already
being closed, and the descriptor has already been marked with
SS_NOFDREF, and soclose panics at this point.

Here, we first take an extra reference to each inaccessible
descriptor. Then, we call sorflush ourself, since we know
it is a Unix domain socket anyhow. After we destroy all the
rights carried in messages, we do a last closef to get rid
of our extra reference. This is the last close, and the
unp_detach etc will shut down the socket.

91/09/19, bsy@cs.cmu.edu
/

extra_ref = malloc(nfiles * sizeof(struct file *), M_FILE, M_WAITOK);
for (nunref = 0, fp = filehead.lh first, fpp = extra_ref; fp_!= 0;
fp = nextfp) {
nextfp = fp->f_list.le_next;

**:(-)(-********#******************#***’E***

if (fp->f _count == 0)
continue;

if (fp->f_count == fp->f_msgcount && ! (fp->f_flag & FMARK)) {
*fpp++ = fp;
nunref++;

fp->f_count++;

18-18 unp_gc
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672 }
673 }
- 674 for (i = nunref, fpp = extra ref; --i >= 0; ++fpp)
675 if ((*fpp)->f_type == DTYPE_SOCKET)
676 sorflush((struct socket *) (*fpp)->f_data);
677 for (i = nunref, fpp = extra_ref; --i >= 0; ++£fpp)
678 closef (*fpp, (struct proc *) NULL);
679 free((caddr_t) extra_ref, M_FILE);
680 unp_gcing = 0;
681 )
uipc_usrreq.c
18-18 ( )
11.
623-661 4.3BSD Reno Net/2 4.4BSD
Bennet S. Yee 18-19
12.
662 mall oc file nfiles
file M FI LE (vmstat -m
) M WAI TOK
13. file
663-665 ( ) file
14.
666-667 file f count O
15.
668 f _count f _msgcount (
FMARK ( Unix )
16. file
669-671 fp file
nunr ef file f _count
17. sorflush
674-676 sorflush sorflush( 2
15-37) dom_di spose unp_di spose unp_di spose unp_scan
unp_discard f _msgcount
unp_rights file cl osef
file ( f _count )
f_count O f _count 2 2
sorfl ush cl osef file f _count 0
18.
677-678 file cl osef
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f _count 1 0 file
19.
679-680 mal | oc unp_gci ng
18-19 unp_gc Net/2 18-18

for (fp = filehead; fp; fp = fp->f_filef) {
if (fp->f_count == 0)
continue;
if (fp->f_count == fp->f_msgcount && (fp->f_flag & FMARK) == 0)
while (fp->f_msgcount) :
unp_discard(£fp) ;
}
unp_gcing = 0;

18-19 Net/2 unp_gc
18-18
Net/3 18-19
18-18
file
18.10 unp_mark
unp_gc unp_scan unp_rmar k unp_scan file
18-20

717 void uipc_usrreq.c

718 unp_mark (fp)

719 struct file *fp;

720 {

721 if (fp->f_flag & FMARK)

722 return;

723 unp_defer++;

724 fp->f_flag [= (FMARK | FDEFER);

725 }

uipc_usrreq.c
18-20 unp nark
717-720 fp file file Unix
1

721-722 file file

2. FMARK FDEFER
723-724 unp_defer FMARK FDEFER
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file Unix file ( file unp_gc
) unp_gc
unp_defer file
18.11 ( )
Unix TCP
( 16-2)
110 sosend soreceive
(TCP) (UDP)
(OSI TP4)
TCP sosend Unix
( 16-2 32768 ) sosend mbuf
PRU_SEND 2 048 TCP Unix
PRU_SEND Unix PRU_SEND( 18-2)
TCP ( IP )
PRU_SEND Unix
soreceive TCP IP
IP TCP

18.12

Unix
PRU_SEND PRU_RCVD

Unix
( file )
file ( )
Unix

file

file
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