CM a'PUboCOM

3 T/TCP
3.1
T/ITCP 3 TCP
TITCP
. T/ITCP
. SYN
. MSS
. T/TCP
2 SYN
SYN/ACK
T/TCP bsdi ( 1-13) | aptop
TITCP 1-10 TITCP 1-11 300
400
RFC 1323 SYN
(
RFC 1 323 )
T/TCP
RFC 1 323 T/TCP
(PAWS 1 246 )
3.2
- sendto
tao_ccsent O( )
TCP CCnew CcC TCP CCnew
3-1 Tcpdump ( Tcpdump
1 A SYN FIN
)
1 CCnew tcp_ccgen 1 2
CCnew tcp_ccgen 18 SYN
CCnew

TCP
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TCP

1 0.0 bsdi.1l024 > laptop.8888: SFP 36858825:36859125(300)
win 8568 <mss 1460,nop,nop,ccnew 1>
2 0.020542 (0.0205) laptop.8888 > bsdi.1024: S 76355292:76355292(0)
ack 36858826 win 8712
<mss 1460,nop,nop,cc 18,
nop, nop, ccecho 1>
3 0.021479 (0.0009) bsdi.1024 > laptop.8888: F 301:301(0)
ack 1 win 8712 <nop,nop,cc 1>
4 0.029471 (0.0080) laptop.8888 > bsdi.1024: .
ack 302 win 8412 <nop,nop,cc 18>
5 0.042086 (0.0126) laptop.8888 > bsdi.1024: FP 1:401(400)
ack 302 win 8712 <nop,nop,cc 18>
6 0.042969 (0.0009) bsdi.1024 > laptop.8888: .
ack 402 win 8312 <nop,nop,cc 1>
3-1 T/TCP
300
3 SYN
FIN 300
FIN( 4 )
1
5 FIN 6 FIN
3 456 cCc CCnew CCecho
1 2
T/ITCP NOP NOP
NOP 4
TCP
(ISN) 1 18.1
500ms
[Bellovn 1989]
1994 12 [Shimomura 1995]
BSD/OS 2.0 4.4BSD-Lite2
3-2 3-1
1 5
sendto
MSG_EOF SYN_SENT* 3
SYN SYN_RCVD
ESTABLISHED FIN CLOSE_WAIT
MSG_EOF LAST_ACK 3
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3 T/TCP
FIN  ( 2-7)
bsdi.1024 laptop.8888
SYN_SENT+ 1 SYNFIN,PSH 36858825:36859125(300)
<mss 1460, ccnew 1> ——# SYN RCVD

[\

SYN 76355292:76355292(0)eCho =
FIN_WAIT 1 0k 36858626, <mss 1460, cc 18, ¢

3 FIN 301:301(0)
ack1, <cc 1> ESTABLISHED,
4 CLOSE_WAIT
FIN_WAIT_2 ack 302, <cc 18>
FIN,PSH 1:401(400) 5LAST_ACK
TIME_WAIT jg— ack 302, <cc 18>
6
ack 402, <ec 15 CLOSED
32 31
3.3 T/TCP
tao_ccsent 0 cC tcp_ccgen
2(2 TCP 2 ) 33
1 0.0 bsdi.1025 > laptop.8888: SFP 40203490:40203790(300)

win 8712 <mss 1460,cc 2>
2 0.026469 (0.0265) laptop.8888 > bsdi.1025: SFP 79578838:79579238(400)

ack 40203792 win 8712

<mss 1460,cc 19,ccecho 2>
3 0.027573 (0.0011) bsdi.1l025 > laptop.8888:

ack 402 win 8312 <cc 2>

33 TTCP -
3 T/TCP 3-4
SYN FIN SYN_SENT*
TAO ESTABLISHED*
FIN CLOSE_WAIT*
SYN
MSG_EOF LAST_ACK* 2-7

SYN FIN ACK
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TCP
bsdi.1025 laptop.8888
SYN_SENT+ 1 SYNFIN,PSH 40203490:4
= — :40203790(300
W, ESTABLISHED,
CLOSE_WAIT*
.79579238(400) 2 LAST_ACK*
AT (e |
TIME_WAIT
- 3 W
LAST_ACK,
CLOSED
34 33
2 SYN FIN_WAIT 1
FIN FIN_WAIT 2
FIN TIME_WAIT
FIN
3 SYN LAST_ACK
FIN CLOSED
TITCP
ESTABLISHED (
1 ) FIN_ WAIT_1 ( 2
)
3.4 SYN
CcC CcC
1 SYN cc (2 3-3)
CcC 1
( MSL )
IP P
3-5 CcC 1 SYN
( SYN
) TCP 300
1 ( TCP
SYN ) 2 SYN/ACK TCP
RST( 3 ) TCP
RST 300 accept
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3 T/ICP

2 0.018391 (0.0184)

3 0.019266 (0.0009)

bsdi.1027 > laptop.8888: SFP 80000000:80000300(300)
win 4096 <mss 1460,cc 1>

laptop.8888 > bsdi.1027: S 132492350:132492350(0)
ack 80000001 win 8712
<mss 1460,cc 21,ccecho 1>

bsdi.1027 > laptop.8888: R 80000001:80000001(0) win 0

3-5 T/TCP SYN
1 TITCP
tcp_ccgen 1 12-3
tcp_ccgen CcC TCP CCnew
CcC
3-6 - T/TCP
3
1 0.0 bsdi.1026 > laptop.8888: SFP 101619844:101620144(300)

2 0.028214 (0.0282)

3 0.029330 (0.0011)

3.5

2 0.025420 (0.0254)
0.025872 (0.0005)
0.033731 (0.0079)

5 0.034697 (0.0010)

6 0.044284 (0.0096)

7 0.066749 (0.0225)

8 0.067613 (0.0009)

3-7

win 8712 <mss 1460,cc 3>

laptop.8888 > bsdi.1026: SFP 140211128:140211528(400)
ack 101620146 win 8712
<mss 1460,cc 22,ccecho 3>

bsdi.1l026 > laptop.8888:
ack 402 win 8312 <cc 3>

3-6 TITCP -

CcC 2 CcC 3 SYN TAO

3-7
bsdi.1027 > laptop.8888: SFP 146513089:146513389(300)
win 8712 <mss 1460,cc 4>
arp who-has bsdi tell laptop
arp reply bsdi is-at 0:20:af:9c:ee:95

laptop.8888 > bsdi.1l027: S 27338882:27338882(0)
ack 146513090 win 8712
<mss 1460,cc 1,ccecho 4>

bsdi.1027 > laptop.8888: F 301:301(0)
ack 1 win 8712 <cc 4>

laptop.8888 > bsdi.1027: .
ack 302 win 8412 <cc 1>

laptop.8888 > bsdi.1027: FP 1:401(400)
ack 302 win 8712 <cc 1>

bsdi.1l027 > laptop.8888: .
ack 402 win 8312 <cc 4>

TITCP

T/TCP
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TCP
CcC 4( 1) ARP
ARP ( 4)
cC
3-1 FIN
300
3-11 3 FIN
( 7 ) 8
3-7
TITCP 3-8
1 0.0 bsdi.1028 > laptop.8888: SFP 152213061:152213361(300)
win 8712 <mss 1460,cc 5>
2 0.034851 (0.0349) laptop.8888 > bsdi.1028: SFP 32869470:32869870(400)
ack 152213363 win 8712
<mss 1460,cc 2,ccecho 5>
3 0.035955 (0.0011) bsdi.1028 > laptop.8888: .
ack 402 win 8312 <cc 5>
3-8 TITCP -
3.6 MSS
(MSS)
T/ITCP
TAO ( 25 tao_nssopt) TCP
(1 184 20.4
)
( 32 768 ) 512
64 ( TCP
) T/TCP
) T/TCP 4 096 Net/3
snd_wnd TCP
1 4096
2) T/ITCP TCP
snd_cwnd 1 10-14 /
i n_l ocal addr (a)
(b) subnet sar el ocal 0
Net/3 (2 721 )

4096
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3 T/TCP
TCP snd_wnd snd_cwnd
TCP 65 535
( 65 535x 21 1 )
snd_wnd snd_cwnd 4096 65535 TCP
4 096
32768 TCP (
32768 65535 32 768) TCP
snd_wnd 4 096 snd_cwnd
( MSS 512) TCP
snd_wnd
1 TITCP
3300 3400 3-9
T/ITCP Tcpdump
bug 6 8 10 3302 1
1 0.0 bsdi.1057 > laptop.8888: S 3846892142:3846893590(1448)
win 8712 <mss 1460,cc 7>
2 0.001556 (0.0016) bsdi.1057 > laptop.8888: . 3846893591:3846895043(1452)

win 8712 <cc 7>
3 0.002672 (0.0011) bsdi.1057 > laptop.8888: FP 3846895043:3846895443(400)
win 8712 <cc 7>

4 0.138283 (0.1356) laptop.8888 > bsdi.1l057: S 3786170031:3786170031(0)
ack 3846895444 win 8712
<mss 1460,cc 6,ccecho 7>

5 0.139273 (0.0010) bsdi.1l057 > laptop.8888: .

ack 1 win 8712 <cc 7>

6 0.179615 (0.0403) laptop.8888 > bsdi.l1057: . 1:1453(1452)

ack 1 win 8712 <cc 6>
7 0.180558 (0.0009) bsdi.1057 > laptop.8888: .
ack 1453 win 7260 <cc 7>

8 0.209621 (0.0291) laptop.8888 > bsdi.1057: . 1453:2905(1452)
ack 1 win 8712 <cc 6>

9 0.210565 (0.0009) bsdi.1057 > laptop.8888: .
ack 2905 win 7260 <cc 7>

10 0.223822 (0.0133) laptop.8888 > bsdi.1057: FP 2905:3401(496)

ack 1 win 8712 <cc 6>
11 0.224719 (0.0009) bsdi.1057 > laptop.8888: .
ack 3402 win 8216 <cc 7>

3-9 3300 3400

TITCP 4096 2.6ms
1 2 3 1 SYN 1448 12
TCP | MSS cc 2 1452
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TCP
8 TCP 3 FIN PSH 8 TCP 400
2 TCP ( 6 ) ACK
ACK SYN (
)
4 SYN
SYN FIN 5 SYN
6 40 ms 1
8~11 ( 10 ) FIN
ACK FIN
3
(44ms) TCP_REASS ( 2 726 )
4
FIN_WAIT_2 TCP_REASS ESTABLISHED
ACK “ ? TITCP
Net/3 TCP FIN. WAIT_1 FIN_WAIT 2
TCP_REASS ESTABLISHED
ESTABLISHED
( )
TCP_NOPUSH
TCP_NOPUSH
(T/ITCP )
int n;
n=1;

if (setsockopt (sockfd, IPPROTO_TCP, TCP_NOPUSH, (char *) &n, sizeof(n)) < 0)
err_sys ("TCP_NOPUSH error");

1-10 socket TCP
sendto 3300
MSG_EOF
1) sosend (2 16.7 ) 2048
mbuf TCP PRU_SEND
2) t cp_out put ( 12-4) (full-sized)
mbuf 1448 SYN ( 12
TCP )
3) mbuf 600 tcp_out put
Nagle 2 681 1
t cp_out put idle 1 1448 1

again idle 9-3
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3 T/TCP
(* (sender silly window avoidance)” ) idle
TF_NOPUSH
T/ITCP Nagle
TF_NOPUSH ( TF_NOPUSH ) TCP
TCP
4) TCP_NOPUSH t cp_out put
sosend
TCP_NOPUSH 600
PSH
5) sosend 1252 mbuf PRU_SEND EOF
( 5-2 t cp_out put
tcp_usrclosed ( 12-4) SYN_SENT
SYN_SENT*( 12-5) TF_NOPUSH 1852
1452 8
TCP ( 3-9 ) ( Nagle
) SYN_SENT* FIN ( 2-7)
FIN (2 683 )
6) t cp_out put 400
FIN 9-3 Nagle
FIN 400 ( 2
688 )
TCP_NOPUSH MSS 1460
3300 3 1448 1452 400
3 1448 600 1252
3 600 TCP_NOPUSH 3 ( 1448
1452 700 ) 4 ( 1448 600 1452 100
)
sendt o TCP_NOPUSH
MSS
3.7
TITCP TITCP
3-10 bsdi T/TCP svr4( System V Release

4 TITCP)

TCP
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TCP
1 0.0 bsdi.1031 > svrd.8888: SFP 2672114321:2672114621(300)
win 8568 <mss 1460, ccnew 10>
2 0.006265 (0.0063) svr4.8888 > bsdi.1031: S 879930881:879930881(0)
ack 2672114322 win 4096 <mss 1024>
3 0.007108 (0.0008) bsdi.1031 > svr4.8888: F 301:301(0)
ack 1 win 9216
4 0.012279 (0.0052) svr4.8888 > bsdi.1031: .
ack 302 win 3796
5 0.071683 (0.0594) svrd.8888 > bsdi.1031: P 1:401(400)
ack 302 win 4096
6 0.072451 (0.0008) bsdi.1031 > svr4.8888: .
ack 401 win 8816
7 0.078373 (0.0059) svrd.8888 > bsdi.1031: F 401:401(0)
ack 302 win 4096
8 0.079642 (0.0013) bsdi.1031 > svr4.8888: .
ack 402 win 9216
3-10 T/TCP TCP
TCP 1 SYN FIN PSH 300
TCP TAO svré4 CcC
CCnew 2
2 3 3
3 300 FIN
( 2 791 FIN ) TCP
5 (400 ) 6
7 FIN
5 7 FIN
3-10 CCecho
svr4 CC 1 ( )
CCnew 11 TITCP CCnew
TITCP tao_ccsent
0( )
( 3-11) Solaris 2.4 SVR4(  3-10
) TCP/IP
1~-3 3-10 SYN FIN PSH 300
SYN/ACK ACK
cC TCP CCnew
Solaris “ » (DF)

(RFC 1191 [Mogul and Deering 1990])
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3 T/TCP

1 0.0 bsdi.1033 > sun.8888: SFP 2693814107:2693814407(300)
: win 8712 <mss 1460,ccnew 12>
2 0.002808 (0.0028) sun.8888 > bsdi.1033: S 3179040768:3179040768(0)
ack 2693814108 win 8760
<mss 1460> (DF)
3 0.003679 (0.0009) bsdi.1033 > sun.8888: F 301:301(0)
ack 1 win 8760
4 1.287379 (1.2837) bsdi.1033 > sun.8888: FP 1:301(300)
ack 1 win 8760
5 1.289048 (0.0017) sun.8888 > bsdi.1033: .
ack 302 win 8760 (DF)
6 1.291323 (0.0023) sun.8888 > bsdi.l1l033: P 1:401(400)
ack 302 win 8760 (DF)
7 1.292101 (0.0008) bsdi.1033 > sun.8888: .
ack 401 win 8360
8 1.292367 (0.0003) sun.8888 > bsdi.1l033: F 401:401(0)
) ack 302 win 8760 (DF)
9 1.293151 (0.0008) bsdi.1033 > sun.8888: .
ack 402 win 8360
3-11 T/TCP Solaris 2.4 TCP
Solaris TCP/IP bug bug
TCP 1 ( 2 ) TCP
4 FIN
FIN( 5 ) 6 7
FIN ( 8) ( 9)
RFC 793 [Postel 1981b] 30 “
TCP
(
ESTABLISHED )" RFC 66
LISTEN SYN “
13 bug” RFC
SYN Solaris
( bug
SUN Bug ID 1222 490
) RFC 791 [Postel
19814] “ )
3.8
1) ( )
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TCP
CCnew
2) SYN CcC
SYN/ACK
TCP
SYN
3) T/TCP CCecho CC
CCnew
4)
3 MSS)
RTT + SPT
TITCP
( )
T/TCP SYN FIN
( SVR4 Solaris)

SYN
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